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Abstract

With the rapid growth of [oT devices, cyber attacks also increase, creating security
problems. While many current intrusion detection systems (IDS) offer high accu-
racy in detecting cyber attacks, most are resource-intensive and thus not suitable
for lightweight IoT devices. Thus, the need for lightweight IDS that can achieve
high detection accuracy while minimizing resource consumption. The use of large
feature sets can increase the computational overhead. In this research, we propose
a lightweight hybrid machine learning-based intrusion detection system. The sys-
tem uses a hybrid feature reduction pipeline that combines logistic regression with
L1 regularization to eliminate irrelevant and noisy features and Random Forest
to rank and select the top features, which are then fed into the LightGBM for
classification. The model is tested on the CICIoT2023 dataset, compared to base-
line models, other feature selection methods, and using the full set of features to
assess the accuracy and efficiency of the system. The results demonstrate that the
proposed feature reduction pipeline achieves 22.46% less CPU usage, 8.2 seconds
shorter execution time, and 39.29% less memory usage with a negligible accuracy
loss of only 0.002%, while the baseline model has a slightly better accuracy of
0.97% than the proposed model (0.968%), the difference is minimal. The findings
show that the proposed approach achieves a good trade-off between accuracy and

efficiency and can be used in the resource-limited IoT edge environments.
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Chapter 1

Introduction

1.1 Background

Physical devices that are connected to the internet and have the ability to au-
tomatically sense, analyze, and transfer data are referred to as the Internet of
Things (IoT).These devices include industrial machinery, smart meters, wearable

technology, sensors, and cameras.

Reducing human involvement and enabling intelligent, autonomous, and auto-
matic system operation are the main objectives of IoT. IoT’s capacity to link
physical equipment and enable real-time data exchange has made it an essential
part of contemporary digital infrastructure. It is extensively used in smart cities for
public safety and traffic monitoring, in smart homes for energy management and
appliance automation, in healthcare for remote patient monitoring and medical
data collection, and in industrial settings for automation and predictive mainte-
nance. Cloud computing, wireless communication technologies, and inexpensive
embedded hardware devices have all contributed to the explosive expansion of IoT
installations.[1]. Additionally, through ongoing data collecting and analysis, IoT
devices enhance operational efficiency, lessen human labor, and facilitate quicker
decision-making. The development of intelligent systems that can monitor en-
vironments and react automatically to changing situations has also been made

possible by the growing number of linked gadgets.

As ToT systems grow, the amount of data produced and the number of connected

1



Introduction 2

devices rise dramatically. Efficiency and automation are increased by this expan-
sion, but new technical and security issues are also brought about. Every linked
device turns becomes a possible target for an attack, particularly when used with

insufficient security measures.

1.2 Evolution and Growth of IoT

From simple machine-to-machine connectivity, the Internet of Things has devel-
oped into vast intelligent systems that can make decisions in real time. Modern IoT
solutions incorporate analytics, automation, and artificial intelligence, whereas
early ToT systems were primarily concerned with data collection. According to
recent estimates, there are presently billions of [oT devices in use worldwide, and
this figure is only projected to increase. While new services have been made pos-
sible by this quick growth, IoT network management and security have become

more difficult [2].

1.3 Basic Architecture of IoT Systems

The architecture of a typical Internet of Things system is tiered. IoT devices sense
information from the physical world at the perception layer.Gateways and routers
use wired or wireless communication technologies to send data at the network

layer. Figure 1.1 illustrates a basic layered architecture of an IoT system.

loT Devices Gateway / Network Cloud / Server
* Sensors # * Router # * Data Storage
* Cameras * Wireless Communication * Processing
¢ Smart Meters  Analytics

Basic loT Architecture

FIGURE 1.1: Basic layered architecture of an Internet of Things (IoT) system

In order to facilitate intelligent decision making, servers or cloud platforms store,
process, and analyze the gathered data at the application layer [3]. The majority

of Internet of Things devices are subject to significant resource limitations, such
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as processor power, memory, and battery capacity limitations. It is challenging
to directly implement computationally demanding processes and complex security

measures on loT devices because of these limitations.

1.4 Security Challenges in IoT Networks

One of the most important issues in IoT contexts is security. A large number
of ToT devices are set up using outdated firmware, default credentials, or insuf-
ficient authentication. Furthermore, IoT communication frequently uses wireless

channels, making it more vulnerable to spoofing and eavesdropping attacks [4].

Denial-of-service (DoS), distributed denial-of-service (DDoS), malware insertion,
and botnet-based attacks are frequent threats directed at IoT networks. These
attacks have the potential to seriously impair vital services, particularly in health-

care and industrial IoT systems.

1.5 Need for Intrusion Detection Systems in IoT

Conventional security techniques like firewalls, access control systems, and authen-
tication methods are crucial to [oT security. However, these security measures are
frequently ineffectual against novel, unidentified, or quickly changing assaults be-
cause their main purpose is to prevent unwanted entry. In dynamic IoT contexts,
traditional security methods typically rely on predetermined rules and signatures,
which restricts their capacity to identify complex or zero-day attacks. [5]. Intru-
sion Detection Systems (IDSs) are frequently utilized as an extra security layer in
Internet of Things networks to overcome these constraints. In order to spot ques-
tionable or malicious activity, an intrusion detection system (IDS) continuously
monitors network traffic, communication patterns, and device behavior. IDS con-
centrates on identifying persistent threats and unusual activity that might evade
conventional defenses, in contrast to preventive security measures. IDS serves as a
second line of defense by helping to detect threats that evade traditional security

measures and by sending out early warning signals for possible cyber intrusions.
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The IDS monitors mirrored gateway traffic to detect suspecious activities and raise

security alerts as shown in the figure 1.2 [6].

&)

108 inside the Firewall Firewall IDS outside the Firewall

Database  Response Subsystem

[ am—
Host-based 1DS

FIGURE 1.2: Intrusion Detection system [7]

1.6 Machine Learning for IoT Intrusion Detec-
tion

In IoT networks, machine learning (ML) techniques are frequently employed to
enhance intrusion detection. ML-based intrusion detection systems identify pat-
terns in past network traffic and categorize actions as either benign or malevolent.
Decision trees, Random Forest, Support Vector Machines, and ensemble-based

classifiers are examples of common machine learning methods [8].

Because ML-based IDS models can achieve strong detection performance with
relatively little computational cost especially when paired with feature selection

techniques they are appropriate for IoT environments.

1.7 Deep Learning for IOT Intrusion Detection

In intrusion detection tasks, Deep Learning (DL) techniques including Convolu-
tional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks

have shown excellent accuracy [9)].
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However, DL models demand large memory resources, high processing power, and
large datasets. The deployment of DL-based IDS in IoT edge devices and real-
time monitoring systems is challenging due to these constraints. Because of this,
DL techniques are frequently inappropriate for IoT environments with limited

resources [10].

1.8 Motivation for Lightweight and Hybrid IDS

Recent studies concentrate on lightweight and hybrid IDS techniques to maintain a
balance between detection accuracy and processing efficiency. Hybrid IDS reduces
complexity while maintaining strong detection capabilities by combining effective
ML classifiers with feature selection approaches [11]. While existing machine learn-
ing and deep learning models achieve high detection accuracy, they often require
substantial computational resources, making them unsuitable for deployment on

resource-constrained IoT devices.

This creates a strong need for developing lightweight intrusion detection systems
that can maintain high detection performance while minimizing computational
overhead. Therefore, this research is motivated by the need to design an efficient
and scalable IDS that balances accuracy and computational efficiency for real-

world IoT environments.

Maintaining performance with reduced computational cost has been demonstrated

by lightweight classifiers like Light GBM and ensemble learning models [12].

1.9 Problem Statement

Traditional intrusion detection systems primarily aim to improve the detection
accuracy; but they are generally computationally intensive. This poses a prob-
lem when deploying such heavy IDS models in resource-limited IoT edge environ-
ments, where heavy learning algorithms cannot be run due to low CPU, memory,
and power supply [8, 11]. Hence, there is a need for lightweight intrusion de-

tection systems capable of effectively detecting cyber attacks with low resource
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consumption. A good IDS should have a trade-off between processing time, mem-
ory consumption, CPU usage and detection accuracy to be more practical for IoT

deployments [13, 14].

1.10 Research Objectives

The primary goals of this study are:

i. To provide a lightweight hybrid feature selection system for IoT intrusion

detection.

ii. To create an effective machine learning-based intrusion detection system

appropriate for IoT contexts with limited resources.

iii. To evaluate the proposed approach using efficiency and accuracy metrics.

1.11 Research Questions

RQ1: In IoT environments, which machine learning classifiers are most suited to

maintain a balance between computing efficiency and accuracy?

RQ2: How can a lightweight intrusion detection framework based on hybrid fea-

ture selection increase detection accuracy and efficiency in IoT networks?

1.12 Organization for the Thesis

This is how the rest of the thesis is structured. The literature review is presented
in Chapter 2. The proposed methodology of each experiment is explained in
Chapter 3. Analysis and experimental results are covered in Chapter 4. The

thesis is concluded and future research directions are outlined in Chapter 5.



Chapter 2

Literature Review

2.1 Introduction

The Internet is used to connect a wide range of devices, such as sensors, cameras,
smart meters, and everyday objects, to the Internet of Things (IoT). The built-
in security features of many loT devices are usually insufficient because they are

inexpensive and have few resources.

[oT security solutions are being researched continuously as a result of the fact that

[oT networks are now a prime target for malware campaigns and attackers [3].

Intrusion Detection Systems (IDS) are commonly used to monitor network traffic
or device behavior to identify malicious activities. On their own, traditional secu-
rity mechanisms like firewalls and access control are insufficient since hackers can

still overcome them, especially by using new and unknown attack methods.

IDS solutions are frequently used to give IoT networks an extra layer of security
[15]. However, IoT data usually has a lot of components (traffic fields, timing

statistics, and device specifics).

Numerous research highlight the significance of feature reduction prior to training

machine learning models for intrusion detection [13].

By removing superfluous data and identifying the most informative qualities, fea-

ture reduction strategies increase model efficiency and lower resource consumption.

The IDS can maintain strong detection capabilities while achieving faster training

7
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and testing performance by reducing the dataset’s dimensionality. Thus, creating
lightweight and effective intrusion detection systems for IoT networks depends

heavily on feature selection.

2.2 Role of Feature Selection in IoT Intrusion

Detection Systems

Feature selection is the process of choosing a smaller number of important features
from the original dataset. Its main goal is to reduce dimensionality while keeping
the most important information for classification. Feature selection in IoT IDS
helps reduce overfitting, improve detection accuracy, and reduce training and in-
ference time when the dataset contains repeated and noisy characteristics [14]. In
the Internet of Things, feature selection is an effective strategy because many IDS
solutions are anticipated to function near the network edge (gateways, routers, or
fog nodes). The energy, memory, and CPU power of these devices are all lim-
ited. Therefore, by using fewer features, IDS models can become lighter and more
suitable for near-real-time detection [16]. Another important factor to take into
account is the possibility that features in IoT intrusion datasets are inconsistent
between circumstances. For example, features that function well in one network
arrangement may not work well in another. Selecting robust features may improve

generalization and reduce dependence on environment-specific fields [17].

2.3 Feature Selection Method Types

Feature selection methods are often divided into three groups: filter-based, wrapper-
based, and hybrid-based. This section explains each category and lists its benefits
and drawbacks in relation to IoT IDS.

2.4 Filter-Based Approaches

Regardless of the classifier, filter techniques rank features using statistical or

information-based metrics. Common filtering techniques include correlation-based
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scoring, chi-square, and information gain. These methods are fast since they don’t
continuously train a model to assess feature subsets [18]. Because filter techniques
can be quickly applied to large feature sets and reduce computation costs, they
are attractive for IoT IDS. For example, one study used correlation-based feature
selection, chi-square, and information gain to reduce features before applying clus-
tering and random forest for intrusion detection [19]. Training and inference time
can also be reduced by comparing filter selection to more complex feature reduc-
tion methods. When computational cost is a major consideration, feature selection
often leads to shorter model training periods, as per a detailed comparison of fea-
ture selection and feature extraction [20]. Table 2.1 compiles recent filter-based
feature selection methods used in IoT and network intrusion detection systems
together with the datasets, classifiers, and significant limitations of each study.
The performance trends and constraints of current filter-based methods in terms

of feature relevance selection, computational efficiency, and detection accuracy.

TABLE 2.1: Filter-based feature selection approaches for IoT intrusion detection

Study Year Dataset FS Technique  Classifier Results

1 2021 N-BaloT Chi-square K-means + Error reduced from
Decision Tree  0.39% to 0.01%;

runtime discussed

(NR) [18]
2 2021 AWID 1G, Chi- K-means + RF High accuracy, high
square, CFS TPR, low FPR; ef-

ficiency NR [21]

3 2021 NSL-KDD, Rule-based FS Deep FFNN NSL-KDD: Acc
UNSW-NB15 99.0%, DR 99.0%,

FPR 1.0%; UNSW:

Acc 98.9%, DR

99.9%, FPR 1.1%

[22]
4 2024 TON-IoT FS vs FE com- Multiple ML FS reduces time;
parison models FE improves accu-

racy; runtime com-

pared (NR) [23]
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2.5 Wrapper-Based Approaches

Usually, wrapper techniques are computationally costly. They have to train and
test the model repeatedly in order to evaluate different feature subsets. This
becomes expensive when large datasets or near-real-time deployment are required
[24].

Additionally, using wrapper methods increases the likelihood of overfitting. Be-
cause the feature subset is especially designed for a certain dataset and classifier, it
may not transition well to unidentified IoT scenarios. This is a major issue in the
Internet of Things since device behavior and traffic patterns are subject to vary
over time [25]. Another disadvantage is that when the original feature set is big,
wrapper search may become quite slow. Therefore, implementing wrapper-only
selection at edge or fog nodes with minimal resources is challenging. Furthermore,
wrapper techniques necessitate repeated model evaluation and training for various
feature subsets, which greatly raises execution time and computational cost. [23].
Table 2.2 compares the wrapper-based feature selection methods examined in this

study.

TABLE 2.2: Wrapper-based feature selection approaches for IoT intrusion de-

tection
Study Year Dataset FS Technique  Classifier Results
1 2025 RF finger- GA wrapper DNN + Bi- Acc 99.84%, Prec
printing;  CI- LSTM 100%, Rec 99.69%,
CIDS2017; CI- F1 99.84%; Model
CIoMT2024; size 108.42 KB;
UNSW-NB15 XAI (LIME) [26]
2 2024 TON-IoT; SFS + GA- SVM Acc 99% (TON-
UNSW-NB15  optimized IoT), 86%
ELM (UNSW); Effi-
ciency NR [24]
3 2025 Network traffic ACO-based Deep learning Improved detection
dataset wrapper IDS performance; Effi-

ciency NR [27]




Literature Review 11

2.6 Hybrid-Based Approaches

Hybrid feature selection combines the ideas of a filter and a wrapper. First,
characteristics that are clearly unnecessary are usually quickly removed using a

filter process.

After that, a wrapper or optimization stage searches the reduced feature space for
a robust subset for classification. This keeps computation cost and performance

in check [28].

Because hybrid techniques can improve detection accuracy while reducing com-
plexity, IoT IDS commonly adopt them. For example, a two-stage IDS achieved
good accuracy on UNSW-NB15 and NSL-KDD by employing clustering and a

nature-inspired search approach to pick effective features [29].

By integrating multiple feature reduction strategies and then employing an en-
semble learner to enhance botnet detection, another hybrid feature selection study

produced very high performance with good true positive rates [30].

Because hybrid selection requires fewer model evaluations overall, it is faster and
more effective than pure wrapper selection. Nevertheless, it can provide better
feature subsets than pure filters since it keeps classifier behavior in mind in later
stages [31].

Hybrid techniques are also more flexible for IoT IDS. They can be encouraged to
choose lightweight computation in the first step and more thorough optimization
in the second. As a result, they work better in Internet of Things environments

where speed and accuracy are essential [28].

Moreover, hybrid selection can better manage mixed IoT information (continuous,

categorical, and derived traffic features).

For example, numerous feature categories used in intrusion detection datasets can
be better captured by a hybrid technique that combines mutual information and
additional selection procedures. The hybrid approach outperforms a single strat-
egy in identifying both highly discriminative and statistically significant features

by integrating many selection procedures. This raises the classifier’s capacity to
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identify various attack patterns and improves the overall quality of the chosen

feature subset.

Hybrid feature selection techniques also aid in eliminating redundancy while main-

taining crucial data needed for precise and effective intrusion detection.[30].

TABLE 2.3: Hybrid feature selection approaches for IoT intrusion detection

Study Year Dataset FS Technique Classifier Results
1 2024 Real-world Correlation Decision Tree; High accuracy;
NIDS dataset + Mutual In- Random Forest computational
formation + complexity reduced
RFECV [20]
2 2022 TIoT DDoS MI + ANOVA ML-based de- Accuracy im-
dataset + Chi-square + tector proved; training
L1 time reduced [32]
3 2025 TON-IoT; QIPSO + AN- CapsNet + Accuracy up to
BoT-IoT FIS RNN 99%; efficiency Not
Reported [33]
4 2024 Suspicious Filter + GA Boosting models Around 99%
URL dataset  wrapper accuracy; computa-
tional cost reduced
[34]
5 2024  IoT IDS Correlation + DT; SVM Accuracy 96.46%;
dataset Harris Hawk efficiency NR [35]
Optimization
6 2023 UNSW-NB15; Hybrid FS CNN-BiLSTM High accuracy;
NSL-KDD; training time
InSDN reduced [36]
7 2025 UNSW-NB15; K-means + ML classifiers Accuracy up to
NSL-KDD Cuckoo Search 99.78%; processing
time improved [29]
8 2021 Benchmark CFS + BFS + NN; SVM Moderate accu-
datasets DRSA racy; statistical

evaluation reported

[37]
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TABLE 2.3: Continue from previous page

Study Year Dataset FS Technique Classifier Results
9 2023 UNSW-NB15; Autoencoder + DNN Accuracy up to
BoT-IoT PSO 99.22%; efficiency
Not Reported|[38]
10 2023 CICIDS2017  RF importance ML classifier Accuracy ~99.9%;
+ PSO efficiency Not Re-
ported [39]
11 2020 AWID GA + SVM High accuracy Re-
guo2023iot ported ; computa-
tional cost reduced
[40]
12 2025 CICIDS2017 PSO-GA ELM + Bagging High accuracy; sta-
tistical ~ validation
reported [41]
13 2024 CICIDS2017;  Correlation + CNN Accuracy 99.45%;
NSL-KDD Bat Optimiza- efficiency Not
tion reported [42]
14 2020 NSL-KDD ABC + PSO ML classifiers Improved precision;
cross-validation ap-
plied [43]
15 2021 AWID Deep feature ANN Accuracy up to
abstraction  + 99.95%; efficiency
wrapper NR [44]
16 2023 BoT-IoT PCA + GA KNN Accuracy 99.99%;
prediction time
reduced [45]
17 2024 NSL-KDD; Filter + fuzzy ML models Improved  perfor-
UNSW-NB15 TOPSIS + mance; efficiency
GWO NR [46]
18 2025 IoT datasets Red Panda GBRT Accuracy 99.6% re-

+ Simulated

Annealing

ported ; efficiency
Not Reported [47]
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TABLE 2.3: Continue from previous page
Study Year Dataset FS Technique Classifier Results
19 2021 NSL-KDD; Correlation + RF; XGBoost Accuracy above
BoT-IoT RF importance 99% reported
efficiency Not
Reported [48]

20 2024 CICIDS2017  Hybrid FS 4 ML models Improved  detec-

GA tuning tion; detection time
emphasized [31]

21 2025 CICIoT2023 Chi-square  + RF; DT; XGB; Accuracy up to

RFE KNN 99.95%; efficiency
Not Reported[49]

22 2024 CICIoT2023 Spearman corre- CatBoost High accuracy, pre-
lation + hierar- cision, recall; very
chical clustering low prediction time

reported [50]
23 2025 CICIoT2023; CNN-LSTM + Deep learning Accuracy 99.12%;
TON-IoT SMOTE-ENN model lightweight model
with reduced

complexity [51]

24 2023 CICIDS2017;  SelectKBest + RF; XGBoost Accuracy up to
CICIoT2023 MI; CNN + 99.99%; prediction
SVM + GWO time reduced were

reported [52]

25 2025 CICIoT2023 Correlation- Decision Tree; Accuracy up to
based FS + fea- Random Forest 99.74%; computa-
ture importance tional time reduced
+ Bayesian significantly re-
optimization ported [53]

26 2025 CICIoT2023; GWO  feature LightGBM Accuracy 95.24%;

CI- selection + low false alarm
CIoMT2024 CNN-enhanced rate and reduced
Light GBM latency  reported

[54]
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TABLE 2.3: Continue from previous page

Study Year Dataset F'S Technique Classifier Results
27 2025 CICIoT2023; CNN + LSTM Deep learning Accuracy up to
UNSW-NB15 + GRU model 99.82%; efficiency

NR [55]

2.7 Machine Learning-Based Intrusion Detection

in IoT Networks

Machine learning (ML)-based intrusion detection systems (IDSs) classify traffic
as malicious or genuine by seeing trends in labeled or unlabeled data. ML mod-
els commonly used for IDS include Random Forest, SVM, Decision Trees, and
boosting models. These models are widely used because they often offer sufficient

accuracy at a reasonable computational cost [29)].

ML-based approaches in IoT IDS can potentially identify new threat variations
if the model is trained with a range of patterns. A hybrid intrusion detection
system study [25] found that combining different detection methods and machine
learning models can reduce false positives and boost resilience against different

attack patterns.

Another advantage is that ML models can continue to perform well even after
feature reduction. Eliminating duplicate features often makes ML classifiers faster

and more stable [21].

2.8 Deep Learning-Based Intrusion Detection in

IoT Networks

Deep learning (DL) models such as CNN, LSTM, and hybrid CNN-LSTM ar-
chitectures are also used for intrusion detection. They can automatically detect

high-level patterns in partially or fully processed data. For example, one work
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[48] presented a modified deep learning architecture for IDS with optimum feature
selection. Deep learning often needs more memory, computing power, and training
times than conventional machine learning models. This is a major challenge for
low-resource IoT edge devices since they are unable to easily handle large models
[56]. Furthermore, deep learning implementation may require the utilization of
powerful CPUs or GPU support to meet real-time constraints, which is not al-
ways possible for conventional IoT gateways. For IDS designs that are lightweight
and edge-friendly, ML models are therefore commonly selected over deep learning
[23].Motivation for Choosing Machine Learning-Based Intrusion Detection Sys-
tems Because ML models can provide a useful trade-off between detection perfor-
mance and computational economy, this study focuses on ML-based IDS. Com-
pared to huge deep learning pipelines, IoT edge settings can train and deploy

machine learning models with less resource consumption [25].

Another motivation is the effective combination of feature selection with ML mod-
els. By reducing the feature set through hybrid feature selection, ML-based IDS
can be made faster while retaining good accuracy. This directly supports the
deployment goals of low latency and low memory consumption [28]. Finally, ML-
based IDS solutions can be adjusted through retraining or incremental updates
when IoT threat patterns shift. When combined with careful feature selection

design, their practicality makes them a great choice for long-term IoT security

31].

2.9 Ciritical Analysis and Research Gap

The studied research indicates that while filter techniques are fast, they may
overlook important feature interactions and not optimize classifier performance.
Wrapper approaches can improve accuracy, but they might occasionally be exces-
sively slow and computationally expensive for IoT applications. Numerous papers
claim that because hybrid techniques aim to combine both benefits, they are more
suited for IoT intrusion detection [25]. Even though several hybrid IDS experi-
ments have shown great accuracy, there are still gaps. First, it is still challenging

to adapt several techniques to real-world IoT implementations because they are
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mostly tested on benchmark datasets. Second, certain hybrid approaches continue
to use costly optimization algorithms when frequent model updates are required
or the dataset is large [29]. Another research gap is the need for better lightweight
systems that minimize computation while maintaining multiclass attack detec-
tion accuracy. The tradeoff between robustness, runtime, and feature subset size
is typically not thoroughly studied, despite the fact that certain works achieve
exceptionally high accuracy [30].

Hence, the primary issue is to develop a machine learning-based IoT intrusion
detection system that: (1) uses hybrid feature selection for strong performance;
(2) maintain a balanace between accuracy and efficiency and (3) provides accurate

detection in a range of IoT traffic situations.[28].

2.10 Chapter Summary

This chapter reviewed feature selection for IoT intrusion detection, organized the
provided studies into filter-based, wrapper-based, and hybrid approaches, and
highlighted why lightweight ML-based IDS is a strong direction for edge [oT de-

ployments.



Chapter 3

Research Methodology

3.1 Chapter Overview

In this chapter, the research methodology for designing, developing, and testing
the proposed multi-class intrusion detection system for Internet of Things net-
works is explained. Starting with problem identification and a review of relevant
literature, it outlines the systematic approach used in this study. It then moves on
to data preparation, model construction, and performance evaluation. Every stage
is carefully organized to ensure that the research follows logically, uses appropriate

techniques, and meets the research objective.

Additionally, the chapter describes the experimental design and the assessment
methodology that are employed to evaluate the effectiveness of the proposed so-
lution. By using this systematic approach, the study ensures accurate analysis,
reproducible outcomes, and a solid foundation for the findings covered in the fol-

lowing chapter.

3.2 Proposed Research Methodology

The overall research methodology adopted can be seen in Figure 3.1, which high-
lights the systematic progress of the activities taken to meet the research’s objec-
tives.Every phase is structured to develop logically from the previous one, ensuring

a systematic and valid method for addressing the issue.

18
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F1GURE 3.1: Research Methodology

But in our case ,a hybrid pipeline is introduced as shown in Figure 3.2

-—{ :

Classifier Training

» Evaluation Results

FIGURE 3.2: Proposed Research Methodology

The research starts with gap analysis and problem introduction where the limi-
tations of traditional intrusion detection systems are examined. The majority of
current systems either concentrate on binary classification (attack vs. normal) or

struggle to generalize effectively across different attack types.

This highlights the necessity for a strong framework for classifying multi-class
attacks that can differentiate between various attack types while maintaining high

detection accuracy.

Detailed literature research is then carried out to examine machine learning and

deep learning techniques for the detection of IoT network intrusion.

According to the review, deep learning models have a high accuracy rate but are
less appropriate for IoT devices with limited resources since they involve a lot of

processing, a long training time, and longer detection delays.

On the other hand, classic machine learning techniques are quicker and more
effective, but they frequently have problems, including class imbalance, duplicated
features, and poorer accuracy and detection of new attacks. The research goals

and the hybrid technique suggested are affected by these findings, which show a
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trade-off between accuracy and efficiency in current IDS systems.

In order to improve multi-attack classification performance, improve representa-
tion of features, and provide reliable evaluation, research questions and objectives
are created based on the identified research need. These goals serve as a set of

guidelines for throughout the experiment.

The dataset preparation and selection process is the next stage. A common dataset
for intrusion detection that includes a variety of attack methods is used. Duplicate

records, noise, and missing values are eliminated from the raw data by cleaning.

Normalization, encoding, and feature selection are examples of preprocessing meth-
ods used to prepare the data for training and to make it reflect actual network

traffic.

The proposed framework is made to categorize network traffic into more than one
attack class after preprocessing, rather than only normal or attack. Important
patterns that help in differentiating between various attack types are learned by

the model.

The model is implemented and examined. To ensure a fair evaluation, the dataset
is divided into training and testing sets. Stable learning is tested after the model

is trained with the best settings.

Lastly, the model is evaluated using multi-class metrics including detection time,
total time, CPU consumption, and memory usage in efficiency measures and ac-

curacy, precision, recall, and F1 score in accuracy measures.

3.3 Datasets

This research uses data from the Canadian Institute for Cybersecurity (CIC) IoT
2023 dataset, which is publically available at [57]. This dataset represents realistic
network traffic behavior in both benign and attack scenarios, and it is specifically
made to evaluate intrusion detection systems in Internet of Things environments.
Several CSV files representing various traffic captures make up the original dataset
repository. The Merged01.csv file, which offers a thorough and unified view of

[oT network traffic, is used in this study. There are 712,311 network traffic records
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and 33 attack classes in the chosen dataset, and each record represents a distinct
network flow. Because each flow has 40 features, including one target label, it can

be used for intrusion detection using supervised machine learning.

The feature set is made up of multiple categories that together describe the behav-
ior of networks. These include protocol-level features like header length, protocol
type, time-to-live (TTL), and packet rate; protocol and application-layer indica-
tors like HTTP, HTTPS, DNS, TCP, UDP, and ICMP; statistical flow features
that describe traffic behavior, such as variance, standard deviation, and total traf-
fic volume; and TCP flag-based features that record the presence and frequency
of control flags like SYN, ACK, FIN, RST, and PSH. Furthermore, the timing
patterns between packets are described by inter-arrival time (IAT) features, which
are used to capture temporal aspects. These characteristics work together to ef-
fectively distinguish between benign and malicious traffic patterns and enable a

thorough depiction of network communication behavior.

Each network flow has a target variable, represented by Label, which indicates
the sort of attack. Multiple-class intrusion detection is made possible by the
dataset’s inclusion of many attack categories. These attack types include spoofing-
based attacks like DNS spoofing, Distributed Denial of Service (DDoS) attacks
like DDoS-PSHACK Flood, DDoS-SYN Flood, and DDoS-UDP Flood, and other
malicious traffic behaviors. To enable the learning models to capture unique traffic
fingerprints corresponding to various attack types, each network flow is given a
single attack label. Due to the high dimensionality of traffic variables and the
variety of attack categories, the CICIoT2023 dataset is ideal to evaluate how well

machine learning models perform in multi-class IoT intrusion detection scenarios.

3.4 Data Preprocessing

A reliable intrusion detection system must start with data preparation because raw
[oT network traffic data frequently contains noise, typos, redundant information,
and skewed class distributions. The dataset needs to be properly prepared before
using machine learning techniques to ensure that the patterns that are recovered

appropriately depict both benign and malicious network behavior. In addition
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to improving model learning and stability, efficient preprocessing additionally im-
proves generalization performance and detection accuracy.Figure 3.3 shows the

complete preprocessing methodology used in this investigation.

Data Cleaning

« Handle missing & infinite values
» |mpute missing values with median

Feature Encoding

Convert categorical features to numerical

Feature Scaling

Apply scaling or normalization

Class Merging

Reduce 33 classes to 8 categories

Class Imbalance Handling

« Random Undersampling
s SMOTE-ENN (Oversampling + Cleaning)

Final Dataset Preparation

» Balanced & Ready for Training

F1GURE 3.3: Data preprocessing pipeline applied to the CICIoT2023 dataset

The CICIoT2023 dataset is prepared for multi-class intrusion detection in this

research using a structured data preprocessing pipeline.

Data cleaning, target label verification and encoding, feature type identification,
feature scaling and normalization, handling class imbalance and dataset splitting

into training and testing subsets are all examples of preprocessing steps. Every
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stage is made to retain computational efficiency while addressing particular is-
sues related to massive IoT traffic data.The following subsections offer thorough

explanations of each preprocessing step.

3.4.1 Data Cleaning

Missing, infinite, and invalid values were present in the input dataset, which can
have a negative impact on model performance. To maintain the statistical char-
acteristics of the features, missing values were handled using median-based im-
putation, and infinite values were initially substituted with NaN. During model

training, this phase ensured stability and consistency.

3.4.2 Feature Selection and Preparation

Relevant network traffic features were kept for analysis, while redundant and non-
informative features were eliminated whereas needed. The numerical format of all

features was verified to be compatible with machine learning methods.

3.4.3 Feature Encoding

Numerical representations were used to encode categorical features, such as proto-
col related indicators and flags. This change made it possible for machine learning

models to understand categorical network behaviors with simplicity.

3.4.3.1 Feature Scaling

We used feature scaling to standardize the values of the numerical features, en-
suring that all features have an equal impact during training. The features in the
dataset have different values and units; hence, scaling will be applied to ensure

that features with larger values do not overwhelm the others.

In this research, Min-Max scaling was used to normalize all features to the range
[0,1]. This helps with numerical stability and convergence. The Min-Max nor-

malization is given by:
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g = L Tmin (3.1)

Lmax — Lmin

Here, x is the original value of the feature, x,;, and x,., are the minimum and

maximum values of the feature, and 2’ is the scaled value.

In order to maintain reproducibility and prevent data leakage, the scaling parame-
ters (Tmin and T, ) were calculated using only the training data, and then applied

to both the training and testing data.

This data preparation step standardises the features, which enhances the model’s

stability, convergence and performance.

3.4.3.2 Class Merging Strategy

The CICIoT2023 dataset originally has 33 attack classes, which are inherently
clustered into categories like DDoS, DoS, Recon, Web-based, Brute Force, Spoofing
and Mirai [58].

Following this classification, the 33 classes were combined into 8 higher level
classes (including benign) to simplify the problem and reduce class imbalance.
This retains the attack characteristics while enhancing model performance and ef-
ficiency.After combining the original attack labels into main categories, the class-

wise distribution is shown in Figure 3.4.

The distribution is still unbalanced across categories even though label merging
reduces class fragmentation, underscoring the need for class imbalance control

strategies in later preprocessing stages.

3.4.4 Handling Class Imbalance

The distribution of classes in the CICIoT2023 dataset is highly unbalanced, with
some attack categories having a disproportionately high number of samples in com-
parison to others. By biasing predictions toward majority classes, this imbalance
can have a negative impact on supervised learning models and is a frequent prob-
lem in intrusion detection datasets. Minority attack classes may thus have poor

detection ability, especially in situations involving multi-class classification. The
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Sample Distribution of Merged 8 Attack Classes
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F1GURE 3.4: Class-wise distribution of network traffic samples after merging
attack labels into major categories

class-wise distribution of network traffic samples before any balancing is shown

in Figure 3.5 in order to analyze the scope of this problem. While a number of
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figure emphasizes the dominance of DoS- and DDoS-based attack classes. The re-
quirement for suitable class imbalance handling strategies prior to model training

is motivated by this skewed distribution.

We evaluated three approaches of class balancing technique i.e SMOTE ,Class
Weights and SMOTE-ENN. Result of each method is described in chapter 4 .
The best results evaluated by using SMOTE-ENN which uses a two-stage class
balancing technique to address this issue. To keep majority classes from controlling
the learning process, random undersampling is used in the initial step to lower
their sample counts. Reducing computational overhead during training is another
benefit of this procedure. A hybrid resampling method called SMOTEENN is used
in the second step. Edited Nearest Neighbors (ENN) and the Synthetic Minority
Over-sampling Technique (SMOTE) are combined in SMOTEENN.

3.4.4.1 Splitting Dataset and Preventing Data Leakage

The proposed intrusion detection system is evaluated in an unbiased and fair
manner by first splitting the dataset into training and testing data, followed by
data preprocessing and class imbalance handling. In particular, the dataset is
divided using a stratified 80:20 ratio, with 80% of the data used for training and
20% for testing.

Stratified sampling is used to maintain the class distribution in the training and
testing sets. This is crucial for multi-class intrusion detection, where some types

of attacks may be less frequent.

Once the data is split, all the data preprocessing operations, such as missing
value imputation, outlier detection, and normalization (if needed), are performed
individually on the training and testing sets. Crucially, class balancing strategies
like SMOTE, SMOTE-ENN and random undersampling are applied only to the

training set.

This is important to avoid data leakage, since oversampling or undersampling
before splitting the dataset would allow the model to learn from the test set (i.e.
the model would have access to information from the test set when training),

resulting in overly optimistic performance metrics.
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The test set is kept strictly separate from the training set, and is only used for

final performance evaluation.

In order to increase the representation of minority classes, SMOTE creates syn-
thetic samples by interpolating between existing samples. Then, by removing
examples that are different from most of their nearest neighbors, ENN eliminates
ambiguous and noisy data. When SMOTEENN and random undersampling are
applied together, the dataset becomes cleaner, more balanced, and has better class
separability. Figure 3.6 displays the class distribution following the implementa-

tion of the balancing strategy. A more dependable basis for training machine learn-

Comparison of Class Distributions After Balancing
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F1GURE 3.6: Class-wise distribution of network traffic samples after applying
SMOTEENN

ing models is offered by this balanced dataset, which facilitates better learning of
minority attack patterns and eventually improves recall and overall classification
performance. After preprocessing, the merged attack categories were encoded into
numeric labels to facilitate supervised multi-classification. Figure 3.7 illustrates
the final class-wise distribution of the encoded dataset, where both numeric labels

and their corresponding attack categories are shown.

3.4.5 Final Dataset Preparation

Each numeric label corresponds to a specific attack category, ensuring a compact

and consistent representation for model training. This encoding strategy enables
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FIGURE 3.7: Final class-wise distribution of the encoded dataset after prepro-
cessing

efficient learning while preserving the semantic meaning of each attack class. Eight
attack categories—Mirai, Brute Force, Web-based attacks, DDoS, DoS, Spoofing,
Reconnaissance, and Benign traffic—are included in the final dataset. The labels’
numeric encoding maintains each attack category’s semantic value while ensuring
compliance with the learning methods. The final dataset shows consistent feature

representations, less noise, and a more balanced class distribution.

The proposed framework attack class uses this finalized dataset as input for the

feature selection and classification phases.

3.5 Proposed Framework Diagram

In order to make the feature selection process reliable, the L1-regularized Logistic

Regression model uses stratified training data to ensure the presence of all classes.

The regularization strength was optimised to balance the sparsity of features and

model performance.

Increasing the regularization strength results in the removal of more features,
while decreasing it keeps more features. For our research, we empirically chose

the parameter to prevent underfitting and overfitting.
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Furthermore, Random Forest in the second stage is resistant to noise and interac-
tions between features. Random Forest can capture complex interactions between
features, which may not be linear, making it an ideal choice for network traffic.

This prevents the loss of potentially valuable features.

In addition, it’s worth noting that feature importance scores returned by Random
Forest are normalized to sum to one. This enables comparative analysis of feature

importance and allows the calculation of cumulative importance.
The ranking procedure guarantees that the most informative features are chosen.

Moreover, the cumulative importance value of 95% was chosen experimentally.
It was observed that using more features than this threshold did not lead to
noticeable gains in accuracy, but did increase the computational time. Thus, the

top 23 features strike a balance between efficiency and performance.

Finally, the subset of features was fed into the Light GBM classifier. This process
reduces the dimensionality of the data, making the model more efficient in terms

of training time and memory usage, while achieving high detection rates.

This is especially important in real-time intrusion detection for IoT networks,
which have limited computing resources. Figure 3.9 represented the overall archi-
tecture of the proposed multiclass intrusion detection system in IoT networks and
the class labels. LightGBM as an attack classifier is used to detect these attacks

that are mentioned in the diagram more accurately and in less time.

We then defined a cumulative feature importance threshold of 95%, in that features

were selected until 95% of the importance was reached.

This led to the selection of 23 informative features as seen in Figure 3.8.A Light-
GBM classifier for multi-class classification is trained using the chosen features,
and the model’s performance is assessed using metrics for accuracy, precision,
recall, and Fl-score.After handling the class imbalancing issue ,we have 82513
samples, and then on the balanced dataset we evaluated the pipeline to ensure the
better results in terms of accuracy and efficiency. The framework’s architecture
strikes a compromise between detection performance and computing efficiency

for IoT scenarios. It maintains excellent classification accuracy while reducing



Research Methodology 30

needless computing overhead through feature reduction. Because of this, the sug-
gested framework is more suited for implementation in [oT scenarios with limited
resources, where memory utilization, processor speed, and energy consumption

are important considerations.

BALANCED DATA

82513 SAMPLES
39 FEATURES
v

DATA PREP
ENCODING & SCALING

" REGRESSION

L1(C=0.01)
39 - 35 FEATURES

A,
| FOREST
IMPORTANCE (95%)
35 — 23 FEATURES

S CLASSIFIER. |

LightGBM
MULTI-CLASS

:
ACCURACY, PRECISION,
RECALL, F1
TRAIN/TEST TIME,
CPU, MEMORY

FI1GURE 3.8: Machine learning pipeline with hybrid feature selection and Light-
GBM classification.

Figure 3.9 represented the overall architecture of the proposed multiclass intrusion
detection system in IoT networks and the class labels. LightGBM as an attack
classifier is used to detect these attacks that are mentioned in the diagram more
accurately and in less time. We then defined a cumulative feature importance
threshold of 95%, in that features were selected until 95% of the importance was

reached. This led to the selection of 23 informative features as seen in Figure 3.8.

A LightGBM classifier for multi-class classification is trained using the chosen
features, and the model’s performance is assessed using metrics for accuracy, pre-

cision, recall, and F1-score.
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After handling the class imbalancing issue ,we have 82513 samples, and then on
the balanced dataset we evaluated the pipeline to ensure the better results in terms

of accuracy and efficiency.

For IoT contexts, the framework’s design maintains a balance between computa-

tional efficiency and detection performance.

Raw loT Data

Hybrid Feature Selection

[L1 Regression H RF Ranking }

Classification
LightGBM
Classifier

I
v A v \/ ¥ v v

‘NormalJ DoS ‘ DDoS N Mirai ]lMITM H ca> [Malware

FIGURE 3.9: Proposed hybrid feature selection framework for IoT attack clas-
sification.

3.5.1 L1-Regularized Logistic Regression for Feature Se-

lection

The first feature selection step in this study is Logistic Regression with L1 reg-
ularization.Before using the second-stage feature ranking (Random Forest), this
step aims to eliminate features from the balanced IoT dataset that are redundant

or less useful.

L1 regularization is helpful because it creates a sparse model, which means that
some feature coefficients become absolutely zero, which is helpful because IoT
datasets frequently contain correlated and noisy features. Features are considered

irrelevant and eliminated when their coefficients drop to zero.
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3.5.1.1 Input to the L1-Logistic Regression Stage

The L1-Logistic Regression process takes as input a balanced set of training data

comprised of feature vectors and labels. This can be expressed as:

XeR™ ye{0,1,...,K—1}" (3.2)

In this case, X is a matrix of features, with n being the number of samples and d

being the number of features.

The vector y corresponds to the labels for each sample, and K is the number of

classes. In this study, n = 82,531, d = 39, and K = 8.

After preprocessing (encoding and scaling), X is used as input to the feature

selection model.

3.5.1.2 Logistic Regression Model

For multi-class classification, Logistic Regression applies the softmax function.

The probability of class k£ given the input sample x; is given by:

exp(W} x; + by,)

P i = k X;) =
< i) Zfll exp(w, x; + b;)

(3.3)

Here, wy, is the weight vector and by is the bias for class k.

The expression in the numerator represents the score for class k, and the denom-

inator normalizes the scores to obtain probabilities for all classes.

3.5.1.3 Objective Function with L1 Regularization

The model parameters are learned by minimizing the negative log-likelihood loss

with an L1 penalty:

{wi,be HE

n K
) 1
T Zlog P(y; | x;) + )\Z | w1 (3.4)
i=1 k=1

Sparsity is promoted by the L1 term |wg|l; = 3% _| [wym|, which shrinks less
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significant coefficients to precisely zero. Only a subset of characteristics retain
non-zero coefficients as a result, and these features are thought to be crucial for

categorization.

The objective function has two main parts. The first term, —1 3" log P(y; | z;),
measures how well the model predicts the correct class labels and helps improve
classification accuracy. The second term, A |lwk|l1, uses L1 regularization,
which reduces the weights of less useful features to zero. The parameter A con-
trols the trade-off between model simplicity and prediction accuracy, producing a

lightweight and effective model..

In this study, parameter C' is used to regulate the regularization strength, where:

1
A X — )
x5 (3.5)

A smaller value of C' means stronger regularization and more sparsity.

3.5.1.4 Feature Selection Rule

Following the Ll-regularized Logistic Regression model’s training, a feature m
is chosen if it contains at least one non-zero coefficient among the class weight
vectors:

Select feature m if max  |wy,,| >0 (3.6)
ke{l,...K}

Features that satisfy Equation 3.6 are kept, while all other features are removed.

3.5.1.5 Output of Stage 1

Using L1-regularized Logistic Regression with C' = 0.01, the feature set is reduced

as follows:

e Input features: 39

e Selected features after L1 Logistic Regression: 35

This stage’s primary advantage is the early removal of weak features, which lowers

computing costs for subsequent stages and can enhance generalization by lowering
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noise. Due to its ability to induce sparsity, logistic regression with L1 regulariza-

tion is frequently utilized for feature selection.

TABLE 3.1: Stage 1 feature selection using L1-regularized Logistic Regression
in this research.

Component Description

Input data Balanced dataset (n = 82,531, d = 39 features,
K = 8 classes)

Preprocessing Encoded and scaled feature matrix X
Model Multi-class Logistic Regression
Regularization L1 penalty (sparse coefficients)

Hyperparameter C =0.01
Selection rule Keep feature if maxy, |wy,| > 0 (Eq. 3.6)

Output Reduced feature set: 35 features

3.5.2 Random Forest Feature Ranking and Final Feature
Set

Random Forest is used for a second feature selection step following the first feature
reduction using L1-regularized Logistic Regression. In order to further refine the
chosen features, this stage aims to rank them in order of significance, keeping only

the most informative features.

Because Random Forest can capture non-linear correlations and interactions be-
tween characteristics, which are prevalent in IoT network traffic data, it is selected

for this step.

3.5.2.1 Input to the Random Forest Stage

This phase uses the smaller feature set of the L1-regularized Logistic Regression as
the input. There are 35 features instead of 39 after Stage 1. These 35 features are
used to train a Random Forest model for feature significance evaluation. Based
on the decrease in impurity across decision trees, the Random Forest algorithm

assesses each feature’s contribution. Higher relevance features are preferred in the
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final feature subset because they help to attack classification more successfully.

3.5.2.2 Random Forest Feature Importance

Based on the impurity reduction each feature achieves when used to divide decision
tree nodes, Random Forest determines the relevance of each feature.Impurity is

often quantified with the Gini index for classification tasks.

For a node t, the Gini impurity is defined as:

where py, is the proportion of samples of class k£ at node t.

When a node t is split using feature m into left child ¢; and right child tg, the

decrease in impurity is:

G(tL) — = G(tr) (3.8)

where IV, is the number of samples at node t. The importance of feature m in a
single decision tree is computed as the sum of impurity reductions over all nodes

where the feature is used:

109 = Y " AG(t,m) (3.9)

teTm

where T, is the set of nodes split using feature m.

In a Random Forest with B trees, the final importance score of feature m is

obtained by averaging over all trees:

I, = é > oI (3.10)

The top 23 characteristics are displayed in Figure 3.10 in order of their Random

Forest importance ratings.

Strong discriminative strength is demonstrated by the fact that features like Tot

sum, Rate, and AVG contribute the most to impurity reduction.
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Features with lower rankings contribute increasingly less, and their evaluation is

thereafter based on cumulative relevance.

Top 23 Features by Random Forest Importance

Tot sum

Tot size

Number
ack_flag_number
Header_Length
Variance

SSH

Min

HTTPS

Feature

std

Protocol Type
Time_To_Live
TCP
psh_flag_number
upp

HTTP

syn_count
syn_flag_number
ICMP

rst_flag_number

0.0190
0.0157
0.0152
0.0146
0.0137
0.0129

0.10
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0.0532
0.0491
0.0435
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0.0411
0.0389
0.0383
0.0380
0.0372
0.0331
0.0320
0.0281

T
0.04 0.06
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FiGURE 3.10: Top 23 features ranked by Random Forest importance scores.

3.5.2.3 Cumulative Feature Importance and Selection Rule

Every input feature in Random Forest is assigned a relevance score that is deter-
mined by the overall impurity reduction attained while using that feature for node
splitting. Individual significance scores do not immediately address the issue of
how many features should be kept for the finished model, even though they do
show the relative contribution of each feature. Let the feature importance scores

obtained from Random Forest be:

{117[27"'710!} (311)

where d is the number of input features to the Random Forest model. The features

are first sorted in descending order of importance such that:

Ioy 2 Iy 2+ 2 L (3.12)
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The cumulative importance after selecting the top k features is defined as:

k
> ie1 L)

k= d
Zj:l 1)

(3.13)
The 35 characteristics derived from L1-regularized Logistic Regression are given
Random Forest in this study. After sorting the important scores in descending
order, Equation 3.13 is used to determine the cumulative importance Cj progres-

sively for k =1,2,...,35.

Cumulative importance plays a crucial role in feature selection for three main

reasons:

e [t offers a comprehensive perspective on the distribution of importance among

features.

e [t does not rely on manual tuning or intuition to choose an arbitrary number

of features.

o It allows for the automatic selection of a small feature subset while main-

taining the majority of the predictive data

This study uses a 95% cumulative importance level. This criterion indicates that
at least 95% of the Random Forest-estimated overall relevance can be explained
by the chosen features taken together. In feature selection research, the 95% value
is frequently utilized due to its robust trade-off between information retention
and dimensionality reduction.By letting the data decide how many features are
adequate, the threshold-based approach eliminates the need to manually change

the feature count.

Random Forest chooses the smallest feature subset that meets the 95% impor-
tance threshold, while L1-regularized Logistic Regression eliminates weak features
through coefficient sparsity. Formally, the final feature subset is selected by choos-

ing the smallest value of k such that:

Cr > 0.95 (3.14)
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This criterion gives k = 23 features in this study. The Light GBM classifier uses
these 23 features as its final input. The Random Forest model’s cumulative feature
significance curve is displayed. The vertical dashed line shows the number of traits
that were chosen, while the horizontal dashed line shows the 95% importance

criterion.

The graphic illustrates how the cumulative relevance of the top-ranked traits rises

quickly before saturating gradually.

At k = 23, the curve crosses the 95% barrier, meaning that the majority of the
predictive value is captured by the top 23 traits taken combined. Beyond this
threshold, features have a negligible contribution and are hence not included in

the final feature set.

This selection process, which is based on cumulative relevance, ensures that feature

reduction is not dictated by human adjustment.

Instead, the suggested hybrid feature selection approach is robust and repeatable
since the threshold-based technique automatically adjusts to the underlying data

distribution.

The total contribution of chosen features to the model’s overall prediction abil-
ity is represented by the cumulative feature significance score. After using L1-
regularized Logistic Regression, Random Forest feature significance values were
initially computed for each of the characteristics that were chosen for this inves-
tigation. Then, based on their importance rankings, the features were sorted in
descending order. Following sorting, the important values of each attribute were

continually added to determine the cumulative importance.

As more features are added, this method aids in determining how much overall
information is kept. In order to keep the most useful traits while eliminating less
important ones, a threshold of 95% cumulative importance was chosen for this
study. The top 23 features were chosen for the final classification stage based on

this criterion.

The cumulative feature importance curve shows that a smaller collection of fea-
tures can retain the majority of the original dataset’s predictive power and offers

a visual depiction of the feature selection procedure.
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TABLE 3.2: Summary of cumulative importance based feature selection deci-

sion.
Criterion Description
Initial feature count 35 (after Ll-regularized Logistic Regression)

Importance estimation Random Forest mean decrease in impurity

Ranking method Descending order of feature importance
Selection strategy Cumulative importance threshold-based
Threshold value 95% of total importance

Selected feature count 23

Output usage Input to Light GBM classifier

3.5.3 LightGBM Classifier

The classification model is trained using the final reduced feature set, which has

23 features, following the completion of the two-stage feature selection process.

The last classifier used in this study for multi-class intrusion detection is the Light

Gradient Boosting Machine (LightGBM).

LightGBM is a decision tree-based gradient boosting system that boasts low mem-
ory usage, quick training times, and great efficiency. Because of these character-
istics, it is especially well-suited for Internet of Things settings, where processing

power is frequently constrained.

LightGBM is selected for three main reasons:

e It uses histogram-based splitting to handle huge datasets efficiently.
e [t has native capability for multi-class classification.

e [t maintains a low computational cost while offering good prediction perfor-

mance.

Light GBM sequentially constructs an ensemble of decision trees. By fitting the
loss’s negative gradient, a new tree is trained at each iteration to minimize the

loss function.
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Light GBM reduces the multi-class cross-entropy loss for multi-class classification

with K classes:
n K

L= —% > Iy = k) log (pik) (3.15)

i=1 k=1
where p; ;. is the predicted probability of class k for sample ¢, and I(-) is the

indicator function. Only the 23 features chosen during the L1-regularized

Logistic Regression and Random Forest cumulative significance stages are used to

train Light GBM in the suggested hybrid IDS.

The classifier avoids learning from redundant or noisy features by limiting the
input to the most informative features, hence concentrating on pertinent traffic

patterns.

The Light GBM classifier creates a probability distribution across all attack cate-
gories for every network instance. The possibility that the given network traffic

falls into a certain class is represented by each probability value.

The classifier compares the incoming traffic features with the learnt decision pat-

terns that were assessed during the training phase.

The final predicted class is determined by selecting the class with the highest
expected probability. The model can successfully differentiate between benign and
malevolent network behavior in IoT contexts thanks to this prediction technique.
Several attack types that represent both benign and malicious traffic classes make
up the model’s output layer. The output classes include benign traffic and several
[oT attack types, such as Brute Force, DDoS, DoS, Mirai, Recon, Spoofing, and
Web-based assaults.

Following the label consolidation procedure on the CICIoT2023 dataset, these

attack categories were chosen.

Instead of just identifying whether traffic is malicious or regular, the suggested
system may simultaneously recognize many attack patterns thanks to Light GBM’s
multi-class classification feature. This enhances the intrusion detection system’s
usefulness in real-world IoT settings where several attack kinds could happen

simultaneously.
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TABLE 3.3: Configuration of the Light GBM classifier used in the proposed

hybrid IDS.
Component Description
Input features 23 selected features

Learning framework Gradient boosting decision trees
Loss function Multi-class cross-entropy
Classification type ~ Multi-class

Output Predicted attack class

Design objective High accuracy with low computational cost

3.5.3.1 Model Hyperparameters

We fine-tuned the hyperparameters of the Light GBM model to enhance its per-

formance. The chosen hyperparameters are:

e Learning Rate: 0.05

e Number of Estimators: 100

e Max Depth: -1

e Number of Leaves: 31

e Feature Fraction: 0.8

e Bagging Fraction: 0.8

¢ Random State: 42

These settings were chosen to ensure a good trade-off between accuracy and speed,
and to prevent overfitting. In conclusion, the proposed hybrid intrusion detection
system (IDS) combines a Light GBM classifier with two-stage feature selection to
provide effective and precise multi-class intrusion detection for Internet of Things

settings.
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3.5.4 Feature Reduction Summary Table

Table 3.4 summarizes how the feature count is reduced in the proposed pipeline.

TABLE 3.4: Feature reduction across the proposed hybrid IDS pipeline.

Stage Method Number of Features
Initial ~ Final dataset features 39
Stage 1 Logistic Regression (L1), C' = 0.01 35
Stage 2 Random Forest cumulative importance (95%) 23
Final Light GBM input features 23

3.5.5 Evaluation Metrics

Two different types of metrics are employed to evaluate the suggested intrusion
detection methodology: (i) Measurements related to detection performance (accu-
racy), and (ii) Metrics related to computational efficiency. The trade-off between
resource usage and detection efficacy in IoT systems may be clearly analyzed

thanks to this split.

3.5.5.1 Detection Performance Metrics

Detection performance metrics evaluate how accurately the intrusion detection
system classifies normal and attack traffic in a multi-class setting. Let y =
{y1,vy2,...,yn} denote the true labels and § = {91, 92, ...,9n} denote the pre-
dicted labels for N test samples. Accuracy measures the overall proportion of

correctly classified samples and is defined as:

N
1
Accuracy = N Z I(y; = ;) (3.16)

i=1
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where I(-) is an indicator function that equals 1 when the prediction is correct and

0 otherwise. For each class ¢, precision is defined as:

TP,
Precisionc = m (317)

The macro-averaged precision is computed as:

c
1
Precision,gero = G ; Precision, (3.18)

For each class ¢, recall is defined as:

TP,
.= ——— 1
Recall, TP 1 FN. (3.19)
The macro-averaged recall is computed as:
e
Recall,,ger0 = c ; Recall, (3.20)

The macro-averaged F1-score is calculated as:

2 X P isi macro X R Hmacro
Flmacro - r.eC.ISIOH . (321)
Precision,,gero + Recall,gero

For multi-attack intrusion detection scenarios, it is crucial to apply macro-averaging

to ensure that each attack class contributes equally to the evaluation.

3.5.5.2 Computational Efficiency

Efficiency, in the context of intrusion detection, means the ”capability of a model
to train and make predictions with minimum computational cost in terms of time,
CPU, and memory usage.” This is crucial in the IoT environment due to the

resource constraints of the devices [59]

The following metrics were used to measure efficiency:

e Training Time: Time required to train the model.

e Testing Time: Time required to make predictions.
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e Total Time: Time needed to train and test.

e CPU Usage: Average load on the processor.

e Memory Usage: RAM used while the model is running.

These measures offer a holistic assessment of the model’s IoT readiness.

Let tq represent the training start time, ¢; the training end time, and ¢, the testing

end time.
Tirain =t — to (322)
Eest =ty — 1 (323)
Toverall =1y — tO (324)

Throughout training and testing, CPU usage is continuously tracked.

Let sampling CPU utilization values be represented by {u,us, ..., up}.
LM
CPUuy = 17 ; u; (3.25)
CPU,paz = max(u;) (3.26)

Let RSSpefore be the resident memory usage before training, and RSS(t) be the

sampled memory consumption during execution.

The highest rise in RSS during the training and testing of the model is used to

calculate the peak memory use.

AMpeak = maX(RSS(t)) — RSSbefm«e (327)
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To estimate deployment cost, each trained pipeline is serialized to disk. The model

size is computed as:

ialized file si
Model Size (MB) = Serialized 10;;% (bytes) (3.28)

These efficiency measures make it possible to evaluate the proposed intrusion
detection method’s deployability on IoT and edge devices with limited resources,
where low latency, a small memory footprint, and less CPU consumption are

crucial.

3.6 Chapter Summary

This chapter described the entire research approach used for this investigation.
The datasets used and the data preparation procedures such as feature encoding,
scaling, class merging, data cleaning, and managing class imbalance were covered.
Following that, a hybrid feature selection framework was presented, which com-
bined random forest for ranking and choosing the most significant features with
L1-regularized logistic regression for eliminating irrelevant features. A Light GBM
classifier was trained for multi-class classification using the chosen features. Lastly,
an outline was provided of the assessment measures that were utilized to evaluate

computational efficiency and detection performance.



Chapter 4

Results and Discussion

4.1 Chapter Overview

This chapter demonstrates all experiments and results that have been implemented
in this research.First the class imbalancing issue is resolved and then we have a bal-
anced dataset .And on the balanced dataset ,six total experiments are conducted

,and after each experiment the results and findings are discussed there.

4.2 Experimental Setup

Each experiment was carried out locally on a CPU-based system without the use
of GPU acceleration or cloud platforms. The machine was equipped with an Intel
64 Family 6 Model 142 Genuine Intel processor with four logical cores and 7.9 GB
of RAM. Jupyter Notebook in the Anaconda distribution environment was used to
carry out the Python experiments. All machine learning models, including Ran-
dom Forest, Light GBM, and Logistic Regression, were run using multi-threaded
CPU processing. During local execution, all performance-related parameters were
measured, including CPU utilization, memory consumption, training time, and
testing time. During the trial, neither distributed computing frameworks nor ex-
ternal servers were utilized. In order to replicate a realistic resource-constrained
environment akin to real-world IoT edge systems, where advanced computational

resources are frequently unavailable, this experimental design was chosen. It is

46
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also possible to more precisely assess the computational efficiency and lightweight
nature of the suggested intrusion detection framework by conducting experiments

in a CPU-only setting.

4.3 Dataset Before Preprocessing

The complete dataset before any handling class imbalancing and merging classes is
mentioned in Table 4.1. With 712,311 samples, 39 features, and 33 classes,
the dataset offers enough information for a trustworthy model evaluation. The
80%/20% train-test split maintains an independent test set for equitable perfor-
mance evaluation while guaranteeing sufficient data for training. Therefore, this
dataset configuration is appropriate for comparing the efficiency and accuracy of

detection across various models.

TABLE 4.1: Dataset summary.

Item Result
Dataset name CICIoT2023
Final total samples 712,311
Total features 40

Total Attack Classes 33
Train/Test split 80% / 20%
Training samples 569,850
Testing samples 142,462

4.3.1 Classifier Performance on Original Imbalanced Data-

set

The performance of several classifiers on the original unbalanced dataset is re-
ported in Table 4.2. Given that the majority classes dominate in the data, all

models perform exceptionally well in binary classification.

However, 8-class and 33-class classifications result in far worse performance, par-
ticularly when it comes to Fl-score. This demonstrates the negative impact of
class imbalance on multi-class intrusion detection by showing that minority at-

tack classes are poorly trained.
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TABLE 4.2: Classifier performance metrics on the original (imbalanced) dataset.

Classifier Class Type Accuracy Precision Recall F1l-score
TabNet 2-class 0.99 0.99 0.99 0.99
TabNet 8-class 0.84 0.83 0.84 0.81
TabNet 33-class 0.76 0.78 0.76 0.74
Light GBM 2-class 0.99 0.99 0.99 0.99
Light GBM 8-class 0.85 0.84 0.85 0.83
Light GBM 33-class 0.77 0.77 0.77 0.75
Random Forest 2-class 0.99 0.99 0.99 0.99
Random Forest 8-class 0.85 0.83 0.85 0.83
Random Forest 33-class 0.78 0.78 0.78 0.77

Class imbalance handling is required to enhance minority class detection because
of the mentioned performance decrease in multi-class environments. The methods

used to deal with this problem are covered in the next section.

4.3.2 Merged Class Distribution Result

33 different attack labels and one benign label were initially present in the dataset.
Similar attacks were combined into 8 categories to make the classification work

easier.

Table 4.3 demonstrates how the Benign class is maintained apart, while the initial
33 attack labels are combined into 8 attack classes. The learning process is
made simpler and less redundant by this label condensation. After combining the
original labels into eight classes, the final class distribution is shown in Table 4.4.
It is clear that DDoS and DoS attacks dominate the dataset, but there are very
few samples in classes like Web-based and Brute Force. Class imbalance treatment
is necessary prior to model training because this extreme imbalance may have a

detrimental effect on minority class detection.

As shown in Figure 4.1, the majority of samples belong to the DDoS attack class,
followed by DoS and Mirai attacks.
4.3.3 Class Imbalancing

The dataset is extremely unbalanced, according to the merged class distribution

in Table 4.4. As a result, class imbalance handling is used prior to model training.
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TABLE 4.3: Mapping of original labels (33 attacks 4+ benign) into final 8 classes.

Final Original Labels Merged

Class

Benign BENIGN

DDoS DDOS-ICMP_FLOOD, DDOS-UDP_FLOOD, DDOS-TCP_FLOOD,

DDOS-PSHACK_FLOOD, DDOS-RSTFINFLOOD, DDOS-
SYN_FLOOD, DDOS-SYNONYMOUSIP_FLOOD, DDOS-
ICMP_FRAGMENTATION, DDOS-ACK_FRAGMENTATION,
DDOS-UDP_FRAGMENTATION, DDOS-HTTP_FLOOD, DDOS-

SLOWLORIS

DoS DOS-UDP_FLOOD, DOS-TCP_FLOOD, DOS-SYN_FLOOD, DOS-
HTTP_FLOOD

Mirai MIRAI-GREETH_FLOOD, MIRAI-UDPPLAIN, MIRAI-
GREIP_FLOOD

Recon RECON-HOSTDISCOVERY, RECON-OSSCAN, RECON-

PORTSCAN, RECON-PINGSWEEP

Spoofing DNS_SPOOFING, MITM-ARPSPOOFING

Web-based ~ SQLINJECTION, XSS, COMMANDINJECTION, BROWSERHI-
JACKING

Brute Force DICTIONARYBRUTEFORCE, UPLOADING_ATTACK

TABLE 4.4: Final class distribution after label consolidation (8 classes).

Class Samples Percentage (%)
DDoS 515,120  72.31

DoS 122,495 17.20

Mirai 39,664 5.57

Benign 16,577 2.33

Spoofing 7,328 1.03

Recon 4,757 0.67

Web-based 300 0.04

Brute Force 224 0.03

Total 712,312 100.00

The imbalance ratio (IR), which measures imbalance, is calculated as follows:
With Npn.. representing the number of samples in the majority class and Ny,

representing the number of samples in the minority class.

Nmax

IR =
Nmin

(4.1)

Our dataset’s I R = 2290.71 indicates a significant imbalance, with DDoS (Nyax =
515,120) as the majority class and Brute Force (N, = 224) as the minority class.
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Percentage Distribution of Merged Attack Classes
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FIGURE 4.1: Percentage distribution of merged attack classes after label con-

solidation.

TABLE 4.5: Imbalance metrics after label consolidation (before balancing).

Metric

Value

Majority class
Minority class
Imbalance Ratio (IR)

DDoS (515,120)
Brute Force (224)
2290.71

Three balancing strategies—SMOTE, Class Weight balancing, and SMOTE-ENN

were evaluated in order to reduce class imbalance.

4.3.4 Results of SMOTE Balancing

The impact of SMOTE on the dataset’s class-wise distribution is displayed in

Table 4.6.

By creating synthetic instances, SMOTE significantly increases the quantity of

samples for minority classes while maintaining the majority classes.

This eliminates bias toward the majority class and enhances class balance. SMOTE,

however, has the potential to add synthetic data, which can affect classifier per-

formance.



Results and Discussions 51

TABLE 4.6: Class-wise sample distribution before and after applying SMOTE
balancing

Class Label Attack Type Before Balancing After SMOTE

0 Benign 16577 16577
1 Brute Force 500 19500
2 DDoS 515120 515120
3 DoS 122495 122495
4 Mirai 39664 39664
5 Reconnaissance 10603 50603
6 Spoofing 7328 10200
7 Web-based 500 19800
Class-wise Sample Distribution Before and After SMOTE

400000 4

300000 1

Number of Samples

200000 1

122,49322,495

100000

Attack Type

FI1GURE 4.2: Class-wise distribution of samples after label merging

Figure 4.2 shows how common DDoS and DoS attacks are, and how rare minority

attack classes are.

4.3.5 Results of Class Weight Balancing

Without changing the size of the dataset, class weight balancing gives minority
classes more weight during training. Minority classes are given larger weights in
order to enhance their effective contribution, as indicated in Table 4.7. Despite
increasing sensitivity to infrequent attacks, this method may lead to irregular
learning behavior and uneven performance on various evaluation requirements.
The effective contribution of each attack class following the application of class

weight balancing is shown in Figure 4.3. By giving minority classes more weights,



Results and Discussions

22

TABLE 4.7: Class weights and effective contribution for handling imbalance

Class Label Attack Type Samples Class Weight Effective Contribution
0 Benign 16577 0.21 3481
1 Brute Force 224 15.52 3476
2 DDoS 515120 0.01 5151
3 DoS 122495 0.04 4899
4 Mirai 39664 0.13 5156
) Reconnaissance 10603 0.49 5195
6 Spoofing 7328 0.71 5200
7 Web-based 300 17.30 5190

Class-wise Sample Distribution Before and After Class Weights Balancing

500000 -

400000

300000

Number of Samples

200000 1

100000

122,495

Il Before Balancing
B effective Contribution

Attack Type

FiGure 4.3: Effective contribution of each class after applying class weight
balancing

the training process amplifies their impact without changing the initial sample

size. Consequently, the effective contributions from various classes are compara-

tively equal.Even when balanced contributions are obtained, noisy or overlapping

samples are not eliminated by class weight balancing. The evaluation metrics

show that this restriction may result in uneven classification performance and

weak decision boundaries.

4.3.6 Results of SMOTE-ENN

The class-wise sample distribution before and after applying the SMOTE-ENN

balancing technique is illustrated in Fig. 4.4.
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Prior to balancing, the dataset exhibits severe class imbalance, characterized by a
small number of samples in minority attack classes and a dominance of majority

classes such as DDoS and DoS.

Table 4.8 provides a summary of the quantitative changes in class distribution be-
fore and after balancing. The outcomes demonstrate that SMOTE-ENN success-
fully reduces class imbalance without going overboard with oversampling, offering

a solid basis for later feature selection and classification phases. After apply-

TABLE 4.8: Class-wise distribution before and after applying SMOTE-ENN
balancing

Class Label Attack Type Before  After Undersampling After SMOTE-ENN

0 Benign 16577 16577 5390
1 Brute Force 224 224 13018
2 DDoS 515120 10000 9589
3 DoS 122495 10000 9343
4 Mirai 39664 10000 16456
5 Reconnaissance 10603 10603 7018
6 Spoofing 7328 7328 8856
7 Web-based 300 300 12861

ing SMOTE-ENN;, the dataset becomes significantly more balanced. The Edited
Nearest Neighbour (ENN) component removes noisy and ambiguous samples from
majority classes, while SMOTE synthetically oversamples minority classes. This
process produces a cleaner and more representative dataset, which improves class

separability and enhances classifier generalization capability.

4.3.7 Class Distribution Before and After Data Balancing
with SMOTE-ENN

Table 4.9 compares the performance of Random Forest and Light GBM classifiers
under different imbalance control algorithms. While SMOTE and class weight
balancing provide only modest or inconsistent improvements, SMOTE-ENN con-
sistently achieves the highest accuracy, precision, recall, and F1l-score for both
classifiers. This demonstrates how noise reduction and oversampling are more ef-
fective when combined than when used independently. In addition to increasing

the representation of minority classes, the combination of SMOTE and Edited
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Nearest Neighbor (ENN) eliminates noisy and incorrectly classified samples from

the dataset. Consequently, more discriminative and balanced decision limits can

be learned by the classifiers. The experimental results further show that Light-

GBM’s effective gradient boosting mechanism and optimized tree learning tech-

nique regularly outperform Random Forest on the majority of evaluation mea-

sures. The Random Forest classifier, on the other hand, performs significantly

worse, especially in minority attack classes where class imbalance has a greater

effect.

TABLE 4.9: Attack classifier performance with different load balancing tech-

niques

Classifier Balancing Method ~ Accuracy Precision Recall F1-score

Light GBM Without balancing 0.85 0.84 0.85 0.83
SMOTE 0.79 0.77 0.79 0.78
Class Weights 0.77 0.74 0.47 0.51
SMOTE-ENN 0.97 0.97 0.97 0.97

Random Forest Without balancing 0.85 0.83 0.85 0.83
SMOTE 0.78 0.76 0.78 0.76
Class Weights 0.75 0.48 0.48 0.84
SMOTE-ENN 0.98 0.98 0.98 0.98

Class-wise Sample Distribution Before and After SMOTE-ENN Balancing

107

3

515,120

3

Number of Samples (log scale)
o

10°

&

&

Attack Type

I Before Balancing
[EE After Under-sampling
[ After SMOTE-ENN

FIGURE 4.4: Class-wise sample distribution before and after applying SMOTE-
ENN balancing with Light GBM.
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4.3.8 Impact of Class Imbalance Techniques on Model Per-

formance

According to the experimental findings as shown in Figure 4.5 , SMOTE-ENN
performs better on each evaluation measures than both SMOTE and class weight
balancing. Its capacity to balance the dataset while eliminating ambiguous and
noisy samples is responsible for the better performance. Consequently, SMOTE-
ENN is chosen as the best imbalance handling for the proposed intrusion detection
system. Now the dataset is fully balanced .In the next section we will perform
different experiments on the balanced dataset to check the accuracy and efficiency

metrics.

4.4 Experimental Evaluation of Lightweight Hy-

brid Intrusion Detection system

The core contribution of this study is the development of a lightweight hybrid
intrusion detection system that maintains a balance between computational
efficiency and detection performance, an aspect that is often overlooked in current
IDS solutions. Although a lot of research focuses on complex or resource-intensive
models, the suggested framework combines Logistic Regression (L1),random forest
feature selection, and LightGBM as an attack classifier to offer an efficient and

compact solution appropriate for actual IoT scenarios.

In order to systematically evaluate the accuracy and efficiency, six experiments

are conducted out:

i. Selecting which classifier is best for Lightweight on the balanced dataset

ii. Comparing the proposed hybrid pipeline with a baseline classifier to evaluate

improvements.
iii. Testing the strength of the Lightweight pipeline with different classifiers.

iv. Performing an ablation study to identify the contribution of each component.
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LightGBM Performance (8 Classes)

BN Accuracy m Precision mm Recall W Fl-score

No Balancing Class Weights SMOTE-ENN

Random Forest Performance (8 Classes)

BN Accuracy mm Precision mm Recall W Fl-score

No Balancing SMOTE Class Weights SMOTE-ENN

FIGURE 4.5: Performance comparison of Light GBM and Random Forest (8
classes) using different imbalance handling techniques.

v. Analyzing the impact of varying the number of top-ranked features from

Random Forest.

vi. Evaluating the proposed Lightweight pipeline against alternative feature se-

lection approaches.

The efficiency and feasibility of the suggested lightweight hybrid framework

for IoT intrusion detection are demonstrated by this experimental setup.
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4.5 Experiment 1: Classifier Selection for IoT

Intrusion Detection

In Experiment 1,Multiple machine learning models are trained on the balanced
data set and then we evaluated the accuracy and efficiency metrics as shown in Fig-
ure 4.6. Random Forest ,XGboost,Decision Tree ,Logistic Regression ,light GBM
and K-Nearest Neighbors (KNN) are the classifier that have been investigated.The
same evaluation technique is used in each classifier, and the same efficiency and
performance measures are calculated for every model. The goal of this experiment
is to check that that which machine learning model is best for maintaining accu-

racy and efficiency.

' Balanced Dataset

Features 139
Samples:82513

Y
" Train and Evaluate Classifiers
NoFeature Reduction

» Random Forest

« LightGBM

« XGboost

« Logistic Regression
« K-Nearest Neighbors
« Decision Tree

|

Compute Metrics

Y Y

Accuracy Metrics ' Efficiency Metrics
« Testing time
. #F\,(;Zzlr;g‘)rf] « Overall time
. recisio « CPU usage
e acore * Memory usage

Model Size

FIGURE 4.6: Workflow of Experiment 1 illustrating classifier comparison using
the balanced dataset without feature reduction.



Results and Discussions 58

4.5.1 Result of Experiment 1

Several machine learning classifiers were evaluated using the same dataset split and
the same performance and efficiency measures to provide a fair comparison.Both
computational efficiency and predictive performance were used to evaluate each
classifier. Accuracy and the macro-averaged Precision, Recall, and F1-score were
used to evaluate accuracy performance. Training time, testing time, total exe-
cution time, peak RAM consumption, model size, and CPU utilization were all
used to assess efficiency performance. Table 4.10 presents the comparative perfor-
mance and efficiency metrics of all evaluated classifiers. The results indicate that
while several models achieve competitive accuracy,their computational cost varies

significantly across CPU usage, memory consumption, and execution time.

TABLE 4.10: Comparing the Accuracy and Efficiency on balanced dataset using
all features.

Model Acc F1  Train(s) Test(s) CPU,,% RAM(MB)
Light GBM 0.9738 0.9685 22.2071 2.0173 86.41 65.36
Random Forest 0.9760 0.9703 34.7026 0.5975 95.29 327.71
XGBoost 0.9684 0.9626 42.4279 0.5976 95.50 24.32
Decision Tree 0.9570 0.9468 2.3936  0.0164 24.51 31.95
Logistic Regression 0.7872 0.7665 9.8508  0.0518 0.61 43.04
KNN 0.9291 0.9139 0.1049 6.1904 44.28 39.50
Naive Bayes 0.6521 0.5934 0.1442  0.0775 17.87 24.05

4.5.2 Accuracy and Efficiency Metrics

Figures 4.7, 4.8, 4.9, 4.10, 4.11, 4.12, and Table 4.10. provide a baseline com-
parison of potential classifiers. The best accuracy (0.9760) is obtained by Ran-
dom Forest, but at a significant memory and model size cost (max RAM delta
327.71 MB), which is not suitable for IoT-devices with limited computational re-
sources.KNN testing time is higher than other machine learning models.Random
Forest model size is higher which is 231.04 MB and XGboost consumes more time

in training and testing which is 43.03 s.
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FIGURE 4.7:

FIGURE 4.8:
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FIGURE 4.9: Testing time comparison across different classifiers



Results and Discussions 60

Average CPU Usage Comparison (Experiment 1)
95.50

CPU Usage (%)

F1GURE 4.10: Average CPU utilization across different classifiers

Light GBM maintains a substantially lower memory consumption than Random
Forest (peak RAM delta of 65.36 MB) while achieving near-best prediction per-

formance (accuracy 0.9738 and macro F1-score 0.9685).

Although it has competitive performance as well, XGBoost is less appealing from
an efficiency standpoint because to its high CPU utilization and the longest train-
ing time (42.43 s).

All things considered, Light GBM offers the best balance between computational
efficiency and predictive performance.In order to further increase efficiency while
maintaining detection performance, Light GBM is chosen as the baseline attack

classifier for upcoming experiments that add feature reduction.

KNN’s low inference efficiency (testing time of 6.19 s) has an adverse effect on

intrusion detection in real time.

Peak RAM Usage Comparison (Experiment 1)

Memory Usage (MB)

FIGURE 4.11: Overall CPU usage across classifiers
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Model Size Comparison (Experiment 1)
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FIGURE 4.12: Model size comparison across classifiers

4.6 Experiment 2: Comparison of the Proposed
Lightweight Hybrid Pipeline with Baseline
Light GBM

Figure 4.13 evaluates the comparison between only Light GBM and our proposed
hybrid pipeline on a balanced dataset to check whether our pipeline maintains the

balance between accuracy and efficiency in terms of all evaluation metrics.

Two approaches are assessed:

e Baseline: Only Light GBM. This approach does not use any feature reduction

technique.

e Proposed Lightweight Hybrid Pipeline: The suggested hybrid pipeline is as
follows: L1-regularized Logistic Regression — Random Forest ranking and

selecting the best features — Light GBM.

Two steps make up the suggested pipeline’s feature reduction process: Random
Forest ranks the remaining features and chooses the most informative subset af-
ter L1-regularized logistic regression automatically eliminates irrelevant or noisy
features by setting some coefficients to zero. The smaller feature set is then used

to train Light GBM.
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FIGURE 4.13: Comparing the baseline with our proposed hybrid pipeline

4.6.1 Results of Experiment 02

There are three phases to the proposed pipeline.Logistic regression with L1 regu-
larization is used for removing noisy and irrelevant features, which enforces spar-
sity in the model coefficients. The remaining features are ranked and reduced
according to their relevance scores in the second stage by using Random Forest.
In order to train a Light GBM classifier for attack detection, a subset of the most
crucial features is finally chosen. The progressive feature reduction achieved by
the proposed hybrid pipeline is summarized in Table 4.11. While Random Forest
further refines the feature set by choosing the most informative features, Logistic

Regression with L1 regularization eliminates noisy features.
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TABLE 4.11: Feature reduction achieved by the proposed pipeline

Method Original Features After LR (L1) After RF
Baseline(only  Light- 39 39 39
GBM)

LR+RF+Light GBM 39 35 23

4.6.2 Results

Table 4.12 contrasts the proposed hybrid feature selection process with the baseline
LightGBM classifier. The findings show that significant efficiency gains can be

attained with a minor reduction in classification accuracy.

TABLE 4.12: Comparison between baseline Light GBM and proposed feature
selection pipeline

Method Acc  Flye Train(s) Test(s) CPU,,,% RAM

Baseline LightGBM  0.9738  0.9685 22.21 2.02 86.41 65.36
LR+RF+LightGBM 0.9683 0.9620 14.70 1.30 63.95 26.09

In your document:

4.6.3 Accuracy and Efficiency Comparison

Accuracy Comparison (Experiment 2)
1.0 | 0.9738 0.9683
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FIGURE 4.14: Accuracy comparison between baseline and proposed pipeline
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CPU Usage Comparison (Experiment 2)
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FI1GURE 4.15: Average CPU usage comparison

Testing Time Comparison (Experiment 2)
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FIGURE 4.16: Test Time Comparison

As we can see in Figure 4.16, the testing time of our proposed pipeline is 1.304
which is less than the baseline. The Figure 4.14 and 4.15 shows that the suggested
hybrid feature selection pipeline considerably increases computational efficiency

while preserving similar detection performance.

Despite a slight drop in accuracy (from 0.9738 to 0.9683), the macro F1-score re-
mains high, suggesting that detecting capability is mostly preserved. This shows
that the suggested lightweight feature reduction strategy greatly increases compu-
tational efficiency and lowers resource consumption while maintaining the overall

classification performance.
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Memory Usage Comparison (Experiment 2)
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FIGURE 4.18: Model size comparison

The suggested pipeline 4.17 and 4.18 decreases model size by over 33%, peak
memory use by over 60%, overall execution time by nearly 33%, and training time

by about 34%.

These findings support the central claim of this thesis, which is that a significantly
better efficiency—accuracy trade-off occurs from eliminating noisy and unnecessary

variables.

As a result, the suggested hybrid pipeline works better in IoT intrusion detection

systems with limited resources.
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4.7 Experiment 3: Proposed Lightweight Hy-
brid Pipeline with Multiple Classifiers

The proposed hybrid feature selection strategy’s generalizability across several

classifiers is assessed in Figure 4.19.

This experiment’s goal is to evaluate how well the proposed hybrid feature selection

pipeline performs when paired with various machine learning classifiers.

Total samples : 82,531
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h 4
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'-Train Different Clagsifiers Using the Same.
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FIGURE 4.19: Workflow of the proposed hybrid feature selection with other
machine learning classifier
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4.7.1 Results of Experiment 03

TABLE 4.13: Experiment 3: The suggested lightweight hybrid pipeline’s effi-
ciency and performance using several classifiers

Model Accuracy Flye Train (s) Test (s) Overall (s) CPUgyy (%) RAM (MB)
Proposed + LightGBM 0.9683 0.9620 14.70 1.30 16.00 63.95 26.09
Proposed + Random Forest 0.9768 0.9712 35.87 1.20 37.07 79.86 158.71
Proposed + XGBoost 0.9698 0.9637 39.29 0.69 39.98 57.85 38.89
Proposed + Decision Tree 0.9579 0.9481 2.26 0.01 2.28 24.38 17.40
Proposed + Logistic Regression 0.7795 0.7586 10.00 0.02 10.02 0.50 23.20
Proposed + KNN 0.9314 0.9169 0.10 8.68 8.77 38.08 18.07
Proposed + Naive Bayes 0.6849 0.6385 0.11 0.05 0.16 18.76 12.98

The performance and computational efficiency of the suggested hybrid feature
selection pipeline when paired with various classifiers are shown in Table 4.13.
The findings demonstrate how the efficiency-accuracy trade-offs vary significantly

amongst models.

4.7.2 Accuracy and Efficiency Metrics

Light GBM continues to offer the best trade-off between accuracy and efficiency
among all evaluated classifiers. Despite having a marginally higher accuracy, Ran-

dom Forest uses a lot more memory and has a larger model.

These results confirm that the proposed pipeline is classifier-agnostic and support
LightGBM as the optimal attack classifier for IoT intrusion detection scenarios
with limited resources. The experimental findings further show that the suggested
hybrid feature selection framework can function well with various machine learning

classifiers without sacrificing detection performance.

This adaptability makes the suggested method more suitable for a range of IoT
security applications and deployment situations. Additionally, LightGBM’s de-
creased computational cost makes it better suited for real-time intrusion detection,

where quick response times and low resource usage are essential.

The findings thus validate that in loT-based intrusion detection systems, a feasible
balance between detection effectiveness and computing efficiency may be achieved

by combining effective feature reduction with a lightweight classifier.
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FIGURE 4.20: Accuracy comparison of classifiers using the proposed pipeline
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FIGURE 4.21: Overall execution time comparison using the proposed pipeline
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FIGURE 4.22: Testing time comparison across classifiers
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Overall CPU Usage Comparison (Experiment 3)

X e 0N \} S
IR gor §00° ot £5\0! Q) paY®
- K\ A\ s G Oef_\s\o g\s‘\c\)\e (& o poged x e Ve
o)
pro? o 0005 op (0P o or 0p0°
FI1GURE 4.23: Average CPU utilization across classifiers
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FIGURE 4.24: Overall CPU usage across classifiers

Figures 4.20-4.21-4.22-4.23-4.24 and Table 4.13 show that the suggested hybrid
feature selection pipeline continuously increases computational efficiency across
all evaluated classifiers. Efficiency improvements in terms of execution time, CPU
utilization, and memory consumption are obvious, even though predicted perfor-

mance varies based on the learning model.

4.8 Experiment 4 :Proposed Pipeline Ablation
Study

An ablation study is conducted in Figure 4.25 to examine the contributions of each

pipeline component. The goal is to comprehend the effects of each feature selection
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step on computing efficiency and detection performance. The same dataset split

and benchmarking process is used to assess the following configurations:

fication. ,

Baseline: Only Light GBM without any Feature reduction.
L1-LR + LightGBM: only L1-based feature removal prior to classification.

RF + Light GBM: only Random Forest ranking/selection prior to classi-

L1-LR + RF + LightGBM complete suggested pipeline with automatic

feature selection.

Balanced 10T Instruction Dataset
{Multi-clacs)

Train/Test Split (80/20)
Procpessing

PIPELINE 1
Baseline

All Features

Light GBM
Classifier

PIPELINE 2 PIPELINE 3 PIPELINE 4
L1-LR Only RF Only LR+RF+LightGBM
L1 Logistic Regression Random Forest Logistic Regression
(35 features) (All 39 Features) (39=35)

I

[ Random Forest Feature ]

Light GBM Light GBM

Classifier Ranking and Reducing

(35=23)

Classifier

Light GBM

Classifier

Efficiency and Evaluation Metrics
Performance: Accuracy, Macro Precision, Macre Recall, Macro F1

Efficiency: Training Time, Testing Time, Overall Time, CFU
Average, Overall CPU Usage and Overall Memory Usage

FIGURE 4.25: Comparison of baseline and feature selection strategies (L1-LR,
RF, and L1-LR+RF) with LightGBM for multi-class IoT intrusion detection.)

This experiment’s goal is to examine the effects of various feature selecting tech-

niques on the Light GBM classifier’s effectiveness and performance.
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4.8.1 Results

TABLE 4.14: Experiment 4: Comparison of different feature selection technique
using Light GBM

Model Accuracy Fl,,. Train(s) Test(s) CPU,,% RAM(MB)
Light GBM 0.9738  0.9685  22.21 2.02 86.41 65.36
LR + LightGBM 0.9740  0.9687  20.39 1.92 93.96 122.48
RF + Light GBM 0.9737  0.9683  18.54 1.86 93.53 21.70
LR+RF + LightGBM  0.9683  0.9620  14.70 1.30 63.95 26.09

The performance and computational efficiency of several feature selection tech-
niques along with the Light GBM classifier are compared in Table 4.14. Experi-
ment 4’s findings show that feature selection technique significantly affects com-
puting efficiency and detection performance. Although there is some efficiency
gain from using individual feature selection techniques like Random Forest or
Logistic Regression, the suggested hybrid pipeline maintains a more comparable

trade-off between accuracy and resource usage.

4.8.2 Accuracy and Efficiency Metrics
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FIGURE 4.26: Accuracy comparison under different feature selection strategies

Figures 4.26, 4.27, 4.28, 4.29, and 4.30, together with Table 4.14, present the
comparative evaluation of different feature selection strategies with LightGBM.
The proposed LR+RF+Light GBM pipeline efficiently eliminates redundant and

weakly informative features with little effect on detection performance, as shown
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by a high macro Fl-score, even though the baseline and single-stage feature selec-

tion models achieve somewhat higher accuracy because they retain more features.

4.9 Experiment 5: Impact of changing number

of selected RF-Features

This experiments investigates the effects of the Random Forest stage’s feature se-

lection count on the overall accuracy-efficiency tradeoff as shown in fig Figure 4.31

Balanced Dataset

PIPELINE 1 PIPELINE 2 PIPELINE 3 PIPELINE 4 PIPELINE 5 PIPELINE 6
v v ¥ Y v ¥
LR (35) LR (35) LR (35) LR (35) LR (35) LR (35)
RF(%) RF(10) RF(15) RF(20) RF(25) RF(30)

e et e s i
.

Accuracy, Precision, Recall, F1
Train/Test/Overall Time, CPU Usage, Overall
Memory Usage

FI1GURE 4.31: Impact of changing RF-Selected Features
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Following Random Forest feature ranking, the top-k features are chosen for a
range of k values (increasing feature counts) rather than choosing a single fixed
subset. The same Light GBM classifier is trained and assessed using the standard

benchmarking technique for every value of k.

The goal of this analysis is to determine the ideal feature range where accuracy is
maintained but time, CPU, and memory consumption are kept to a minimum. It
also illustrates how adding features outside of the ideal range raises computation

costs without appreciably improving accuracy.

4.9.1 Results of Experiment 5

Evaluation parameters for the experimental findings include accuracy,Precision,
Recall and Fl-score, training and testing durations, CPU usage, and memory
usage.

TABLE 4.15: Performance Impact of Varying RF Feature Count in the pipeline

Method Accuracy CPU Avg (%) Peak RAM (MB) Overall Time (s)
LR+RF(5)+Light GBM 0.8481 95.1 28.4 5.42
LR+RF(10)+Light GBM 0.9222 94.2 36.9 6.68
LR+RF(15)+LightGBM 0.9494 94.5 39.9 8.04
LR-+RF(20)+LightGBM 0.9561 92.4 43.7 9.95
LR+RF(25)+Light GBM 0.9689 95.1 49.2 11.04
LR+RF(30)+LightGBM  0.9694 94.9 52.8 11.48

The performance impact of changing the number of RF-selected features in the
LR+RF+LightGBM pipeline is shown in Table 4.15. The findings show that as
the number of chosen features increases, accuracy continuously improves along
with CPU utilization, memory consumption, and execution time. This demon-
strates the trade-off between computational efficiency and detection performance,

especially for deployment in [oT systems with limited resources.

4.9.2 Accuracy and Efficiency Metrics

The more RF-selected features there are, the better the classification accuracy,
as Fig. 4.32 illustrates. Beyond larger feature counts, however, the benefit be-
comes insignificant, suggesting accuracy concentration and diminishing returns

from keeping more features.
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Fig. 4.33 illustrates how feature count affects CPU utilization, with a higher num-
ber of selected features leading to a higher CPU consumption due to the increased
computational effort during both training and inference. A similar pattern is
shown in Fig. 4.34, which shows that peak RAM consumption increases with fea-
ture count because the model must store and analyze more features. It also shows
how feature count affects CPU utilization, with more selected features resulting
in higher CPU usage because of the increased computational demand during both

training and inference.
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Peak RAM A (MB)

FIGURE 4.34: Overall Memory consumption for varying RF feature counts in
pipeline.

Overall Time (s)

FIGURE 4.35: Overall execution time for varying RF feature counts in the
pipeline.

Fig. 4.35 and 4.36 displays a overall time and testing time by changing the no of

selected feature from Random Forest.

4.10 Experiment 6: Comparison with Pearson

Correlation Based Feature Selection

The suggested hybrid pipeline is contrasted with a different feature selection strat-
egy based on Pearson Correlation Metrics (PCM) in Experiment 6 as shown in

Figure 4.37.
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The pipelines listed below are assessed using the same benchmarking methodology:

e PCM + RF + XGBoost,
e PCM + RF + LightGBM,

e Proposed Pipeline (L1-LR 4+ RF + LightGBM).

This comparison assesses whether the suggested hybrid strategy outperforms co-
relation based feature filtering techniques in terms of balancing computational
efficiency and multi-class detection performance. The experimental findings from
the proposed hybrid machine learning mechanism for intrusion detection in IoT
networks are shown and examined in this chapter. The purpose of the experiments

was to assess computing efficiency as well as detection performance.

The same dataset split, preparation plan, and benchmarking process outlined in
Chapter 3 are used for all experiments. This ensures that the observed variations
in outcomes are only attributable to the classifier and feature selection procedures

used.

4.10.1 Results of Experiment 6

A comparison of correlation-based and learning-based feature selection pipelines

in terms of detection performance and computing efficiency is shown in Table 4.16.

TABLE 4.16: Experiment 6: Comparing correlation-based pipelines’ perfor-
mance and efficiency

Pipeline Accuracy Flp, Train(s) Test(s) Overall(s) RAM(MB)
PCM + RF + LightGBM 0.9726  0.9671  18.04 1.99 91.66 30.17
PCM + RF + XGBoost 0.9709  0.9654  27.60 0.46 89.89 35.49
Proposed (Auto) 4+ LightGBM  0.9683  0.9620  14.70 1.30 63.95 26.09

4.10.2 Accuracy and Efficiency Metrics

Figures 4.38 shows the accuracy among different feature selection approach.The

model with the highest accuracy, PCM + RF + LightGBM (0.9726), is closely
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followed by PCM + RF + XGBoost (0.9709).Although the accuracy of the Pro-
posed (LR + RF + LightGBM) model is slightly lower (0.9683), but all models

produce similarly good performance.

1.0 0.9726 0.9709 0.89683
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FIGURE 4.38: Accuracy comparison
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The three ensemble models’ testing times in Experiment 5 are contrasted in this
figure Figures 4.39. The fastest test time is 0.460 s for PCM + RF + XGBoost,
and the longest testing time is 1.987 s for PCM + RF + Light GBM. The Proposed
(LR + RF + LightGBM) model outperforms PCM + RF + LightGBM in terms of
testing time (1.304 s), but exhibiting a marginally poorer accuracy. The suggested
model is more suited for time-sensitive applications because it provides a better

balance between accuracy and computational efficiency.
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Figure 4.40 shows the overall which is training plus time among different ap-
proaches.In this result also our proposed LR+RF+light GBM gives the best result

as compared to others
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FIGURE 4.41: Average CPU utilization Comparison

Figure 4.41, The average CPU consumption of the models in Experiment 5 is
displayed in this diagram. Better computational efficiency is indicated by the
Proposed (LR + RF + Light GBM) model, which consumes the fewest CPU re-
sources (63.95PCM + RF + XGBoost (89.89%) and PCM + RF + Light GBM
(91.66%) on the other hand, use noticeably more CPU power. Overall, the sug-
gested model is more appropriate for resource-constrained contexts because it
obviously offers higher efficiency and reduced CPU consumption, however having

somewhat poorer accuracy. Figure 4.42 shows the overall memory which is used
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in training and testing time.In this result also our proposed LR+RF+light GBM

gives the best result as compared to others.

4.11 Chapter Summary

A thorough experimental evaluation of the suggested hybrid machine learning
framework for intrusion detection in Internet of Things networks was provided
in this chapter. To examine the effects of classifier selection, data imbalance
handling, feature selection techniques, and feature reduction levels on detection

performance and computing efficiency, a set of six experiments was carried out.

To find the best baseline attack classifier, several machine learning classifiers were
first evaluated. The findings showed that LightGBM offers the best trade-off
between cheap computational cost and high detection accuracy, which makes it
appropriate for IoT contexts with limited resources. Following an analysis of
several data balancing strategies, SMOTE-ENN consistently beat SMOTE and
class-weight-based approaches by successfully handling noisy samples and class

imbalance.

Further studies examined how feature selection can increase effectiveness with-
out significantly affecting detection performance. Significant improvements were
demonstrated by individual feature selection methods such as Random Forest and

Logistic Regression. However, the suggested hybrid feature selection pipeline,
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which combines Random Forest-based feature ranking with sparsity-inducing Lo-
gistic Regression, achieved the most balanced trade-off between computational

efficiency and accuracy preservation.

The effects of different feature subset sizes were also examined, and the results
showed that after a certain point, adding more features significantly increases
computational cost while offering little performance advantages. The existence of
an ideal feature subset for intrusion detection tasks in Internet of Things networks
is confirmed by this observation. Lastly, a comparative analysis using correlation-
based feature selection pipelines showed that the suggested learning-based hybrid
strategy cuts training time, memory use, CPU utilization, and model size greatly

while achieving similar detection performance.

Overall, the findings in this chapter confirm that the suggested hybrid intrusion
detection system is reliable and effective. The suggested method provides a higher
accuracy—efficiency trade-off by smartly lowering feature dimensionality and uti-
lizing an effective attack classifier, which makes it ideal for real-time deployment
in IoT systems with limited resources. The final conclusions and future study
directions covered in the following chapter are firmly supported by the knowledge

gathered from these studies.



Chapter 5

Conclusion and Future Work

5.1 Conclusion

In the literature, many intrusion detection systems (IDS) for Internet of Things
(IoT) networks have already been presented; and several of them reports high
detection accuracy. A common limitation, though, is that the majority of these
methods mainly concentrate on increasing accuracy rather than effectively enhanc-
ing computing efficiency. This becomes a significant problem in IoT situations,
as devices have limited resources and real-time deployment requires models that
are quick and lightweight. We employed an Lightweight IDS pipeline in this the-
sis that was created to enhance the efficiency-accuracy trade-off. The detection
accuracy somewhat declined when we used our feature-reduction process, but effi-
ciency significantly increased like LightGBM obtained an accuracy of 0.97 when
it was trained without feature reduction. However, the accuracy deccreased to
0.968 when Light GBM was combined with our feature-reduction strategy. This
indicates a negligible drop of 0.002, however the indicators relating to efficiency
demonstrated a notable improvement. The pipeline enhanced suitability for real-
time IoT security and decreased the overall resource load in terms of computa-
tional performance. The following efficiency advantages were noted as compared
to utilizing LightGBM without feature reduction: overall time (training + test-
ing) improved by 8.2 seconds, memory consumption improved by 39.29%, test
time improved by 0.7 seconds, and overall CPU utilization improved by 22.46%.
83
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These findings show that the suggested feature reduction approach maintains a
good balance between accuracy and efficiency, with a significant increase in effi-
ciency and a minimal accuracy decline. In addition, we used Light GBM to analyze
each pipeline component independently, and the outcomes consistently shown im-

provements, hence proving the efficiency of the proposed framework.

5.2 Future Work

Future research should test the proposed intrusion detection methodology on ad-
ditional IoT datasets to see if it performs well in various scenarios. It will be easier
to verify that the model operates consistently across various network types and
attack patterns if multiple datasets are used.Efficiency is essential in IoT situa-
tions, thus future research should concentrate more on it. Lightweight intrusion
detection solutions are highly needed because IoT devices have limited memory,
computing power, and energy. The goal of IDS model design should be to reduce
resource consumption without sacrificing detection accuracy. Intrusion detection
systems can be made more appropriate for practical Internet of Things applica-

tions by emphasizing lightweight models and effective feature selection strategies.
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