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Abstract

The global facial recognition market is projected to reach $16.74 billion by 2030,
driven by the growing need for secure and intelligent biometric authentication sys-
tems. However, achieving accurate face recognition in surveillance videos, often
involving motion blur, low resolution, and uncontrolled lighting, remains a signifi-
cant challenge. In this study, we present a surveillance video-based face recognition
pipeline and conduct a detailed comparative performance evaluation of 16 model
combinations. These combinations result from pairing four state-of-the-art face
recognition models: ArcFace with a ResNet backbone, ArcFace with a MobileNet
backbone, AdaFace, and a Sub-center Contrastive Distillation model, with four
face detection models: MTCNN and three variants of RetinaFace. Evaluations
were performed on both benchmark datasets and a custom surveillance dataset.
Among all combinations, the pairing of AdaFace with RetinaFace (ResNet back-
bone) consistently achieves the best performance in terms of recognition accuracy
and robustness under real-world conditions. Furthermore, we extend the study by
evaluating the performance of Convolutional Neural Network (CNN)-based models
and Vision Transformer (ViT)-based models for face recognition. While ViT-based
models demonstrate slightly better accuracy on certain datasets, the performance
gain is often negligible. When additional parameters such as model complex-
ity, computational overhead, and memory requirements are taken into account,
CNN-based models remain competitive and, in many scenarios, more practical for
real-time deployment. Our comprehensive comparative analysis highlights that
ViTs do not definitively surpass CNNs in surveillance-based face recognition when
a broader set of evaluation metrics is considered. This study provides practical
insights into selecting effective and balanced model architectures for real-world

face recognition systems.
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Chapter 1

Introduction

1.1 Face Recognition

Biometrics involves the automated identification of human physiological and be-
havioral characteristics. In recent decades, advancements in biometric technology
have led to the widespread industrial adoption of systems based on various modal-
ities, including facial recognition, iris scanning, gait analysis, fingerprinting, and
palmprint identification. Among these, facial recognition is particularly popular
due to its contactless acquisition, noninvasive nature, social acceptance, and ef-
fectiveness in non-cooperative situations. These innovations have facilitated their
deployment across diverse domains such as access control, surveillance, and iden-
tity verification. Nonetheless, ongoing research continues to address critical con-
cerns related to data privacy, algorithmic fairness, and susceptibility to adversarial

attacks.

1.2 Face Recognition Pipeline

The development of face recognition models using deep learning algorithms con-
sists of two main phases: training and inference. During the training phase, pre-

processing and model training occur, allowing the network to learn to extract

1
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Figure 1.1: A Robust Face Alignment Approach Presenting the Basic Idea
behind Alignment|[1].

distinctive features from facial images. In contrast, the inference phase involves
preprocessing, feature extraction, and matching, using the trained model to rec-

ognize faces in new images.

1.2.1 Preprocessing

Before an image is processed by a face recognition model, it must undergo a cru-
cial preprocessing step that includes face detection and alignment. Face detection
is carried out using Face Localization Algorithms like MTCNN (Multi-task Cas-
caded Convolutional Neural Networks) and RetinaFace, which typically provide
the coordinates of a bounding box along with the landmarks associated with the
face. lignment ensures that the face is consistently positioned by rotating the im-
age so that both eyes are on a horizontal line. Figure 1.1 illustrates an approach
to face alignment, highlighting both the process of alignment and its significance

in ensuring accurate facial analysis.

1.2.1.1 Benefits of Alignment

e Improved Comparability By aligning faces to a standardized pose and scale,
facial features become more comparable across different faces. The alignment

part ensures that the comparision being done is just.
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e Robustness to Variations Alignment helps reduce the effects of variations in
pose, expression, and lighting, making the features more consistent and eas-
ier to analyze. This ensures that facial embeddings extracted from different
conditions remain comparable across subjects. Moreover, it enhances recog-
nition accuracy by minimizing intra-class variation. Proper alignment also

stabilizes feature extraction across datasets with diverse imaging conditions.

1.2.2 Feature Extraction

Feature extraction is crucial for the effectiveness of face recognition systems. In
the training phase, the face recognition model, typically a CNN, is trained to learn
distinctive features. This process involves using an additional classification layer
and a loss function to train the model. In the testing phase, the classification layer

is removed, and the extracted features are used for matching.

1.2.3 Loss Function

Let’s proceed step by step to understand how ArcFace has formulated a state-
of-the-art loss function that simultaneously increases inter-class distance and re-
duces intra-class variance. The proposed approach of ArcFace is based on the
well-known and widely used softmax loss function. Like other loss functions, Ar-
cFace updates various parameters and performs a normalization step by step to
transform the features into a new feature space, which is the surface of a hyper-
sphere in k-dimensional space. This transformation allows for better separation
and discrimination of features in the face recognition task. The softmax function

is given by the equation:

ewiTx—i—bi

C WTx+bj
Zj:l e

Py = ifx) = (L.1)

e x is the input feature vector extracted automatically by the feature extractor

(e.g., the embeddings of a face image).
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e w; is the weight vector associated with class ¢. Every feature has a corre-

sponding weight which is then multiplied by its weight.

b; 1s the bias term associated with class i.

P(y = i|x) is the probability that the input x belongs to class 7.

C' is the number of classes.

b; is the bias term associated with class 7.

1.2.3.1 Why Softmax for Probability Calculation?

Softmax is used for calculating probabilities of logits because it converts raw scores
(logits) into a probability distribution, where the probability of each class is be-
tween 0 and 1, and the sum of all probabilities equals 1. This makes the output
interpretable as a valid probability distribution over the possible classes. In con-
trast, a simpler function like sigmoid is used in binary classification and cannot
provide a valid distribution across multiple classes. Sigmoid would independently
map each logit to a probability between 0 and 1, without taking into account the

relationships between the logits, which is not suitable for multi-class classification.

Hence, softmax is preferred because it ensures that the probabilities are normal-
ized and mutually exclusive, making it ideal for problems like face recognition with
multiple possible classes. Furthermore, softmax facilitates a clear decision bound-
ary by emphasizing the most confident prediction among competing classes. This
property improves classification and also its generalizability, especially in deep

networks where inter-class similarity can otherwise lead to ambiguous outputs.

1.2.3.2 Feature Transformations

In this part, the features are transformed from a low-dimensional space to a higher-
dimensional space. This is achieved by projecting feature vectors onto the surface
of a hypersphere by normalizing both the feature vector and the weight matrix. As

Iknow, cosine similarity can be expressed as the dot product between the feature
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matrix and the weight matrix when both vectors have magnitudes equal to 1. This
normalization eliminates the effect of varying magnitudes of the feature and weight
matrices on the embeddings. Now, the embeddings are purely dependent on the
angle between the feature vector and its corresponding true class. Mathematically,
cosine similarity is defined as:

wix

cosine similarity = W] (1.2)
w|||x

When both the feature vector x and the weight vector w are normalized to unit
length (i.e., ||[w|| = 1 and ||x|| = 1), the cosine similarity between the feature and

weight vector simplifies to:

Tx = cos() (1.3)

cosine similarity = w

where 6 is the angle between the characteristic vector x and its corresponding
true class weight vector, which is usually one of the columns of the matrix W.
Now, the embeddings lie on the surface of a hypersphere, and their values depend
solely on the angle between the feature vector and its true class (ground truth).
The size of the hypersphere is determined by the number of dimensions, k. As
the number of dimensions, k, increases, the surface area of the sphere grows. For
example, in a 3-dimensional space, the surface area of the sphere is 47, while for
a 4-dimensional sphere, the surface area is 272, ArcFace uses 512 dimensions by
default, but this number can vary depending on the number of identities. There
should be a trade-off between the number of identities and the number of dimen-
sions of the hypersphere. If the number of identities increases without adjusting
the dimensionality of the sphere, the surface area of the hypersphere will saturate,

and there will be insufficient space for new embeddings.

1.2.3.3 Normalization and Scaling

After the feature normalization and projection to the hypersphere, the dot product

w!x simplifies due to normalization of both the feature vector x and the weight

matrix W to have unit magnitudes. In this way, the effect of magnitude on the
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embeddings has been eliminated; hence, only the angle between the individual
weight and the feature determines the discriminative power of the representation.
Such geometric interpretation of features aligns with the concept of margin-based
learning, promoting tighter intra-class similarity and larger inter-class margins.
Consequently, the learned embedding space becomes more structured and inter-
pretable; benefiting downstream face verification and identification tasks. This
angular-based separation ensures more robust class boundaries, improving the
model’s generalization ability across diverse face samples. The model hence ob-
tained will be much more robust against every type of variation. It is equal to the

cosine of the angle in:

WTX

cos(0)

(1.4)

wl|x|
This cosine similarity is then scaled by a term s to improve the separation of

features in the hypersphere:
s - cos(0) (1.5)

To further improve the feature discriminability, ArcFace removes the bias terms
as the hypersphere is not biased. The final normalized softmax loss (after scaling

and normalization) can be written as:

M exp(s cos(

Lsoftmax norm — lo exp(s COS(Gy)) ) 1.6
: ¢ (2 o) 0

1.2.3.4 Additive Angular Margin

The addition of the angular additive margin is the core innovation introduced by
ArcFace. After normalization and scaling, the feature vectors now lie on the sur-
face of the hypersphere. The core idea is to add an angular margin to the angle
between the feature vector and the corresponding ground-truth class. This addi-
tion of margin provides two main benefits: it increases the inter-class distance and
decreases the intra-class distance, resulting in high-quality embedding generation.

It can be written as:

- b exp(scos(f, +m))
L Averace = — log (exp(s cos(fy, +m)) + >, exp(s cos(@i))> (1.7)
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Where:

e cos(f,) is the cosine similarity between the feature vector and the true class

center, after normalization and scaling.

e cos(0;) is the cosine similarity between the feature vector and the other class

centers, after normalization and scaling.

e s is the scaling factor, which controls the magnitude of the cosine similarity

to enhance feature discriminability.

e m is the angular margin added to the true class angle, which increases the
inter-class distance and reduces the intra-class distance, enhancing feature

separability.

This loss function enforces a larger angular margin between the true class and
other classes, ensuring that the embeddings lie on the surface of the hypersphere
and are influenced primarily by the angle between the feature vector and its true
class. Embeddings generated by ArcFace exhibit significantly higher inter-class
separability, while the intra-class distance is notably reduced. This results in

more discriminative embeddings, which are crucial for accurate face recognition.

1.2.4 Matching

During the matching stage, the features extracted from probe images are compared
with those from the gallery set images. This comparison is typically performed
using cosine similarity or Euclidean distance. A smaller distance or higher cosine
similarity indicates a closer match between the probe and gallery embeddings,
suggesting that both belong to the same identity. To further improve reliabil-
ity, normalization of embeddings is often applied before distance computation to
maintain consistent vector magnitudes. Additionally, threshold tuning is crucial
to balance false acceptance and rejection rates across varying environmental con-

ditions.
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1.3 Backbone Architectures for Face Recogni-

tion and Detection

1.3.1 ResNet

ResNet, or Residual Network, is a convolutional neural network (CNN) archi-
tecture developed to overcome the difficulties associated with training very deep
networks. In traditional CNNs, vanishing gradients can hinder the learning pro-
cess in deeper layers, preventing the network from effectively capturing complex
features. ResNet solves this issue by using skip connections, which bypass a set of
layers and add the input directly to the output. This enables the network to learn
identity mappings alongside the transformations from the layers, facilitating gra-
dient flow and supporting the training of extremely deep architectures. The core
component of ResNet is the residual block, which includes convolutional layers,
batch normalization, and activation functions, with a skip connection linking the
input to the output of the block. ResNet has multiple variants such as ResNet-50
and ResNet-101, which differ in depth by adjusting the number of layers within
each residual block. This architecture allows for significantly deeper networks
that capture more intricate patterns in data. ResNet offers several advantages,
including the ability to train deeper networks, improved accuracy on tasks such as
image classification and object detection, and broad applicability across different

domains by modifying the final layers.

1.3.2 MobileFaceNet

MobileFaceNet is a convolutional neural network (CNN) architecture specifically
developed for facial recognition tasks on mobile devices. Unlike traditional face
recognition models that often require significant computational resources, Mobile-
FaceNet is designed to be lightweight and efficient while maintaining a high level
of accuracy. This makes it particularly suitable for applications such as mobile

security and facial unlocking on smartphones, where performance and speed are
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critical. The architecture incorporates depthwise separable convolutions to reduce
the number of parameters and computational cost compared to standard CNNs. It
also uses a bottleneck structure with residual connections to extract high-quality

facial features efficiently.

A distinctive feature of MobileFaceNet is the use of global depthwise convolu-
tion, which replaces traditional average pooling layers to capture global feature
information with fewer parameters. The model typically processes fixed-size input
images, such as 112x112 pixels, and produces a compact 512-dimensional feature
vector that represents the face, enabling efficient storage and fast comparison for
recognition purposes. MobileFaceNet offers real-time performance on mobile plat-
forms due to its streamlined architecture. It strikes an effective balance between
accuracy and computational efficiency, making it a practical solution for deploy-
ment on resource-constrained devices. Its compact nature and speed enable robust
facial recognition capabilities in mobile environments, making it a key choice for

enhancing mobile security and user authentication systems.

1.4 Research Motivation

The demand for reliable and secure face recognition systems has significantly in-
creased due to the rapid rise in surveillance applications, biometric authentication,
and public security concerns. In high-risk environments such as airports, public
transit systems, and smart cities, facial recognition plays a crucial role in iden-
tity verification and threat detection. However, real-world surveillance footage
typically presents challenges such as low resolution, motion blur, varying lighting

conditions, and occlusions, making robust face recognition a complex task.

Traditionally, Convolutional Neural Networks (CNNs) have demonstrated impres-
sive performance in face recognition tasks. Architectures like ArcFace, AdaFace,
and MobileFaceNet have become widely adopted due to their high accuracy and
efficiency. More recently, Vision Transformers (ViTs) have emerged as a strong al-

ternative, offering the ability to model long-range dependencies and capture richer
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global features. Preliminary studies indicate that ViTs can outperform CNNs in
some cases, but questions remain regarding their computational complexity, model

size, and generalizability under surveillance conditions.

This research is motivated by the need to conduct a fair and rigorous compari-
son between state-of-the-art CNN-based and ViT-based face recognition models.
While ViTs may offer slightly higher accuracy, it is essential to consider other
practical parameters such as inference time, memory consumption, and deploy-
ment feasibility in resource-constrained environments. Moreover, there is a lack
of extensive comparative evaluations that incorporate both benchmark datasets
and real-world surveillance footage. This thesis aims to fill that gap by design-
ing and implementing a comprehensive framework that evaluates multiple face
detection and recognition model combinations. The findings will provide valuable
insights for researchers and practitioners seeking to deploy efficient and accurate

face recognition systems in surveillance-based scenarios.

1.5 Research Objectives

The primary aim of this research is to conduct a comprehensive comparative anal-
ysis of face recognition models—spanning both Convolutional Neural Networks
(CNNs) and Vision Transformers (ViTs)—under real-world surveillance condi-
tions. In order to systematically address the mentioned aim stated, the following

objectives have been defined:

1. To design and develop a comprehensive face recognition framework
The first objective is to architect a modular and scalable face recognition
pipeline tailored for surveillance scenarios. The framework integrates face
detection, alignment, and recognition stages, allowing flexibility to plug and

evaluate various state-of-the-art models.

2. To implement and analyze multiple state-of-the-art face recognition algo-

rithms
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The second objective focuses on the selection, implementation, and fine-
tuning of leading face recognition models. This includes CNN-based models
such as ArcFace (with ResNet and MobileNet backbones), AdaFace, and
Sub-center Contrastive Distillation networks, as well as Transformer-based
approaches. The goal is to understand their performance in terms of accu-
racy, computational efficiency, and suitability for constrained environments

such as real-time surveillance.

3. To assess the robustness and reliability of the models under varying condi-
tions
Real-world surveillance footage introduces challenges such as motion blur,
occlusion, illumination variance, and low resolution. This objective involves
evaluating how well each model performs under these uncontrolled and often

adverse conditions.

By addressing these objectives, the study aims to deliver an insightful and action-
able understanding of the trade-offs between CNN and ViT-based approaches for
face recognition in practical deployment scenarios. The ultimate goal is to guide
future design choices for robust, accurate, and efficient face recognition systems

tailored to the demands of real-world surveillance.

1.6 Research Goals

The goals of this research are outlined below to provide a clear direction for the

study:

e To explore and understand the evolving landscape of face recognition tech-
nologies, particularly comparing Convolutional Neural Networks (CNNs)

with Vision Transformers (ViTs).

e To contribute to the development of more accurate and efficient face recog-
nition systems for surveillance applications through in-depth analysis and

benchmarking, which can be used for future work.
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e To identify the strengths, limitations, and trade-offs between CNN-based
and ViT-based models, not only in terms of accuracy but also in terms of
computational complexity, inference time, model size, and real-world robust-

ness.

e To provide a practical guide for researchers and practitioners in selecting
the most suitable face recognition models based on application-specific con-

straints and requirements.

e To enhance the reliability and trustworthiness of face recognition systems
operating in uncontrolled environments such as low-resolution or motion-

blurred surveillance videos.

1.7 Thesis Structure

This thesis is organized into the following chapters to ensure a systematic and

coherent presentation of the research work:

e Chapter 1 — Introduction This chapter provides an overview of the research
problem, its significance, and the motivation behind conducting a compar-
ative analysis of face recognition models, including state-of-the-art models
from both CNN and vision transformer domains. It also outlines the research

objectives and goals.

e Chapter 2 — Literature Review A comprehensive review of existing face
recognition technologies is presented, including face detection models such
as MTCNN and RetinaFace, and face recognition models from both CNN
and ViT domains. The chapter also identifies research gaps and formulates
the problem statement that guides the proposed study. The literature review

provides the preceding concept of the same research.

e Chapter 3 — Proposed Technique and Methodology This chapter describes

the complete face recognition pipeline developed in this research. It includes
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preprocessing techniques, optimization steps, model selection, and integra-
tion strategies. Details about the framework design and system flow are also

discussed.

e Chapter 4 — Implementation and Results All experimental setups and eval-
uation protocols are described in this chapter. Multiple combinations of
face detectors and recognition models are tested on benchmark and custom
surveillance datasets. The performance metrics are presented using graphs

and tables for better visualization and comparison.

e Chapter 5 — Conclusion and Recommendations This chapter summarizes
the key findings of the research. It highlights the comparative performance
outcomes and discusses practical implications. Recommendations for future
research directions are also provided based on observed limitations and in-

sights.

e References A complete list of bibliographic references used throughout the
thesis is provided, following standard citation formats. Corresponding URLs

have also been provided where applicable.

1.8 Datasets

Datasets play a key role in the performance of face recognition models. For conve-
nience, they are divided into training and testing datasets. Training datasets are
used to train the model, while testing datasets are used for evaluation purposes.
For evaluation, standard benchmark datasets have been utilized to measure the

model’s performance against established baselines.

1.8.1 Training Datasets

o CASIA Webface Casia WebFace is automatically collected from the web by
the CASIA group and then manually refined. It contains 0.5 million images

of 10,000 celebrities. The famous subjects have more images, while a few
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describe other subjects. CASIA Web Face is considered a small-scale dataset

in face recognition.

e MS Celeb 1M The Microsoft Celeb 1M (MS Celeb 1M) dataset is a large-
scale collection of facial images designed to advance face recognition research.
It contained 10 million images of 1 million celebrities collected from the

internet.

e VGGFace2 The VGGFace2 dataset comprises over 3.3 million images of
9,000+ individuals, captured under diverse conditions of pose, illumination,
and age. It is widely used for training deep learning models due to its high

intra-class variation and strong generalization capability.

1.8.2 Testing Dataset

For the development and evaluation System , a comprehensive testing dataset
was collected from 48 students. The dataset includes facial images, hand images,
and personal information. Video footage was captured using four strategically

positioned cameras to ensure comprehensive coverage from different angles.

1.8.2.1 Camera Positions

e Top of Pool Camera (Camera 1):Positioned at the top of a rod pool at a

height of 7 feet, with an additional 20 inches (1.67 feet) added.

e Side Cameras (Camera 2, Camera 3, Camera 4): Positioned on the rod pool

at a height of 7 feet. The cameras are placed 6 feet apart from each other.

e Distance Markers: 5 ft, 10 ft, 15 ft.

1.8.2.2 Marked Paths

Specific paths were marked on the ground to guide the movement of the students

during video capture: Path 1: The student walks straight toward the camera.
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Path 2: The student moves from the left side toward the camera. Path 3: The
student moves from the right side toward the camera. Distance Marking Points:
Points were marked on the ground at: 5 feet 10 feet 15 feet These markings were
used to calculate the distance of the students from the cameras during the video

capture process.

1.8.3 Evaluation Datasets

This table This table 1.1 provides an extensive overview of key benchmark datasets
commonly used to evaluate face recognition models under diverse real-world con-
ditions, such as variations in age, pose, illumination, and image quality. The
AgeDB-30 dataset consists of 12,240 facial images of 440 subjects, with an aver-
age 30-year age gap between image pairs, making it ideal for assessing age-invariant
recognition capabilities. The LEW (Labeled Faces in the Wild) dataset includes
over 13,000 images of 5,749 individuals collected from the web and serves as the
most widely adopted benchmark for unconstrained face verification. The CPLFW
dataset extends LF'W by introducing greater pose variations, thereby testing the
robustness of models to head orientation changes. Meanwhile, the CPF-FF and
CPF-FP subsets, derived from the CPF dataset, specifically evaluate front-front
and front-profile matching conditions, which are crucial in surveillance and non-
frontal scenarios. CALFW further enhances LEW by incorporating noticeable age
gaps between image pairs, providing a strong benchmark for evaluating cross-age
recognition. The VGGFace2 dataset, containing over 3.3 million images across
9,000 identities, captures wide variations in pose, illumination, expression, and
ethnicity, making it highly suitable for both training and large-scale evaluation.
Collectively, these datasets create a diverse and balanced suite for comprehensive

benchmarking of face recognition models across multiple challenges.

In addition to scale and diversity, these datasets differ significantly in annota-
tion accuracy, image resolution, and demographic balance, which directly influ-
ence model training outcomes. The inclusion of both controlled and in-the-wild

datasets allows researchers to assess how models generalize across different data
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domains. Standardized evaluation protocols, including 5-fold and 10-fold cross-
validation, ensure fair and reproducible performance assessment. Recent works
have also proposed the use of synthetic and semi-synthetic datasets to fill gaps
in demographic representation and mitigate bias. Combining multiple datasets
provides a holistic understanding of recognition performance across variations in

pose, lighting, and occlusion.

Furthermore, emerging benchmark suites are beginning to include temporal and
video-based datasets, which evaluate recognition stability under motion and frame
continuity. Some studies also integrate multimodal modalities such as depth, ther-

mal, or infrared imaging to improve recognition under low-light and occluded con-

ditions.
Table 1.1: Comparative Summary of Benchmark Face Verification
Datasets

Dataset Full Name Description Purpose

AgeDB- Age Database Contains face pairs with large age Age-invariant

30 (30-year gaps (~30 years apart). verification
split)

LFW Labeled Faces 13,000+ images collected from the Unconstrained
in the Wild web under unconstrained condi- verification

tions.

CPLFW  Cross-Pose Extension of LFW emphasizing Pose-robust
Labeled Faces larger pose variations. verification
in the Wild

CPF- Cross-Pose Pairs where both images are front- Pose-

FF Face — Front- facing, sampled from CPF dataset. consistent
Front verification

(easy)

CPF- Cross-Pose Pairs where one image is front- Pose-

FP Face — Front- facing and the other is profile view. inconsistent
Profile verification

(hard)

CALFW Cross-Age Extension of LFW with positive Age-robust
Labeled pairs having large age gaps. verification
Faces in the
Wild

VGG2-  VGGFace2 Subset of VGGFace2 emphasizing Pose-invariant

FP Front-Profile  front vs. profile identity verifica- verification

tion.




Chapter 2

Literature Review

2.1 Introduction

Face recognition has become a cornerstone of biometric authentication and surveil-
lance systems. Over the past two decades, there has been a paradigm shift from
classical methods like Eigenfaces and Local Binary Pattern Histograms (LBPH) to
deep learning-based approaches, notably Convolutional Neural Networks (CNNs).
Recently, Vision Transformers (ViTs) have emerged as powerful alternatives due
to their ability to model global dependencies. However, existing literature reveals
a lack of comprehensive, head-to-head comparisons between these paradigms, es-
pecially in real-world surveillance scenarios. This literature review surveys the key
contributions in face recognition research, identifies prevailing methodologies, and

highlights a significant gap in comparative evaluation frameworks.

The face recognition pipeline consists of Face Detection, followed by Face Recog-
nition. For face detection in videos, well-known algorithms such as the Adaboost-
based Viola and Jones algorithm and the more recent Multi-Task Cascaded Convo-
lutional Neural Networks (MTCNN) algorithm [2], can be evaluated to determine
the optimal technique for this system. Face recognition, a highly researched topic
in computer vision, has garnered significant attention due to its non-invasive na-

ture. Controlled environment face recognition, involving frontal face images with

17
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consistent backgrounds, has matured significantly, yielding high accuracy in appli-
cations such as registration. Early face recognition research focused on subspace
representations such as Eigenfaces, Fisherfaces, Independent Component Analysis
(ICA), and Laplacianfaces. [3-5] These algorithms, however, achieved only around
80% accuracy on frontal faces. This accuracy in applications related to the Face
Recognition task, like an attendance management system, cannot be accepted.
Subsequent generations of face recognition algorithms leveraged geometrical fea-
tures such as Local Binary Patterns (LBP) and Histogram of Oriented Gradients
(HOG), [6-8], improving accuracy to over 90% for frontal images, but their per-
formance deteriorated with variations in pose and expression. These methods
relied heavily on handcrafted feature extraction, making them sensitive to illu-
mination changes and occlusions. Furthermore, their limited ability to capture
high-level abstract representations restricted their applicability in unconstrained
environments. This motivated the shift toward learning-based and deep feature
extraction techniques that could adapt to complex visual variations more effec-
tively. The advent of deep learning architectures marked a significant leap in
face recognition performance. The first major contribution was Facebook’s Deep
Face [9], a deep convolutional neural network model achieving 97.35% accuracy
on frontal images. Google Al's Facenet [10]further advanced the field by intro-
ducing a triplet loss function to learn discriminant features, using a vast dataset
of 200 million face images to achieve state-of-the- art performance. Subsequent
models like L-SoftMax , A-SoftMax (Sphereface), Norm Face [11], Cos face [12],
and Arc face introduced various modifications to improve feature discrimination
and accuracy, with results ranging from 96% to 99% on standard face datasets.
Convolutional neural networks play a strong role in face recognition applications.
Despite these advancements, "face in the wild” scenarios, involving images cap-
tured from surveillance or CCTV cameras, present challenges such as low quality,
blurriness, and varying expressions and poses. Accuracy for these conditions re-
mains below 80%. Face normalization, a preprocessing step to improve matching
accuracy, has evolved from simple alignment techniques to advanced methods in-
volving Generative Adversarial Networks (GANs) and Autoencoders [13, 14] recon-

structing high-quality facial representations. Recent approaches using Knowledge
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Distillation and Teacher-Student architectures have shown improvements in accu-
racy for uncontrolled environments [147 —16] though these algorithms are often
database-specific. Moreover, the effectiveness of these techniques heavily depends
on illumination consistency and the availability of diverse training samples. Thus,
designing effective face recognition models that maintain robustness across unseen

domains remains an active and challenging area of research.

2.2 Classical Face Recognition Approaches

Earlier face recognition systems relied heavily on handcrafted feature extractors.
Techniques like Eigenfaces and Fisherfaces used Principal Component Analysis
(PCA) and Linear Discriminant Analysis (LDA) to extract relevant facial fea-
tures. Local Binary Pattern Histograms (LBPH) and Gabor filters further im-
proved robustness to illumination changes. A study titled Comparative Analysis
of Al Facial Recognition Algorithms [17] contrasted these traditional techniques
with early CNN-based models. While these methods were lightweight and inter-
pretable, they failed to generalize to unconstrained environments, thus making

way for deep learning-based approaches.

2.3 CNN-Based Face Recognition Models

CNNs revolutionized face recognition by learning hierarchical feature represen-
tations from raw pixels. Popular architectures such as FaceNet, VGGFace, and
ArcFace dominated benchmarks due to their superior performance. These models
typically employed triplet loss or softmax variants for embedding learning. A study
[18] analyzing surveillance scenarios employed only CNN-based architectures with
Softmax-based classification however it does not incorporates other SOTA models
form various domain like ViTs. This limitation restricts the comprehensive eval-
uation of hybrid or transformer-based approaches that could offer improved fea-

ture representation and robustness. Therefore, integrating ViTs alongside CNNs
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in future research could provide deeper insights into performance trade-offs under
real-world surveillance conditions. Such comparative studies are essential to estab-
lish a unified understanding of how different architectures perform across varying

datasets and operational constraints.

Another paper [19] reviewed CNN pipelines using custom datasets, noting their
effectiveness in real-time surveillance but highlighting limitations such as suscepti-
bility to adversarial noise and high dependency on training data volume. Moreover,
the framework InsightFace remains a leading implementation of CNN-based recog-
nition, although it shows signs of aging compared to modern frameworks. Recent
studies have emphasized the need to integrate lightweight architectures and robust

normalization layers to enhance CNN resilience under varying conditions.

2.4 Face Detectors

2.4.1 MTCNN

After extracting frames from the video, the next critical step is to locate the faces in
each frame and extract these regions, often referred to as Region of Interest (ROI)
detection [20]. This process is effectively carried out using MTCNN, or Multi-
task Cascaded Convolutional Networks, which is a highly efficient face detection
algorithm known for its lightweight CNN architecture, as shown in figure 2.1,
making it suitable for real-time applications. The MTCNN algorithm operates
through the following three stages, as shown in Figure 2.2:

1. The P-Net is the initial stage of MTCNN [21] and is responsible for gen-
erating candidate face regions. It takes an image as input and applies a
series of convolutional layers to extract features. The output of the P-Net
[21] consists of two main components: face/non-face classification scores and
bounding box regression values. The face classification scores indicate the
likelihood of a face being present at each position in the image. The bound-

ing box regression values adjust the initially proposed bounding boxes to
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better fit the detected faces. These outputs are used to generate a set of

candidate face regions along with their associated confidence scores.

2. The R-Net takes the candidate face regions generated by the P-Net and
refines them to improve accuracy. It further filters out false positives and
adjusts the bounding boxes to better fit the detected faces. Similar to the
P-Net, the R-Net [23] outputs face classification scores and refined bounding
box coordinates. The refinement process helps to reduce the number of false

positives and improve the accuracy of face detection.

3. Output Network (The O-Net is the final stage of MTCNN [24] and performs
the most accurate face detection. It takes the refined candidate face regions
from the R-Net and further refines them. In addition to face classification
scores and bounding box coordinates, the O-Net [25] also predicts facial
landmarks such as the positions of eyes, nose, and mouth corners. These
facial landmarks are used for face alignment, which is essential for tasks such
as face recognition. The final output of the O-Net consists of detected face

regions along with their associated bounding boxes and facial landmarks.

Overall, the ROI separation process in PyTorch [26] MTCNN involves a series
of stages where candidate face regions are progressively generated, refined, and

filtered to accurately detect and align faces in an image.

2.4.2 RetinaFace

RetinaFace is a robust and efficient face detection algorithm developed to deliver
high accuracy and real-time performance. Built on a deep learning framework, it
is capable of detecting faces and their key landmarks with remarkable precision.
RetinaFace is implemented using different backbone networks such as ResNet,
Slim, and MobileNet, each offering a distinct trade-off between accuracy and com-
putational efficiency depending on the deployment requirement. One of the core
strengths of RetinaFace lies in its single-stage detection approach. Unlike multi-

stage detectors, it simultaneously predicts bounding boxes and facial landmarks in
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Figure 2.1: Visualization of Stage 1-3 in MTCNN. The first stage (P-Net)
generates candidate face regions using a fully convolutional network. The
second stage (R-Net) refines these proposals by rejecting false positives and
improving bounding box accuracy. The third stage (O-Net) further fine-
tunes detections and predicts facial landmarks for alignment. Together,
these stages enable accurate multi-scale face detection across varying poses
and lighting conditions [22]. Additionally, this cascaded design ensures
efficient computation by progressively reducing the number of candidate
windows. Moreover, its hierarchical structure allows real-time performance
even on low-power devices.
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Figure 2.3: Retinaface Algorithm [27].

a single forward pass, making it highly suitable for real-time applications. It em-
ploys a feature pyramid network to support hierarchical processing, which allows
the model to detect faces across multiple scales. This is particularly beneficial
in scenarios involving large variations in face sizes within the same image. To
improve detection performance, especially for small or occluded faces, RetinaFace
incorporates extra supervision by using manually annotated facial landmarks and
leverages self-supervised learning techniques to enhance its feature learning capa-
bilities. RetinaFace achieves high accuracy on benchmark datasets, even under

challenging conditions such as crowding or poor lighting.

Its scalable design supports detecting faces of various sizes and can be optimized
for specific use cases, including lightweight versions for CPU-based real-time appli-
cations. The combination of precision, speed, and flexibility in backbone selection
makes RetinaFace a versatile and powerful model for face detection across a range
of computer vision tasks and also in many other related tasks. It is better than

MTCNN for low-resolution images. RetinaFace architecture is provided in Figure

2.3.
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2.4.2.1 Retina - ResNet

The Residual Network, commonly referred to as ResNet, is widely used as a back-
bone in RetinaFace for face detection tasks. Known for its deep architecture,
ResNet introduces residual blocks that effectively mitigate the vanishing gradient
problem, enabling the training of very deep networks. Variants such as ResNet-
50, ResNet-101, and ResNet-152 differ in depth, with larger versions offering more
capacity to learn complex patterns. Within RetinaFace, ResNet functions as a
powerful feature extractor, capturing rich and hierarchical representations from
input images. These features play a crucial role in enabling the accurate detec-
tion of faces and the precise prediction of facial landmarks. The use of ResNet
enhances RetinaFace’s performance, making it highly reliable in challenging con-

ditions involving varied lighting, occlusions, and different facial orientations.

2.4.2.2 Retina - Slim

The Slim backbone is a lightweight version of the network architecture used in
face detection systems such as RetinaFace. Designed to minimize computational
demands, it often involves a reduced number of layers or simplified operations
when compared to more complex networks like ResNet. Despite having fewer pa-
rameters, the Slim backbone is capable of extracting essential features required
for accurate face detection. Although it may offer slightly lower accuracy than
deeper architectures, it provides a practical trade-off between performance and
efficiency. This makes it particularly suitable for real-time applications where pro-
cessing speed and limited hardware resources are critical constraints. Furthermore,
its modular design allows seamless integration into embedded and mobile vision

systems, enabling efficient deployment across diverse edge platforms.

2.4.2.3 Retina - MobileFaceNet

MobileFaceNet serves as an efficient and compact backbone for RetinaFace, specif-

ically optimized for speed and low computational cost. Its architecture is built
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around depthwise separable convolutions, which significantly reduce the number
of parameters compared to traditional convolutional layers. This design enables
MobileFaceNet to extract crucial facial features while maintaining a lightweight
structure, making it ideal for real-time face detection on devices with limited pro-
cessing power and hence is majorly used in the IoT where usually small devices
are interconncted as bulk a bulk network. In terms of performance, it strikes a
practical balance between accuracy and efficiency. While it may not match the pre-
cision of deeper networks like ResNet in highly challenging scenarios, it performs
reliably across a wide range of face detection tasks and is particularly effective in

applications that require quick response times.

2.5 Face Recognition Models

On the face recognition side of the system, four advanced and widely recognized
models are employed, each bringing its own strengths and limitations to the task.
While these models may differ in terms of accuracy, speed, and efficiency, they all
share a common objective: to generate precise and compact embedding vectors for
every detected face. These embeddings serve as numerical representations of facial
features, allowing the system to compare and recognize individuals effectively. In
the upcoming section, a detailed explanation will be provided for each of these
models, including the techniques, architectural choices, and specific methods they

use to extract facial embeddings from input images.

2.5.1 AdaFace

Recognition in low-quality face datasets is challenging due to the obscured and
degraded facial attributes. Advances in margin-based loss functions have en-
hanced the discriminability of faces in the embedding space. Previous studies
have explored adaptive losses that assign more importance to misclassified (hard)
examples. Introducing a new aspect of adaptiveness in the loss function, namely

image quality, this method adjusts the strategy to emphasize misclassified samples
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based on their image quality. Specifically, the relative importance of easy or hard
samples is determined by the sample’s image quality. This new loss function em-
phasizes samples of varying difficulties based on their image quality. It achieves
this through an adaptive margin function that approximates image quality with
feature norms. Furthermore, this approach enables the model to handle intra-class
variations more effectively, especially in challenging conditions such as blur or low
illumination. By dynamically adjusting margins according to quality, the net-
work learns more robust and generalized facial embeddings. Consequently, it not
only enhances recognition performance on degraded datasets but also improves

overall model stability and convergence during training. Extensive experiments
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show that this method, Ada Face [29] , improves face recognition performance
over the state-of-the-art (SoTA) on four datasets: [JB-B, IJB-C, IJB-S, and Tiny
Face [30] . Its architecture is given in Figure 2.4. Unlike fixed-margin approaches,
AdaFace adapts to individual sample difficulty, making it particularly effective for
real-world facial variations. Unlike fixed-margin approaches, AdaFace adapts to
individual sample difficulty, making it particularly effective for real-world facial

variations.

2.5.2 ArcFace

The field of large-scale face recognition using Deep Convolutional Neural Networks

(DCNNSs) has grappled with designing loss functions that effectively enhance the
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Figure 2.5: ArcFace Block Diagram [31].

discriminative power of learned features. Centre loss achieves intra-class compact-
ness by penalizing the distance between deep features and their corresponding
class centers in Euclidean space, as shown in Figure 2.5. Sphere Face, on the other
hand, assumes the final fully connected layer’s transformation matrix represents
class centers in the angular space. It penalizes the angles between deep features
and their corresponding weights using a multiplicative approach.Recent research
suggests incorporating margins into established loss functions to maximize the
separability between face classes. Arcface proposes the Additive Angular Margin
Loss (Arcface) [31], specifically designed to generate highly discriminative features
for face recognition tasks. Arc Face boasts a clear geometric interpretation due to
its direct correspondence with geodesic distance on a hypersphere. The authors
conducted a comprehensive evaluation, comparing Arcface against all recent state-
of-the-art face recognition methods. The results conclusively demonstrate that
Arc Face consistently outperforms existing methods while offering straightforward
implementation with minimal computational overhead. [31] Arc face model uses
backbone modules of the Resnet family, and it has different variants. Different
versions like Resnet 18 and Resnet 50 have been used. The main focus of Arcface

is on the loss function [26, 32-34].

2.6 Sub-center Learning and Contrastive Distil-

lation Model

This model is designed to balance high performance with computational efficiency

through an advanced deep learning architecture. This model leverages techniques
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called Subcenter Learning and Contrastive Distillation Loss to effectively transfer
knowledge from a large, pretrained neural network (the Teacher Network) to a
smaller, efficient network (the Student Network) [35]. By employing multiple
subcenters per class, the model captures intra-class variations more effectively,
leading to tighter feature clustering. The contrastive distillation process ensures
that the student network preserves both angular margins and relational knowledge
from the teacher model. As a result, the system achieves competitive recognition
accuracy while significantly reducing inference time and resource consumption.
Moreover, this knowledge transfer strategy enhances generalization when deployed

across heterogeneous datasets with varying conditions.

2.6.1 Subcenter Learning

In face recognition, a common approach involves training a model to learn a single
”center” for each class (e.g., individual). This center represents the ideal features
for that class. However, real-world data often suffers from high intra-class vari-
ance. This means there can be significant variations in how a single person appears
in different images (e.g., due to lighting, pose, resolution). A single center strug-
gles to capture this diversity. Sub-center learning offers a more robust approach.
During training, the model learns multiple sub-centers for each class. These sub-
centers represent different valid variations within the class. When processing a
new image, the model calculates the distance between the image’s features and
each sub-center. The closest sub-center determines which class the image likely
belongs to. LR images often exacerbate intra-class variance. Sub-center learning is
particularly beneficial in this scenario. By having multiple sub-centers, the model
can effectively capture the diverse ways a person might appear in low-resolution

images. This leads to improved recognition accuracy.

2.6.2 Contrastive Distillation Loss

One critical challenge in low-resolution face recognition is the deterioration of

performance when dealing with high-resolution images. A novel approach using
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Figure 2.6: Sub-Center and Contrastive Distillation Modeling [35].

contrastive distillation loss to address this issue of disparity between LR and HR
features. A key factor contributing to the performance drop is the inherent dif-
ference between feature representations extracted from LR and HR images. The
student network, trained on LR data, generates low-dimensional feature vectors.
In contrast, the teacher network, trained on HR data, produces high-dimensional
feature vectors. The proposed contrastive distillation loss aims to bridge this gap
by minimizing the distance between the student’s LR feature vector and its HR

feature vector from the same class.

2.6.3 Noise Contrastive Estimation

This framework allows the model to learn by distinguishing a ”query” sample (the

LR feature) from a set of "negative” samples (other HR features in the batch).

2.6.4 Margin Parameter

This parameter ensures a larger angular separation between the query and negative

samples. This separation is crucial for accurate classification.

e Query This represents the low resolution feature vector extracted by the

student network.
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e Positive This corresponds to the HR feature vector of the same class as the

query, extracted by the teacher network.

e Negatives This set consists of N-1 HR feature vectors from different classes

present in the batch.

The distance between the query and positive samples is minimized in contrast
to negative samples. By minimizing the contrastive distillation loss, the student
network learns to produce LR feature vectors that are closer to their corresponding
HR counterparts while maintaining a clear distinction from features belonging to
different classes. This alignment between LR and HR features helps the student
network perform better when presented with HR images for recognition. Figure

2.6 illustrates subcenter and contrast distillation modeling.

2.7 ViT-Based Face Recognition Models

Vision Transformers (ViTs) offer an attention-based alternative to CNNs by mod-
eling global image contexts. ViTs segment images into patches and process them
using Transformer encoders. In the comparison shown in Table 2.1, ViT-Small
showed better robustness to corruption and higher accuracy on ImageNet ( 79%)
compared to ResNet50 ( 76%), although it required more data or smarter pretrain-
ing. ViTs are gaining popularity in face recognition due to their scalability and
contextual modeling capabilities. A recent study [36] compared ViTs with CNNs,
highlighting their better performance in occlusion and pose variation scenarios,
although they are computationally more expensive and slower during inference.
Furthermore, their ability to model long-range dependencies makes them particu-

larly effective in handling complex facial variations and expressions.

2.7.1 ViT-B/16

Vision Transformer (ViT) models mark a significant paradigm shift in the field

of computer vision and face recognition by replacing convolutional operations
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with self-attention mechanisms. ViT-B/16, introduced in the original Vision
Transformer paper by Dosovitskiy et al. [37], divides an input image into non-
overlapping 16 x 16 patches, which are linearly embedded and passed through
a standard Transformer encoder. This architecture leverages multi-head self-
attention to model long-range dependencies between facial features, capturing
global context more effectively than conventional CNNs. ViT-B/16 has been suc-
cessfully adopted in face recognition pipelines when combined with advanced loss
functions such as ArcFace and AdaFace, which improve feature separability in

hyperspherical space [28].

Figure 2.7 shows the general architecture for vision Transformers. Despite its
strong representation ability, ViT-B/16 comes with significant computational over-
head due to its 86 million parameters and high FLOP requirements, making it more
suitable for large-scale server-based deployments rather than real-time or edge ap-
plications. Several studies have benchmarked ViT-B/16 on popular face recogni-
tion datasets such as LEW, CFP-FP, AgeDB-30, and CPLFW. Results demon-
strate that its accuracy is on par with or marginally surpasses that of ResNet-50
when paired with discriminative loss functions, but this comes at the expense of

training cost and inference speed.

These trade-offs highlight the need for further optimization when deploying ViT-
B/16 in resource-limited environments. Recent research trends focus on hybrid
CNN-Transformer architectures that combine local feature extraction with global
context modeling to improve efficiency. Additionally, model compression and to-
ken pruning strategies are being explored to reduce computational load without

sacrificing recognition accuracy.

Table 2.1: Comparison of ResNet vs ViT-Small for Face Recognition [39].

Metric ResNet50 ViT-Small

Accuracy (ImageNet) 76% 79% (with DeiT or DINO)
Parameters 25M 22M

Speed Faster Slightly Slower

Robustness to corruption Moderate  Better

Training data needed Moderate = More or smarter pretraining

Real-world adaptability =~ Mature Improving rapidly
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2.7.2 ViT-S/16

ViT-S/16 is a smaller variant of the Vision Transformer family designed to reduce
the high computational cost and model size of the base and large ViT models. It
follows the same architectural principles as ViT-B/16, dividing input images into
16 x 16 patches and applying Transformer encoders with multi-head self-attention.
The primary difference lies in its reduced depth and hidden dimensions, which re-
sult in a much lower parameter count (approximately 22 million) and reduced
FLOPs. ViT-S/16 is often considered more comparable to mid-scale CNN archi-
tectures such as ResNet-50 in terms of parameter size, and it has been investigated

in face recognition scenarios with loss functions like ArcFace and AdaFace.

Although it achieves reasonable accuracy on standard datasets such as LFW,
AgeDB-30, and CFP-FP, its performance lags behind ResNet-50 when evaluated
on challenging cross-age and cross-pose datasets like CALFW and CPLFW. The
literature indicates that ViT-S/16 represents a trade-off between accuracy and
efficiency: it is lighter and faster than ViT-B/16, making it more practical for de-
ployment, but its reduced representation capacity limits its discriminative power
for highly challenging face verification scenarios. Nonetheless, it serves as an effec-
tive baseline for exploring lightweight Transformer architectures in real-time face

recognition systems.
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Figure 2.8: The Vision Transformers with Key Point Based Relative Po-
sition Encoding (KPRPE) architecture [38].

2.7.3 ViT + KPRPE

ViT with Key Point Relative Positional Encoding (KPRPE), represented as shown
in Figure 2.8, presents an enhanced Vision Transformer model designed specifi-
cally for face recognition tasks. Traditional ViTs rely on absolute or standard
relative positional embeddings, which may not effectively capture fine-grained lo-
cal relationships critical in faces. KPRPE integrates positional encodings relative
to facial landmarks or key points, enabling the Transformer to focus more on
discriminative facial regions. The KPRPE-enhanced ViT has been explored in
works like CVLFace and AdaFace [28], showing improved accuracy on difficult
datasets including CFP-FP and CPLFW. By combining global self-attention with
landmark-aware positional encoding, this model captures both global context and
local structural details, which are essential for high-accuracy face recognition under
large pose and age variations. Despite its superior performance compared to stan-
dard ViT-B/16, the model still inherits the high computational and memory costs
of transformer-based backbones. It remains primarily suitable for server-grade or

offline processing environments.

2.8 Comparative Evaluations from Literature

Despite several evaluations of CNNs and ViTs individually, a surprising lack of

unified benchmarks exists that assess both architectures side by side. [40] and [18]
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focus solely on CNN-based models, while [36] brings ViTs into the picture but
doesn’t integrate the evaluation within a common testbed. This fragmented eval-
uation hampers the development of holistic face recognition solutions applicable

to real-world applications.

2.9 Real-World Challenges in Surveillance Sce-
narios
Face recognition in surveillance involves unique challenges:

e Low-resolution and blurry footage

e Occlusion from masks, glasses, or crowding

Varying illumination and weather conditions

Dynamic backgrounds and motion blur

Occlusion due to sudden pose Variation

In [18], it was observed that CNN-based models degrade significantly under such
conditions. ViTs, on the other hand, have shown more resilience due to their non-
local attention mechanisms. However, no study yet provides a standard framework
that tests both models uniformly on these real-world constraints. Existing datasets
often fail to capture temporal variations, low-quality streams, and uncontrolled en-
vironmental factors. Therefore, developing evaluation protocols that mimic real
surveillance conditions is essential for practical deployment. Bridging this gap
would enable a more realistic assessment of model robustness and generalization
in the field. Additionally, domain adaptation and unsupervised fine-tuning ap-

proaches could help mitigate performance drops across varying camera networks.

2.10 Research Gap Identification

Despite the notable progress in face recognition using both Convolutional Neural

Networks (CNNs) and Vision Transformers (ViTs), existing research still presents
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two critical gaps that hinder effective deployment in real-world surveillance sce-

narios:

e Lack of Comprehensive Comparative Evaluation While both CNN-based and
ViT-based models have demonstrated high accuracy on benchmark datasets,
there is a lack of a unified, rigorous comparison of their performance under
challenging, real-world surveillance conditions characterized by occlusions,
motion blur, low resolution, and variable lighting. Most existing evaluations
focus only on accuracy and ignore other practical factors such as robustness,

model complexity, and inference efficiency.

e Absence of a Modern Unified Framework Popular open-source toolkits like
InsightFace are primarily CNN-centric and have not kept pace with the emer-
gence of ViT-based face recognition models. On the other hand, ViT models
are supported by modern but isolated frameworks. This fragmentation pre-
vents standardized testing, comparison, and deployment of models across

both domains in a single platform.

These gaps highlight the need for a modern, unified evaluation framework that
integrates both CNN and ViT-based models, supports consistent preprocessing
and detection pipelines, and enables reliable comparison across multiple real-world
performance metrics. Addressing this gap is essential to advancing the deployment

of face recognition systems in practical surveillance applications.

2.11 Problem Statement

Despite the rapid advancement of deep learning techniques in face recognition,
deploying these systems in real-world surveillance environments remains a con-
siderable challenge. Surveillance videos often suffer from low resolution, motion
blur, varying illumination, occlusions, and non-frontal facial poses, which signif-
icantly degrade the performance of face recognition algorithms. Convolutional

Neural Networks (CNNs) have historically dominated the field with architectures
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such as ArcFace, AdaFace, and MobileFaceNet, showing strong performance on
benchmark datasets. More recently, Vision Transformers (ViTs) have emerged as a
promising alternative due to their ability to model global dependencies and achieve
high accuracy in vision tasks. However, current literature lacks a comprehensive
and fair evaluation of CNN and ViT-based models under practical surveillance
conditions. Most comparative studies focus solely on accuracy, often ignoring
other crucial deployment factors such as model size, computational complexity,

inference time, and robustness to noise and distortions.

This research aims to address the following core problems:

e There is no standardized framework that evaluates face recognition models
across both CNN and ViT domains using consistent preprocessing, detection

pipelines, and performance metrics.

e Existing evaluations rarely consider real-world conditions present in surveil-

lance footage, leading to over-optimistic conclusions.

e [t remains unclear whether the marginal accuracy gains offered by ViT-
based models justify their higher computational cost and complexity when

compared to efficient CNN-based alternatives.

To bridge this gap, a detailed comparative study is required to evaluate multi-
ple face recognition model combinations on both benchmark datasets and custom
surveillance footage. This will help determine the trade-offs between accuracy, effi-
ciency, and practical feasibility, ultimately guiding the selection of optimal models

for real-world deployment.

2.12 Summary

This review outlined the evolution of face recognition from traditional methods
to CNN and ViT architectures, emphasizing the need for unified, adaptive, and
explainable frameworks. Future work should focus on multimodal, energy-efficient,

and scalable systems to enhance real-world reliability and ethical deployment.



Chapter 3

Methodology

3.1 Overview

In this section, the methodology used to achieve the thesis’s objectives is discussed.
All the models and key concepts are explained in the literature review section of
the thesis. Four state-of-the-art FR models and four state-of-the-art models for
the face detection part are used. Each face detection model is tested against all
four FR models, i.e., the combination of Retina Face as detector and ArcFace as
recognition model, Retina Face as detector and Adaface as recognition model, and
so on, so there are 16 possible combinations. The best-performing combination
is selected on the basis of performance to maximize the project objective. The
following schematic diagram 3.1 present the software algorithm for the thesis. To
start, the face detection models used include Retina Face (with Resnet, Slim, and
MobileNet backbones) and MTCNN, known for their high accuracy and efficiency
in identifying facial regions within frames. These models detect faces in the input
frames extracted from the video feed captured by surveillance cameras. After
detection, the faces are subjected to a normalization process to ensure geometric
alignment, which is crucial for accurate feature extraction and comparison. The
face recognition models, including Arcface, Adaface, Proposed Model, are then

employed to generate unique feature embeddings for each detected face. These

37
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embeddings are compared against a database of known faces to determine matches.
The combination of face detection and recognition models is evaluated based on
metrics such as accuracy, speed, and robustness against variations in lighting, pose,

and occlusion.

Additionally, the methodology involves the implementation of a quality assessment
module that selects the best possible frame from the video for face recognition,
ensuring that the system works effectively even in challenging conditions. The
selected frame undergoes preprocessing steps, including resizing, normalization,
and alignment, to prepare the frame for feature extraction. Furthermore, the
extracted features are compared using similarity metrics such as cosine distance
or Euclidean distance to determine identity matching. The system also integrates
tracking mechanisms to maintain consistent recognition across multiple frames,
reducing redundant computations. To enhance scalability, embeddings are stored

dynamically in a Gallery inside the facebank that is updatable.

3.2 Preprocessing

Preprocessing starts with the input to the system. In the facial segment, the input
is a video. There is no restriction on the format of videos; in addition, the system
has no restriction on the resolution of the video. Both low and high-resolution
videos can be tested. As can be seen from the flow chart, the video location is in
the face bank. So, it is necessary to ensure that the video on which testing is being
performed, must be in the face bank folder within the default project directory.
While loading the video from the face bank, it is checked whether the video opens
successfully or not. In case there is any error, the user is notified on the spot
that the video is not being loaded. Once the video loads, its frames are extracted
one by one. An important point here is that all normal videos having moderate
resolution contain 30 frames per second, but the human movement is relatively
slow, with the exception that someone is using fast displacement objects, like

skating shoes, etc. Normally, at different entrances, human movement is such that
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Figure 3.1: Schematic Diagram of the Pipeline

the scenario changes around 2 to 3 seconds. This means that 60 to 90 consecutive
frames contain the same information or represent the same individuals. Hence,
considering each frame is not necessary to proceed, as usage of all the frames makes
the system costly but ensures maximum information transfer. So, there is a trade
between the information content and time complexity, which is why every 100th
frame is preferred for processing. The selected image goes through preprocessing

where it is resized to 112 x 112 pixels, and also normalizations take place.

3.2.1 Face Detection and Alignment

The frame or image is still not ready to be passed to a detection model, as the
pipeline comprises multiple detection models. There are two variants of the Reti-

naFace model and one MTCNN model. The input format varies across these
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models: MTCNN requires input images in NumPy array format, whereas Reti-
naFace variants expect images in PIL image format. The same applies to image
size requirements. Therefore, image preprocessing depends on the detection model
being used. For MTCNN, the image is resized to 112 x 112 and then converted
into a NumPy array (or ndarray) before being passed to the model. In contrast,
for RetinaFace, the image is directly passed to the model after resizing. Most
state-of-the-art face detection models follow the same principle, typically divided
into two stages: landmark detection and alignment. In MTCNN, both the detec-
tion and alignment functions/methods are implemented within a single class. In
contrast, for RetinaFace, separate classes are employed for detection and align-
ment. After minimal preprocessing, the image is passed to the detector method.
As mentioned earlier, the required input format varies from model to model. To
accommodate this, conditional formatting is applied before passing the image to
the detector. Additionally, conversion is handled within the detector if the input
format is invalid. If the format is still not correct, the program displays a format
error message. Once the image is received in the correct format, the detector
network begins processing the image according to the constraints specified in the
configuration. The main parameters include the minimum face size, threshold, and
non-maximum suppression score. These constraints are discussed in detail in the
“Rol Detection Stepwise” section, where each step corresponds to a deep neural
network layer. Each layer is explained in depth, along with its effect on the input
image at that stage. These layers are common to all three detection models used in
the project. There are three primary layers, and each operates on the image based
on the specified constraints. This is why the parameters, except for the input
image, are provided as a list of three values—one for each layer. This allows for
separate thresholds and configurations for each layer. There is always a trade-off
between the minimum face size and computational complexity. These parameters
are crucial in the face detection process and are typically tuned manually using
a trial-and-error method. Their optimal settings also depend on the resolution of
the image. For instance, in low-resolution images containing multiple faces, those
in the background tend to appear smaller. To detect them, the minimum face size

parameter must be set lower, which increases the computational cost.
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The image passes through all three layers. At each layer, the bounding boxes and
facial landmarks are refined, and regions likely to contain faces are identified. At
the final layer’s output, two key results are obtained: landmarks and bounding
boxes. These are the main outputs returned by the detector function or module.
This can also be confirmed from the flowchart, which shows that the outputs of
the detection models are landmarks, bounding boxes, and cropped faces or regions
of interest (Rols). So far, the results include landmarks and bounding boxes. The
faces are identified and their landmarks located. Landmarks are defined as five
facial points representing the x and y coordinates of the left eye, right eye, nose,
left corner of the mouth, and right corner of the mouth. The format of these
landmarks varies by model. In MTCNN, the landmarks are shaped as a 10 x
1 vector: the first five elements represent the x-coordinates, and the last five
represent the y-coordinates, in the order described above. The landmark format is
discussed in more detail in the face alignment section. The second key output from
the detector is the bounding box, which provides information about the location
of the face within the image. The detector draws a rectangular boundary around
the face, including a small offset to ensure a slight margin between the box and
the face. The bounding box consists of five values: the x and y coordinates of the
upper-left corner of the rectangle, the width and height of the box, and the fifth

value is the confidence score.

3.2.2 Alignment and Inference Speed

For real-time applications, it remains a concern that the application response time
should be quick enough with minimal lag. Hence, the more complex the algo-
rithm, the more lag the algorithm will have. Similarly, accuracy often has to be
compromised to increase speed. With this perspective in mind, the algorithm
of alignment established in Part 1 was revised. The earlier version achieved re-
markable accuracy for both tiny and distant faces, but the inference time, both
on pre-saved video and live feed, was quite low. After a thorough review and
research, the following findings were established. With the quality of videos, the

number of frames per second (FPS) varies. A video of an average resolution has an
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average frame rate of 30, which means that in a second, 30 frames are processed.
If this speed is compared with the motion of a person in a video or live feed,
the information across frames does not change much. Analysis of different videos
showed that consecutive frames in a video often contain the same information.
Passing each frame through the detection model and the face recognition model
causes large repetition and makes the program computationally extensive. After

extensive testing, two solutions were proposed for this problem.

3.2.3 Frame Selection

In this method, certain frames are skipped and only a few frames are allowed to
pass through the detection and recognition models. This approach utilizes the face
recognition models more efficiently. For example, every 20th or 50th frame can be
processed while skipping the others, which speeds up inference since only a subset
of frames is processed. Tests on different videos by reading every 20th, 40th, and
60th frame showed that the context can still be captured effectively by processing
just 2 or 3 frames per second. Therefore, passing every 20th or 30th frame works
well in many scenarios. However, the number of frames to skip is not fixed and
should be adjusted according to the specific scenario. For instance, if the video
feed comes from a fast-moving or crowded environment, fewer frames should be
skipped, for example, processing every 10th or 15th frame, to ensure important
moments are not missed, and vice versa in less dynamic settings. Although this
method significantly reduces response time, frame skipping has some limitations.
One major drawback is that only the frames passed through the detection model
are written to the annotated output video. As a result, skipping a large number of
frames can produce a very short output video or, in some cases, make the output

video difficult to interpret due to missing frames that were skipped.

3.2.4 Tracking

In this method, certain frames can be skipped and allow only a few frames to

pass through the detection and recognition models. This approach allows us to



Methodology 43

utilize the face recognition models more efficiently. For example, process every
20th or 50th frame while skipping the others, which speeds up inference since
only a subset of frames is processed. Tests were performed on different videos
by reading every 20th, 40th, and 60th frame, and found that still context can be
effectively captured by processing just 2 or 3 frames per second. Therefore, passing
every 20th or 30th frame can work well in many scenarios. However, the number
of frames to skip is not fixed and should be adjusted according to the specific
scenario. For instance, if the video feed comes from a fast-moving or crowded
environment, fewer frames should be skipped, for example, processing every 10th
or 15th frame, to ensure important moments are not missed, and vice versa in
less dynamic settings. Although this method significantly reduces response time,
frame skipping has some limitations. One major drawback is that only the frames

passed through the detection model are written to the annotated output video.

3.3 Trackers

Trackers are algorithms used for tracking objects, typically in motion. Essentially,
tracking involves predicting the location of an object in upcoming frames of a video
or live feed. This capability is useful in various applications, such as enabling
companies to monitor and track employees across multiple camera views. Two
well-known tracking algorithms are SORT (Simple Online and Realtime Tracking)
and Deep SORT. In addition to these, custom tracking functions can also be
implemented using techniques such as Intersection over Union (IoU). In fact, SORT

itself is based on the IoU algorithm for tracking.

3.3.1 SORT

SORT (Simple Online and Real-time Tracker) is a lightweight and efficient object
tracking algorithm that works on the tracking-by-detection approach. SORT uses
a Kalman Filter and the Hungarian Algorithm to smoothly track detected objects.
When integrated into the pipeline, SORT reduced the inference time by almost
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50%. Tt performed well for object tracking in the custom dataset, where most
videos involved a person approaching the camera from a certain distance. SORT
was tested on more than 20 videos, including scenarios where individual clips of
different identities were combined into new videos. In such cases, where different
individuals approached the camera one by one, the algorithm maintained stable
tracking. However, in more challenging conditions, such as when multiple persons
approached the camera simultaneously, tracking performance degraded. Although
SORT was assigning IDs correctly, the inference time reduction was not significant.
Debugging and repeated testing revealed that with multiple people, the detected
faces became smaller, and the detections provided to SORT were inconsistent.
As SORT heavily depends on detections, instability in bounding boxes made the
tracker ineffective. For example, when a person was facing the camera, the face
detection module provided stable detections, but when the person bent, rotated,
or became occluded, detections became null. Feeding these null detections to
SORT caused it to lose track, and once the face reappeared, SORT assigned a new
ID. Frequent repetitions of this phenomenon led to unreliable tracking. Although
temporary logic was implemented to mitigate this issue, frequent ID reassignments
persisted, creating identification problems. In summary, SORT is extremely fast
but sensitive to unstable detections, particularly under occlusion or temporary
disappearance of the face. This makes SORT suitable for scenarios requiring high-
speed tracking, but less effective in environments where face visibility fluctuates.
SORT performs reliably with YOLO-based object detection, as YOLO provides
continuous detections, unlike face detection modules, where instability is common.
These enhancements enable more consistent identity tracking across frames, even

under partial occlusions or missed detections.

3.3.2 Deep SORT

To address the limitations of SORT, Deep SORT was integrated into the pipeline
and evaluated under the same scenarios. Deep SORT demonstrated superior per-
formance in terms of ID assignments, as deep SORT was able to track faces across

multiple frames while assigning new IDs less frequently. This resulted in more
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stable tracking even under partial occlusions. Despite its accuracy advantages,
Deep SORT did not improve inference speed. The root cause lies in the difference
between the two algorithms. Unlike SORT, Deep SORT incorporates feature em-
beddings to calculate similarity between detections and existing tracks, similar to a
face recognition model. While this embedding-based approach improved accuracy
and stability, deep sort also introduced significant computational overhead. Since
embeddings were already being computed in the face recognition module, the addi-
tional embeddings required by Deep SORT further increased pipeline complexity;,

thus slowing down inference.

3.3.3 Proposed Tracking Algorithm

Extensive testing of SORT and Deep SORT highlighted that neither could be
directly applied for efficient face tracking. Therefore, a specialized tracking algo-
rithm was designed to incorporate the strengths of both approaches. An additional
literature review of SORT and Deep SORT was conducted, and based on the find-
ings, a hybrid solution was developed. The IoU-based association method from
SORT was combined with embeddings from the face recognition model, inspired

by Deep SORT.

The key advantage of this design lies in efficiency: since embeddings were already
being computed by the face recognition (FR) model, no additional overhead was
introduced. This allowed stable ID generation without frequent reassignments
while maintaining fast inference. The proposed tracker proved to be both more
efficient and faster than SORT and Deep SORT, while also providing consistent
accuracy under volatile face detections. As SORT and Deep SORT are general-
purpose object trackers, their performance heavily depends on stable inputs. Face
detection, however, often produces volatile outputs due to occlusion, poor light-
ing, or pose variations, leading to problems such as name swapping. The proposed
algorithm addressed these challenges by leveraging FR-based embeddings for re-
identification, which stabilized tracking without increasing computational com-

plexity. The new method was tested under multiple conditions and consistently
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achieved reliable tracking, establishing it as a more optimized and specialized

tracker for face recognition pipelines.

3.4 Identity Swapping Causes and Solutions

In cases where multiple people appear in a single frame, face-detection models like
MTCNN and RetinaFace detect the faces of each individual. However, these de-
tections, regardless of the strength of the face detection model, are highly volatile.
There are multiple reasons why face detection models sometimes fail to capture
faces, resulting in null values for bounding boxes and landmarks. This phenomenon
can occur very quickly, such that even in consecutive frames, the detections are
inconsistent despite having the same number of individuals in each frame. This
phenomena typically happens when a person suddenly turns around, bends, or
becomes occluded due to some disturbance. In these conditions, the confidence
score of the detection falls below the minimum threshold required to consider the
face a valid face. When this phenomenon occurs frequently, traditional trackers
like SORT and Deep SORT start assigning new IDs rapidly. As a result, the same
person in a video may receive more than 30 unique IDs in less than half a sec-
ond of footage. This creates confusion in the matching function that determines
whether an incoming track is new or existing. Consequently, the tracker starts
swapping the identities of matched tracks. For example, if there are three persons
named A, B, and C, then A should consistently be tracked as A. However, due
to frequent ID reassignments, A may be tracked as B, or B may be tracked as
C, and so on. This issue is known as swapping. Swapping does not occur under
stable conditions where face detections are continuous. Similarly, videos where
only a single person appears per frame do not exhibit name swapping or frequent
ID assignments. Therefore, it is crucial to extensively test tracking algorithms in
the context of face recognition, ensuring they are evaluated against all possible
edge cases that could lead to failure before finalizing a solution. Comprehensive
evaluation under diverse motion patterns and occlusion scenarios can further help

identify and mitigate such ID-switching issues effectively.
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3.5 Face Bank and Resolution Problem

In part 1 of the thesis, 16 different pairs of face recognition and face detection al-
gorithms were tested, and the results were recorded in both graphical and tabular
formats to facilitate analysis. After a comprehensive review, it was found that all
combinations involving MTCNN and face recognition models performed poorly,
whereas combinations involving RetinaFace and face recognition models showed
promising results. The testing was conducted using a custom dataset collected
during part 1. All videos used in testing were recorded using cameras with similar
specifications, resulting in videos of comparable quality, with average resolutions
ranging from 1200 to 1400. Additionally, images of all 48 students were captured
using high-resolution smartphone cameras, with the backgrounds removed. Thus,
the dataset consisted of high-resolution images in the face bank and medium-
resolution videos. With this information in hand, the second part of the project
focused on optimizing MTCNN for faster inference with acceptable accuracy and
enhancing the accuracy of RetinaFace while reducing its detection time. Another
important objective was to evaluate the generalizability of the pipeline by testing
pipeline on videos and corresponding face banks outside the custom dataset. To
achieve these goals, the entire pipeline was divided into components: detection
alignment, detection plus alignment, embedding generation and distance calcula-

tion, and the recognition module as a whole.

After segmentation, the FPS (frames per second) was calculated at the end of
each section, and different FPS values were displayed dynamically on the output.
This approach helped identify the sections consuming more time and revealed
potential bottlenecks. Initially, it was assumed that the recognition part, where
embeddings are generated and compared to the face bank was the most time-
consuming. However, detailed analysis revealed that the detection stage required
more processing time than recognition. This pattern was consistent across all 16
combinations, indicating that both RetinaFace and MTCNN were the primary
contributors to delays. Hence, optimizing the detection pipeline or employing
lightweight detectors could significantly improve the overall real-time performance

of the system.
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3.5.1 Key Observations

e Identity swapping occurred in certain videos.

e The performance of MTCNN was consistently the worst across multiple

videos.

e While using RetinaFace, some individuals were not recognized despite having

their images in the face bank, whereas others were correctly recognized.

e Placing multiple images in the face bank improved recognition performance

when using RetinaFace.

e Recognition performance was not affected by placing multiple images for a

single identity in the face bank when using MTCNN.

e The generalizability of the pipeline was limited.

These observations highlighted limitations in the pipeline that required attention
to achieve a more robust and generalized system. The first observation and its
solution had already been discussed earlier. The second was unsurprising, as
MTCNN consistently underperformed compared to RetinaFace; hence, no further

effort was invested in improving MTCNN’s accuracy.

The third observation was unexpected, given that RetinaFace had produced promis-
ing results in part 1. This issue was identified during the testing of a video
featuring three individuals seated on chairs. The video resolution was moder-
ate—neither very high nor very low—so the input video could not be categorized
as low-resolution. For this test, the face bank was updated with images and names
of the individuals, captured using smartphone rear cameras. These images, un-
like earlier ones, were not preprocessed (backgrounds were not removed). Despite
being high-resolution, these images failed to produce correct recognition results.
Additional testing with varied parameters on both the detection and recognition
sides did not resolve the issue. Similar behavior was observed in other videos
containing multiple people in a single frame. Upon further debugging—ensuring

embeddings and name files were generated, cross-checking sizes, and validating
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face bank updates and discovered that some individuals were consistently not be-
ing recognized, even across different videos. Adding alternative images of the same
individuals to the face bank, including cropped versions, resolved the problem for
some cases, suggesting the issue was related to face bank updates rather than the
pipeline itself. Printing the contents of the names.npy file revealed that some
names were missing despite the presence of corresponding images, confirming that
the face bank was not being updated properly. For example, although 56 images
were present in the face bank, only 35 embeddings were being generated. Further
testing showed variability depending on the RetinaFace backbone: RetinaFace
(Slim) generated only 29 embeddings, while RetinaFace (ResNet) generated 35.
In contrast, switching the detector to MTCNN enabled all 56 embeddings to be
generated successfully, despite MTCNN’s otherwise poor detection performance.
A temporary solution was to use MTCNN for face bank updates and RetinaFace
for detection in frames. While this resolved the issue, the use of three models
simultaneously was not feasible in the long run. A deeper analysis of RetinaFace
revealed that RetinaFace had been trained primarily on low-resolution images and
optimized for detecting small faces, whereas face recognition models were opti-

mized for high-resolution inputs.

This mismatch explained the observed failures: RetinaFace struggled with high-
resolution, sharp but small-sized face bank images, and occasionally misidentified
background faces. Attempts to solve the issue by adjusting thresholds within
RetinaFace (confidence, NMS, and visualization) improved embedding generation
to about 90% but caused significant degradation in inference performance. Frames

were skipped, detection slowed, and accuracy dropped to levels comparable to

MTCNN.

3.5.2 Final Insight

Further testing confirmed that:

e Thresholds optimized for face bank updating degraded detection in video

frames.
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e Thresholds optimized for video detection prevented proper face bank up-

dates.

These findings indicated that RetinaFace could only perform effectively when the
resolution of inputs was consistent across both the face bank and test videos. Since
most CCTV and surveillance footage is low-resolution, the solution was to align
the resolution of the face bank accordingly. Replacing high-resolution images with
medium-resolution ones resolved the problem. With this adjustment, recognition
accuracy improved significantly in all scenarios, and the issues related to face bank

updates were fully resolved.

3.6 Inference Speed Optimization

The pipeline of the project was divided into modules, and the FPS of each module
was calculated. This division was done to identify which modules were responsi-
ble for longer processing times. During this analysis, it was found that the face
detectors were consuming more time than any other module in the pipeline. This
was evident when the alignment module returned the lowest FPS, indicating that
detection was the most time-consuming part, as a lower FPS corresponds to higher

processing time. The alignment function consists of three main components.
Face detection
Landmarks detection and angle calculation

Geometric transformation

3.6.1 Face Detection

Face detection has been explained in detail earlier in this report. To summarize,
a frame from a live feed or a prerecorded video is read using a suitable tool like

OpenCV. Bounding boxes are then drawn around the detected faces, and the
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region of interest (Rol) is cropped. This process is applied to all frames, and each
person appearing in a frame undergoes this cropping process if their image meets
the detection threshold. Images that fall below this threshold are not considered
valid detections, as it becomes difficult to accurately detect landmarks or facial

points in such small or unclear images.

3.6.2 Landmarks Detection and Angle Calculation

Angle calculation is performed using reference landmarks and source landmarks.
In this step, facial points, commonly referred to as landmarks, are compared to
predefined reference landmarks to estimate how much the source image needs to
be rotated in order to produce an aligned image. The goal is for the facial points in
the rotated image to closely match the reference facial points. These facial points
usually include the x and y coordinates of the left and right eyes, the nose, and
the left and right corners of the mouth. The reference landmarks are the same set
of coordinates, but based on a standard 112 x 112 aligned image. The distance
between each facial point in the source image and its corresponding reference point
is calculated, and from these differences, the rotation angle is determined. The
number of landmarks varies from model to model. For instance, MTCNN returns
five landmarks in the form of x,y coordinate pairs. In contrast, RetinaFace re-
turns 10 values, the first five x coordinates followed by five y coordinates, which
must be manually paired before use. Moreover, the number of landmarks is not
fixed; landmarks can exceed five. For example, RetinaFace supports mesh-based
landmark detection, and models like DLIB can return 68 landmarks, including the
jawline and eyebrows. These extensive sets are typically used to create a facial
mesh resembling a mask. The choice of the number of landmarks depends on user
requirements. However, using more landmarks increases the complexity of the
detector, which in turn decreases detection speed. To maintain uniformity in the
project, five landmark pairs were used, as MTCNN does not support mesh-type
landmarks. Since the minimum required number of landmarks for effective face
alignment was already being used, there was no margin for further reducing land-

marks in this module to optimize inference speed. The third component of face
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alignment is geometric transformation. In this stage, the distances between land-
marks and the rotation angle are used to compute a transformation matrix. This
matrix is then applied to the original image, resulting in a transformed (aligned)
image whose landmarks match the reference landmarks. There are several types

of transformations used in face alignment, including:

3.6.3 Affine Transformation

Affine Transformation is the linear mapping method that preserves points, straight
lines, and planes. A minimum of three landmarks is required for this transforma-
tion. The degree of freedom in an affine transformation is 6. These are the
important steps involved in an affine transformation.It allows scaling, rotation,
translation, and shearing operations while maintaining the geometric structure of
the image. This transformation is widely used in face alignment tasks to ensure
that key facial features such as eyes, nose, and mouth are positioned consistently

across different samples.
Scaling

Rotation

Translation

Shearing The degree of freedom corresponds to the number of independent pa-
rameters that define the transformation. As is known, the affine transformation
matrix is a 2 x 3 matrix where a, b, ¢, and d are the values used for scaling,
rotation, and shearing. The other two parameters, t, and t,, are used for linear

transformation.

3.6.4 Similarity Transformation

Similarity transformation is a special case of an affine transformation. Similarity

transformation typically preserves shapes, angles, and aspect ratios. Unlike an
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affine transformation, a similarity transformation does not involve shear calcula-
tion, making it a lighter and more efficient transformation. Additionally, Affine
Transformation offers uniform scaling, which is not the case with an affine trans-
formation. The degrees of freedom in similarity transformation are four, meaning
only four independent variables control the transformation. Although an Affine
Transformation typically requires evaluation of five landmarks, the minimal re-
quirement is two to three landmarks, similar to an affine transformation. However,
for higher accuracy, five landmarks are usually used in both cases. Landmarks used
for the affine transformation should be non-collinear. Comparing the two trans-
formations, the similarity transformation is considered better for face recognition,
especially when the objective is to increase inference speed while maintaining ac-
curacy. The project pipeline includes an option for an additional variant of the
affine transformation. All transformations were tested and the similarity transfor-
mation was found to outperform the affine transformation, both in accuracy and

inference time.

Therefore, it was decided to switch from using an affine transformation with five
landmarks (as used previously in part 1) to a similarity transformation. This
improvement stems from the fact that similarity transformation retains geomet-
ric consistency across varying image scales and orientations. It also minimizes
distortions that often arise during affine warping, resulting in more stable facial
alignment. Furthermore, its reduced computational cost makes it ideal for real-

time face recognition systems deployed on limited hardware.

3.7 Impact on Inference

The inference time did not change significantly since the landmarks detection and
transformation parts had already been thoroughly researched. However, replac-
ing the affine transformation with the similarity transformation did result in a
slight increase in inference speed. Now, only the face detection part remains to be
reviewed. The latter two parts—Ilandmarks detection and transformation—were

examined first because they had not been explored in detail during part 1, and the
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aim was to identify any potential optimizations there. Regarding face detection,
the challenge was that the image could not be altered much, as any part of the
image could contain a face. Additionally, resizing the image increases the risk
of missing tiny faces. To better understand the logic and functions used in face
detection, debugging was carried out on that part of the pipeline. Other detection
algorithms beyond face detection were also researched. During this process, the
problem was discussed with the project supervisor, Dr. Imtiaz Taj. After review-
ing the issue, he suggested reducing the image resolution when passing the frame
through both face detection and landmarks detection, then mapping the detected
landmarks back to the original image. Once the landmarks were mapped, the
original image would be passed to the transformation function. Upon researching
various face detection algorithms implemented by different contributors, including
RetinaFace and InsightFace, this approach was missing in their methods. Imple-

mentation steps for scaling and mapping back are as under:
e Downscaling the input image

e Face detection and landmark detection

e Mapping the detection back to the original image

3.7.1 Downscaling the Input Image

The image can be downscaled in several ways. One method is to reduce its res-
olution by decreasing its dimensions while maintaining the aspect ratio. Another
approach is to reduce its rank, which refers to lowering the number of dimensions.
The depth of the image, or the number of channels, is typically 3, either in RGB
or BGR format.

3.7.2 Mapping the Detections Back to the Original Image

Mapping the landmarks returned from the detection phase to the original image

is known as landmark mapping. This is the process of locating the obtained
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landmarks within the original image. Once these landmarks are mapped back,
the original image is then ready to be passed to the transformation step, where
the Rol is aligned according to the reference landmarks. This alignment ensures
that the image is in a suitable orientation and is ready to be fed into the face
recognition model, where its embedding will be generated and later compared

with other embeddings.

3.7.3 Implementation of Proposed Logic

After thorough research, the results were that three factors can have a slightly
greater impact on the resolution of the image. By controlling these factors, the
input image or frame can be effectively downscaled while keeping the necessary
information intact for the face detection and landmark detection processes. Ex-
cessive downscaling causes a significant loss of image information. Therefore, the
downscaling values of the three selected factors were set to an optimal level that
ensures maximum inference speed while preserving sufficient information for ac-

curate detection.

Below are the three factors chosen to modify for image downscaling:

1. Resizing
2. Reducing Number of Channels

3. Compression

3.7.3.1 Resizing

The size of an image corresponds to its width and height in pixels, often referred
to as the resolution of the image. A high-resolution image has larger width and
height values, while a low-resolution image has smaller dimensions. Resizing an
image is a computationally intensive process that involves interpolation and, in
some cases, regeneration—predicting missing pixel values, which can be complex.

However, passing a resized image to the face detection and landmark detection
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modules can significantly reduce inference time. Input images were resized and
passed to the detection components. Initially, a test video was used in which
neither the width nor the height of the frames exceeded 1500 pixels. Using a hit-
and-trial approach, various resizing configurations were tested: 400x400, 600 %600,

700x 700, and more.

Images resized to below 400x400 yielded poor detection results due to the loss of
crucial information. Resizing between 400x400 and 600x600 produced optimal re-
sults in terms of both accuracy and inference time. On average, inference time was
reduced by approximately 60% across different combinations of face recognition
(FR) and face detection (FD) models. For instance, a video previously requiring
10 minutes for processing could now be processed in 4 to 4.5 minutes, or even
faster in some cases. This was a dramatic speed improvement. Combined with
earlier optimizations (like tracking algorithms, which reduced inference time by
50%), the pipeline achieved a total inference time reduction of up to 75%. Initial
thoughts were that the quality of the output video would degrade, and a drop
in accuracy would occur. However, the results defied expectations: not only did
accuracy improve, but the output video also became more stable. This was espe-
cially true for RetinaFace, as these changes had not yet been tested with MTCNN.
The improvement was attributed to RetinaFace being trained on low-resolution

images, making it inherently better suited for such inputs.

Previously, the high-resolution input images degraded during internal processing,
becoming noisy and causing poor embedding generation, ultimately leading to
inaccurate recognition. Reducing the input resolution helped mitigate this issue by
improving both accuracy and inference speed. To further validate these findings,
RetinaFace was tested on various videos with differing resolutions. The optimized
resizing worked well across most scenarios except when the frames contained a
large number of individuals, resulting in smaller faces. One such case involved
a frame with a resolution of 1400x2500, where resizing the image to 400 pixels
(while maintaining the aspect ratio) led to excessive downscaling and many missed
detections. This highlighted a limitation of the approach. To address this, a

classification mechanism was introduced that divides frames into two groups:
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e Moderate-resolution images (700x700 to 1500x1500) should be resized to

approximately 400x400, maintaining the original aspect ratio.

e High-resolution images (where either the width or height exceeds 1500 pixels)
should be resized to 700x 700, which proved optimal after multiple iterations.

This adaptive resizing approach ensures that both high and moderate resolution
images are efficiently downscaled without losing critical information. It’s crucial
to maintain the original aspect ratio during resizing. Any deviation can distort the
image—causing contraction in one direction and elongation in another—thereby

affecting the detection quality.

In summary, downscaling images by reducing their resolution can greatly acceler-
ate inference time—up to 50 times faster—without requiring regeneration, since
the original image is still available. Maintaining the aspect ratio is essential to
preserving the integrity of visual information. Adaptive resizing based on input
resolution not only improves speed but also enhances detection accuracy, particu-

larly when using RetinaFace, which performs best with lower-resolution images.

3.7.3.2 Reducing Depth

The depth of an image refers to the number of color channels the image contains.
Most commonly, images are represented in either the BGR (Blue, Green, Red) or
RGB (Red, Green, Blue) format, where each channel corresponds to one of the
three primary colors. RGB is the most widely used format in image processing
and computer vision. Each channel has intensity values typically ranging from
0 to 255. By varying these values across the three channels, a wide spectrum of
colors can be produced. Increasing the number of channels (depth) increases the
complexity of the image. A higher-complexity image requires more computation
and processing time. However, for tasks like face detection and landmark detec-
tion, this color information is generally not necessary. These tasks rely mainly
on structural features such as edges, corners, and intensity gradients rather than

color. This observation suggests that full-color (RGB or BGR) images are not
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essential for accurate detection. A grayscale image, which has only one channel
and thus a depth of 1, often provides all the necessary information for detection
tasks. By converting images from three channels to one (i.e., from RGB/BGR
to grayscale), the image depth can be effectively reduced, thereby simplifying the
data and enabling faster processing. Grayscale images were tested as input to
the detection models, and found that detection time decreased. However, the
improvement in inference speed from reducing depth was less significant than the
speed-up gained from resizing. Nevertheless, reducing image depth does contribute
to a performance boost and complements other downscaling techniques. In ad-
dition, grayscale conversion minimizes the impact of color variations caused by

lighting conditions, making the model more robust in uncontrolled environments.

3.7.3.3 Compression

Compression involves the permanent removal of data from an image. JPEG com-
pression is commonly used to reduce the size of an image on disk. However,
compression does not reduce the size of the image in terms of length and width,
meaning that the compressed image retains the same dimensions as the original
image. As a result, compression does not contribute to reducing detection time,
since the processing is based on the image’s dimensions, not its file size. Compres-
sion was applied, and the detector was tested on various inputs. Observations were
that compression does not lead to any improvement in inference speed. Although
image compression is useful for efficient storage and data transfer, but does not

enhance the performance of face or landmark detection during inference.

3.8 Feature Extraction

Feature extraction aims to capture meaningful and distinctive representations from
the aligned face region that are robust to variations in lighting, pose, and expres-
sion [41]. Several approaches exist, ranging from traditional handcrafted methods

to modern deep learning techniques.
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In this work, all the feature extractors employed are based on the softmax classifi-
cation framework. Given an input feature vector x; and class weight vectors W,

the conventional softmax function is defined as:
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where C' is the number of classes, and b; is the bias term for class j.

To enhance discriminative power, weight normalization is applied, where each

weight vector W and feature vector x; is normalized as:
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This normalization causes the dot product W;Xi to depend solely on the angle ¢,

between the vectors, removing magnitude effects.

The resulting normalized softmax function becomes quit easier to understand and

is given as under:
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where s is a scaling factor controlling the distribution’s concentration. This an-
gular formulation forms the foundation for many modern face recognition loss

functions, enabling better separation between classes in the feature space.

3.8.1 State-of-the-Art Feature Extractors

Several state-of-the-art face recognition models were employed in this project.
Each of these models builds upon the normalized softmax foundation while in-
troducing innovations in their loss functions or training strategies. These models
include variants such as ArcFace, CosFace, and AdaFace, each designed to enhance
angular margin optimization and discriminative feature learning. By refining how
inter-class separation and intra-class compactness are handled, these methods sig-

nificantly improve recognition accuracy across diverse datasets. Additionally, some
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models leverage knowledge distillation and subcenter learning to achieve better
generalization with reduced computational cost. Collectively, these advancements
contribute to more stable convergence, faster inference, and superior performance

under real-world surveillance conditions.

3.8.1.1 AdaFace

AdaFace introduces a novel adaptive margin loss that considers image quality when
learning embeddings. AdaFace emphasizes hard examples more if their image
quality is poor, improving robustness on degraded images. The method estimates
image quality using feature norms and adjusts training dynamically. AdaFace
outperforms previous models on IJB-B, IJB-C, IJB-S, and TinyFace datasets.
This adaptive strategy enables the model to effectively balance learning between
high- and low-quality samples, resulting in stronger generalization across diverse
datasets. Unlike fixed-margin methods, AdaFace dynamically refines its decision
boundaries based on the difficulty of each sample during training. This continuous
adaptation ensures that both easy and challenging samples contribute meaning-
fully to the embedding space. Consequently, AdaFace achieves state-of-the-art
accuracy in complex, real-world face verification and surveillance environments.
It not only demonstrates faster convergence and improved training stability but
also maintains high discriminative power under varying lighting, pose, and oc-
clusion conditions. Overall, its adaptive margin mechanism establishes a more

resilient and context-aware feature learning process.

The AdaptiveFace loss [29] is defined as:
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Here, m is an adaptive margin that varies based on feature norm, and s is the
scaling factor. This adaptive margin dynamically adjusts the decision boundary

according to the feature quality, allowing the model to treat high- and low-quality



Methodology 61

samples differently. As a result, AdaFace achieves better generalization and ro-

bustness in unconstrained face recognition scenarios.

3.8.1.2 ArcFace

ArcFace introduces an Additive Angular Margin Loss for learning highly discrim-
inative face features. ArcFace operates in angular space with a clear geometric
interpretation on a hypersphere. ArcFace uses ResNet backbones (e.g., ResNet-18,
ResNet-50) and consistently outperforms other models across ten major bench-
marks. The model is computationally efficient and easy to implement. The Arc-

Face loss [31] is defined as:
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This adds an angular margin m to enhance class separability while preserving

intra-class compactness on a hypersphere.

3.8.1.3 Sub-center Learning with Distillation Loss

This model combines sub-center learning with a distillation loss [42] to enhance
recognition across image resolutions. This model uses a teacher-student framework
where the teacher network is trained on high-resolution images and the student
on low-resolution ones. Both networks share the same backbone (ResNet-50), en-
abling the student to mimic high-quality embeddings. This improves performance
under resolution mismatch conditions. Furthermore, the integration of sub-centers
reduces intra-class variation by assigning multiple representative centers per class,
leading to more compact feature clusters. This hybrid approach not only improves
cross-resolution generalization but also enhances robustness in unconstrained and

low-quality facial imagery.
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The overall attention-guided distillation loss combines attention-based distillation

loss, deep feature distillation loss, and cross-entropy loss function, given by [43]:

Laga = Les + A Lagpg + Ao Lgaa (3.7)

The cross-entropy loss function, denoted by L, is adopted as the classification
loss for the student network. The subscripts in Lygq, Lgfq, and Lguq correspond
to the attention-guided distillation, deep feature distillation, and attention-based

distillation losses, respectively. A\; and Ay are auxiliary weights of the loss function.

3.8.2 Integration into the Face Bank

So far, face detection has been completed, resulting in the aligned (or wrapped)
face. As mentioned earlier in the flow chart 77, the face bank contains multiple
entries. The face bank stores aligned faces, which can either be manually added or
captured by a camera connected to the program. The project supports both video
recording and image capture by specifying the name of the person whose picture
or video is being recorded. The program creates a folder named after the specified
person inside the face bank directory and saves the captured images there. Images
of various individuals were manually placed in the face bank. The wrapped image
obtained from the face detection step is then compared against all faces stored in
the face bank. If a match is found, the corresponding name from the face bank is
assigned to the wrapped face, indicating recognition. Otherwise, a default label
“unknown” is assigned to the face. This process, called face recognition, involves
complex computer science techniques. Recognition is performed using pre-trained
models such as AdaFace, ArcFace, CosFace, and others. In this project, four
state-of-the-art face recognition models were used. The architecture and details of
these models were provided just before the face detection section. These models
are based on deep neural networks, including advanced convolutional neural net-
works. While the input and output formats of all models are the same, each model
processes the input differently. The objective of these models is to extract features

that maximize the model’s discriminative power. This is achieved through various
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techniques, such as loss function optimization. The input image is processed by
a selected or user-configured face recognition model, which extracts features and
generates an embedding for each image. However, to recognize faces, reference
embeddings are needed to compare against. Therefore, updating the face bank

with embeddings is necessary.

3.8.3 Selection of Backbone Network

The second step is feature extraction, which is done by passing the image through
a backbone network. A backbone network is a multilayer neural network used
specifically to extract meaningful features from the input image. AdaFace employs
a deep convolutional neural network (CNN), often utilizing ResNet variants. In
this project, ResNet-18 and ResNet-50 variants were used for AdaFace. Similarly,
ArcFace also uses ResNet variants but with a higher number of layers, sometimes
up to 150. For ArcFace, ResNet-50 and ResNet-100 models were tested. ArcFace
also occasionally uses squeezed ResNet blocks, known as IR-SE blocks, to improve
performance. MobileFaceNet, the third model, employs a lightweight CNN archi-
tecture designed specifically for mobile and edge devices. Mobilenet is inspired by
MobileNetV2 and focuses on efficiency and speed while maintaining good accuracy.
The fourth model is the proposed model. The proposed backbone integrates both
convolutional and transformer-based modules to balance efficiency and representa-
tional power. This hybrid design leverages CNNs for local feature extraction and
transformers for capturing long-range dependencies. Such an approach enhances
the discriminative capability of embeddings while keeping computational costs
manageable. Additionally, the proposed hybrid structure allows flexible scalabil-
ity across different hardware configurations. It provides a strong trade-off between
accuracy and inference time, making it suitable for both high-performance and
real-time applications. The integration of transformer layers enhances global con-
text understanding, which helps in distinguishing visually similar identities across
frames. Moreover, the modular design of the backbone enables easy fine-tuning
and adaptation to new datasets without extensive retraining, further improving

its deployment efficiency in diverse environments.
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3.9 Matching

3.9.1 Face Bank Update

Updating the face bank results in the addition of two new files, ”embeddings.npy”
and "names.npy,” to the face bank folder. This process involves processing each
image present in the face bank through the face recognition (FR) model. The
model reads both names and images from their respective locations and calculates
embeddings using the highest-resolution image available for each person when

multiple images exist. A file containing all the names is also generated.

Updating the face bank becomes necessary whenever any key program arguments
change. For example, if the model’s name is changed, the face bank must be
updated. Otherwise, no faces will be recognized. This is because the format of
embeddings varies between models. If the embeddings format does not match,
the recognition will fail. For instance, when testing AdaFace, the face bank was
updated and its performance tested. Later, the model’s name was changed from

AdaFace to ArcFace.

Since the model changed, the embeddings generated by the new model were not
recognized, because the existing embeddings in the face bank were created using
AdaFace and are incompatible with ArcFace. Therefore, whenever the model is
changed, the face bank must be updated to ensure compatibility between the stored
embeddings and those generated by the current model. It is also good practice to
ensure that there is exactly one image in each subfolder of the face bank. This is
because the project uses two different image alignment functions: the “align single”
function aligns images containing only one face, while the “align multi” function
crops and aligns multiple faces from an image. When the face bank update function
is called, pipeline simply calls the “align” function, assuming the face bank has a
structure where each subfolder (named after an individual) contains exactly one
high-resolution image of that person. This structure simplifies embedding retrieval
and ensures faster, more consistent face matching during recognition. Additionally,

maintaining a clean and well-structured face bank minimizes redundancy.
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3.9.2 Distance Calculation

When the target embeddings are ready, an input image is passed to the face
recognition (FR) model, which generates its embedding. This embedding is then
compared with all the target embeddings stored in the face bank. The comparison
is based on calculating the distance between embeddings: the distance between
embeddings of different individuals tends to be large, while the distance between
embeddings of the same person is small. If the distance satisfies the threshold
set by the user, the input image is considered recognized, and the corresponding
name from the “names.npy” file is assigned to it. Otherwise, if the distance does
not satisfy the threshold, image is considered a mismatch, and the default name
“unknown” is assigned to the input image. There are different types of distance
functions used for comparison, with Euclidean distance and cosine similarity being
the most common, as explained earlier. All four models used in this project rely
on cosine similarity. Cosine similarity measures the cosine of the angle between
two vectors, indicating how similar they are in terms of direction. A higher cosine
similarity value (closer to 1) signifies a strong match between two embeddings,
while a lower value indicates dissimilarity. The selection of an appropriate sim-
ilarity threshold is crucial, as it determines the balance between false positives
and false negatives. To ensure robust recognition, the threshold was empirically
determined through extensive testing on both benchmark and custom datasets.
Additionally, normalization of embeddings prior to distance computation ensures
consistent magnitude across samples, improving comparison reliability. This strat-
egy also helps minimize the effects of illumination, pose, and expression variations.
Overall, distance-based comparison serves as the final decision-making step in the
recognition pipeline, directly influencing recognition accuracy and system perfor-
mance. Furthermore, adaptive thresholding techniques can be introduced in future
work to dynamically adjust similarity limits based on scene context. Incorporat-
ing such adaptability could significantly enhance recognition stability in real-time
surveillance systems. Moreover, combining adaptive thresholds with confidence-
based scoring could refine decision boundaries for ambiguous cases. Future re-

search may also explore learning-based threshold optimization.



Chapter 4

Results and Implementation

4.1 Experimental Setup, Evaluation Metrics, and

Recognition Threshold

4.1.1 Experimental Setup

The evaluation was carried out in multiple stages. First, different face detection
models were compared, including MTCNN and RetinaFace variants (ResNet-50,
Slim, and MobileNet). From a short video recorded at the university, 255 frames
covering the first 15 seconds and three individuals approaching the camera were
extracted, and all detector outputs were manually verified. Each detection was
paired with multiple recognition models, and all possible detector-recorder com-
binations were tested. Initially, CNN-based recognizers were compared, followed
by transformer-based models, and finally, all models were compared together. For
verification, both genuine and imposter image pairs were constructed (700 genuine
pairs and 700 imposter pairs in total), enabling balanced evaluation of recognition
performance. In addition to this video-based dataset, all models were further eval-
uated on standard benchmark datasets, including LEFW, CPLFW, CFP-FP, CFP-
FF, CALFW, and VGG2 to assess generalization. The combined experimental

setup thus covers detector performance, recognizer performance, and cross-dataset
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validation under both controlled and challenging conditions. Furthermore, evalu-
ation metrics such as accuracy, true acceptance rate (TAR), false acceptance rate
(FAR), and area under the ROC curve (AUC) were employed to quantify recogni-
tion reliability. The use of multiple datasets and metrics ensured a comprehensive
assessment of model robustness across varying facial poses and lighting environ-
ments. Statistical consistency across repeated runs confirmed the reproducibility
of the obtained results. Overall, the experimental framework was designed to
provide a fair and exhaustive comparison of all models in realistic surveillance

conditions.

4.1.2 Evaluation Metrics

Performance was measured using a broad set of detection and recognition met-
rics. For recognition, the metrics include accuracy, precision, recall/true positive
rate (TPR), true negative rate (TNR), false positive rate (FPR), Fl-score, as well
as ROC curves and AUC values. For detection, the evaluation considered detec-
tion ratio, detection accuracy, true bounding box rate, false bounding box rate,
and the number of detected versus undetected frames. Together, these metrics
comprehensively capture both the detection coverage and recognition reliability of
each detector-recognizer combination. Inclusion of some non typical metrics like

detection ratio makes it easy to evaluate the whole pipeline.

4.1.3 Score Histograms

In face recognition during inference, the accuracy of face recognition (FR) models
heavily depends on the selection of an appropriate threshold, either based on
distance or cosine similarity. This threshold varies according to the quality of the
input frames or the faces within those frames. For example, if the inference is
performed on low-resolution frames containing small faces, the threshold should
not be too strict (e.g., distance < 1.3). On the other hand, for high-resolution

frames or images, the threshold is typically more stringent (e.g., distance < 1.0).
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Figure 4.1: Score Histograms (a)

However, in practice, the threshold is not determined theoretically in this way.

Instead, the optimal threshold is selected empirically by analyzing histograms
generated from genuine and imposter image pairs. To explore this aspect, several
Experiments were conducted. Initially, around 100 image pairs were collected for
both imposter pairs (images of different identities) and genuine pairs (images of
the same identity). Using these pairs, the histograms were plotted, as shown in
Figure 4.1. To further increase the credibility of the results, the number of images
pairs in both categories were increased. The same experiments were repeated,
this time using approximately 700 image pairs for the genuine case and the same
number for the imposter case. The results are presented in Figure 4.2. Based
on these experiments, it was observed that the distance scores for genuine pairs
were consistently less than 1.2, with an average distance of 0.6, as visualized in
the table. In contrast, the distance scores for impostor pairs were consistently
greater than 1.3. This indicates a clear margin between 1.0 and 1.3, which helps
in separating genuine from imposter pairs. As discussed earlier, the threshold can
be adjusted depending on the quality of the input images. However, since the
midpoint of this margin (1.2) is equidistant from both ends, this value is proposed
as the optimal threshold for inputs containing both low- and high-quality images.

This optimal threshold ensures a balanced trade-off between false acceptances and
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Figure 4.2: Score Histograms (b)

false rejections, improving overall system reliability.

4.1.4 Receiver Operating Characteristic Curve

Another important parameter for determining the optimal threshold, which bal-
ances the generalizability of the model while maintaining a high true positive rate
and a low false positive rate, is the Receiver Operating Characteristic (ROC) curve.
It quantifies the model’s performance across various thresholds. The area under
the curve (AUC) is commonly used to evaluate the performance of classification
models, such as face recognition models. An AUC value of 1 indicates that the
model is operating at 100% accuracy. Another key feature to note in the ROC
curve is the corner point (also called the elbow point); if this point is close to the

top-left corner, it indicates the model is performing well.

During inference, especially when selecting thresholds, both objectives are tar-
geted: maximizing the area under the curve and positioning the corner of the
curve as close as possible to the top-left corner of the graph. The ROC curve of
the proposed model is shown in the following figure 4.3. In addition, the ROC
curve helps visualize the trade-off between sensitivity and specificity, guiding the
selection of an appropriate threshold for reliable recognition. It also highlights

how model decisions evolve under different operating conditions. This graphical
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Figure 4.3: SLDC ROC Curve

interpretation simplifies the understanding of how well the system distinguishes
between genuine and imposter pairs. Overall, the ROC curve serves as an essential
diagnostic tool, providing insight into the consistency and decision boundaries of

the recognition system.

4.1.5 TPR and FPR

The true positive rate (TPR) measures how well a model correctly classifies pos-
itive or genuine samples as true positives. A true positive is a sample that is
correctly identified as belonging to the positive class. To calculate the true posi-
tive rate, the number of true positives is divided by the total number of positive
samples. The total number of positive samples includes both the true positives
and those positive samples that were incorrectly classified as negative. When a
positive sample is misclassified as negative, it is called a false negative. There-
fore, the total number of positive samples is the sum of true positives and false

negatives. The formula is:

TP

TPR = ———
R TP+ FN

(4.1)
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Similarly, other metrics can be calculated, such as the true negative rate (TNR).
The TNR is similar to the TPR but focuses on the negative class. When a negative
sample is correctly classified as negative, it is called a true negative. However, some
negative samples may be incorrectly classified as positive by the model; these
are called false positives. To calculate the TNR, the number of true negatives
is divided by the total number of negative samples, which includes both true

negatives and false positives. Thus, the formula is:

TN

TNR= ——
R=TFprrn

(4.2)

A slightly different form of this equation, known as the false positive rate (FPR),
is often used. To obtain the ROC curve, the TPR is plotted against the FPR,

which is calculated as:

FPR =1— TNR (4.3)

In addition to setting an optimal threshold, the effect of Different factors on the
performance of face recognition models were analyzed, with the objective of iden-
tifying the most important factors that affect performance either positively or neg-
atively. By varying parameters such as image resolution, frame complexity (e.g.,
frames containing multiple small faces), image quality, and image alignment, it was
found that the factor with the greatest negative impact on the model Performance
is the alignment of the input image. The area under the curve drops dramatically
by nearly 50 percent when alignment is not performed, indicating that the model’s
accuracy falls to about 50%. Beyond accuracy, the model must be practical for
real-world applications such as attendance systems, where slow models are not
competitive. Additionally, alignment is one of the most time-consuming processes
in face recognition. Therefore, there should be a tradeoff between time complexity
and accuracy, or alternative solutions should be explored that increase accuracy

while keeping time complexity constant or reduced.
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4.2 Comparison of Face Detection Models

In this section, the face detection models utilized in the pipeline are compared.
Four different models are considered: the Multi-task Cascaded Convolutional
Network (MTCNN) and three variants of RetinaFace, namely RetinaFace with
a ResNetb0 backbone, RetinaFace with a Slim backbone, and RetinaFace with
an RBF backbone. The evaluation is based on several metrics, including detec-
tion ratio, detection accuracy, number of false bounding boxes, number of correct

bounding boxes, number of detected frames, and number of undetected frames.

All the models, both in detection and recognition, have been tested on 255 frames.
The frames are extracted from the initial 15 seconds of a short video recorded
during dataset creation at the university, containing three significant individuals
approaching the camera. All detectors were evaluated against each FR model,
resulting in 16 possible combinations with the inclusion of Slim as the detector

network for RetinaFace.

However, the performance of MTCNN showed a significant gap compared to the
other detectors. Therefore, MTCNN was tested under various thresholds, and an
appropriate one was selected. Consequently, the evaluation process is divided into
two parts: testing MTCNN under different thresholds, and combined testing of all
models with their comparative analysis. Additionally, this multi-model evaluation
approach ensures that both lightweight and deep architectures are analyzed under
identical conditions. The comparative framework highlights the trade-offs between
computational efficiency and detection reliability. However, this analysis also helps

identify the most suitable detector for real-world deployment scenarios.

4.2.1 MTCNN Optimal Thresholds

The first column of Table 4.1 shows the face recognition (FR model) used, and
the second indicates the face detection (FD model). The next is the threshold.

There are three layers in MTCNN; therefore, there are three decimal values, one
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Table 4.1: MTCNN under Various Thresholds

FR Model FD Model Thresholds T. Frames D. Frames C-R F-R U. Bboxes C. Bboxes

AdaFace MTCNN 0.4, 0.5, 0.6 255 6 4 0 2 249
ArcFace MTCNN 0.4, 0.5, 0.6 255 6 4 0 2 249
M.facenet MTCNN 0.4, 0.5, 0.6 255 6 1 4 1 249

SLCD MTCNN 0.4, 0.5, 0.6 255 6 4 0 2 249
AdaFace MTCNN 0.3,0.4, 0.6 255 20 12 6 2 235
ArcFace MTCNN 0.3,04, 0.6 255 20 0 8 12 235
M.facenet MTCNN 0.3,0.4, 0.6 255 20 3 16 1 235

SLCD MTCNN 0.3,04, 0.6 255 20 12 0 8 235
AdaFace MTCNN 0.1,0.2,0.6 255 2 60 3 0 183
ArcFace MTCNN 0.1,0.2, 0.6 255 95 46 1 0 160
M.facenet MTCNN 0.1,0.2, 0.6 255 2 26 23 3 183

SLCD MTCNN 0.1,0.2, 0.6 255 72 48 0 2 183

for each layer. Total frames are 255. Detected Frames are the frames that have a

bounding box, either correctly or incorrectly identified.

The next column is of the correctly recognized (C-R) faces. A face covered by
a valid bounding box, if recognized correctly, is counted as correct recognition;
similarly, false recognition refers to a detection where a person is wrongly detected,
for example, if he was actually Abdul Saboor but was named as Mohsin Ullah.
Correct bounding boxes (bboxes) are those that surround a human face, and if a
knee or a point other than the face is covered by a bounding box, it is counted
as a false bounding box. The column representing the unknown bounding box
indicates that the person is not recognized. The last column represents the frames
gone undetected, which means that the corresponding combination of FR model

and face detection model was not able to locate any bounding box in that frame.

In Figure 4.4, it can be observed that the detection ratio of frames, i.e., the num-
ber of total frames detected, increases if the threshold is decreased. However, the
number of correct bounding boxes decreases, which means the threshold cannot
be decreased excessively, as the model starts detecting other objects as a face. For
more clarity, consider the following table representing the accuracy of the bound-
ing box, correct recognition, and detection ratio of each combination. The tables
4.4 correspond to the accuracy of bounding boxes and the accuracy of recognition
(Rec-Accuracy). The last column represents the detection ratio. The number of

correctly recognized faces divided by the sum of correctly recognized and falsely
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Table 4.2: Face Recognition Model Parameters

FR Model FD Model Total Rec- BBox Ac- Detection
Frames Accuracy curacy Ratio

ADA face Retina (Resnet) 255 99% 100% 53%
ADA face Retina (Slim) 255 96% 100% 49%
ADA face Retina (M.net) 255 93% 99% 65%
ADA face MTCNN(0.1,0.2,0.6) 255 95% 47% 28%
ARC face Retina (Resnet) 255 99% 100% 53%
ARC face  Retina (Slim) 255 94% 100% 49%
ARC face Retina (M.net) 255 86% 99% 65%
ARC face MTCNN(0.1,0.2,0.6) 255 98% 40% 37%
M.facenet Retina (Resnet) 255 26% 100% 53%
M.facenet Retina (Slim) 255 11% 100% 49%
M.facenet Retina (M.net) 255 21% 100% 79%
M.facenet MTCNN(0.1,0.2,0.6) 255 53% 46% 28%
SLCD Retina (Resnet) 255 84% 100% 53%
SLCD Retina (Slim) 255 93% 100% 49%
SLCD Retina (M.net) 255 94% 99% 65%
SLCD MTCNN(0.1,0.2,0.6) 255 100% 43% 28%
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Figure 4.5: Face Recognition Performance Including Recognition Accu-
racy, Detection Ratio, Bounding Box Accuracies using Multi Convolutional
Neural Networks as Face Detector

recognized faces is the recognition accuracy; similarly, the same applies to the
accuracy of bounding boxes. This table provides sufficient information about the
performance of MTCNN at different thresholds. Observed graphically, some mean-
ingful trends can be identified. The following figure presents the graphical repre-
sentation of the preceding table 4.4. The graph 4.5 depicts that the detection ratio
of MTCNN can be increased, but there is a clear trade-off between the detection
ratio and the accuracy of both recognition and bounding boxes. The recognition
accuracy and the bounding box accuracy decrease when the threshold is decreased.
If the threshold is further decreased, then the detection ratio suddenly rises while
the bounding box accuracy falls to a large extent; hence, thresholds of 0.1, 0.2,
and 0.6 are chosen for MTCNN because these values offer a moderate detection
ratio and accuracy. This discussion concludes the performance of face recognition
models when using MTCNN as a detector under various thresholding conditions.
The following section presents the summary of all the combinations available in
the pipeline, including the MTCNN combinations with the specified thresholds
mentioned above. Furthermore, this analysis highlights the sensitivity of MTCNN
to threshold tuning, emphasizing the importance of balancing detection coverage

and localization precision.
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4.2.2 Combined Comparison
Table 4.3: Face recognition and detection parameters
FR Model FD Model T-F Det- C- F- U- C-Bx F-Bx
F R R Bx
ADA face Retina (ResNet) 255 136 92 1 43 136 0
ADA face Retina (Slim) 255 124 10 O 4 20 124
ADA face Retina (M.net) 255 165 99 7 58 163 1
ADA face MTCNN(0.1,0.2,0.6) 255 72 60 3 0 63 72
ARC face Retina (ResNet) 255 136 10 1 1 34 136
ARC face Retina (Slim) 255 124 10 O 6 18 124
ARC face Retina (M.net) 255 165 10 5 17 43 164
ARC face MTCNN(0.1,0.2,0.6) 255 95 46 1 0 46 68
M.facenet Retina (ResNet) 255 136 31 88 17 136 0
M.facenet Retina (Slim) 255 124 12 99 13 124 0
M.facenet Retina (M.net) 255 201 33 121 47 201 0
M.facenet MTCNN(0.1,0.2,0.6) 255 72 26 23 3 55 64
SLCD Retina (ResNet) 255 136 10 O 19 17 136
SLCD Retina (Slim) 255 124 11 1 8 5 124
SLCD Retina (M.net) 255 165 12 0 8 37 164

4.3 Comparison of Face Recognition Models

This section presents a comparison of the face recognition models used in the

pipeline. Both convolutional neural network (CNN) based models and vision trans-

former (ViT) based models are considered. The comparison is carried out in two

stages: first among the CNN-based models, and then across all models, including
both CNN and ViT architectures. The CNN-based models include AdaFace, Arc-
Face with a ResNet backbone, ArcFace with a MobileNet backbone, and a SubCen-

ter learning and contrastive distillation model. In addition, two transformer-based

models are evaluated: ViT-B16 and ViT+KprPE. The evaluation on the custom

dataset is based on recognition accuracy, false recognition rate, correct recognition

rate, and the number of bounding boxes classified as unknown. For evaluation on

benchmark datasets, the metrics used are recognition accuracy, recall, precision,

and Fl-score.
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Figure 4.6: Pipeline comparison in terms of all parameters

4.3.1 Comparison of CNN-based Face Recognition Models

The first column of the table 4.3 represents the face recognition models, and the
second column represents face detection models. The name inside the parenthe-
ses indicates the backbone networks used in face detection models, i.e., Retina
(Resnet), which represents that the detector is RetinaFace and the backbone net-
work used is Resnet. The remaining columns are similar to the tables earlier in
this section. The following graph 4.6 is the graphical representation of the table
4.3.

The graph 4.6 presents the performance of all combinations of proposed pipeline. It
can be visualized that the performance of AdaFace and ArcFace is quite similar in
terms of all the evaluation parameters, including C-R, F-R, and correct bounding
boxes, but it is quite overlapping. All other combinations can be evaluated in
terms of accuracy. From the graph, it can be seen that the accuracy of the last
combination is 100 percent; similarly, the accuracy of the 8th combination is nearly
100 percent. Both combinations have MTCNN as the detector. but in the previous
tables and graphs, it is observed that the false bounding box rate is quite high
for these combinations; in addition to that, the detection ratio is also very low as
compared to other combinations. Hence, recognition accuracy alone cannot give

much info about the performance of different combinations, as shown in Figure 4.7;
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Figure 4.8: Detection Ratio and Accuracy Trade-off

therefore, Other measures along with the recognition accuracy have been included.
It can be understood from the following table 4.4. These additional metrics provide

deeper insights into model robustness and overall system reliability.

This table 4.4 provides the bounding box accuracy, recognition accuracy, and, in
addition to that, the detection ratio of each combination. From this table, it is easy
to understand that models having 100 percent accuracy may have a low detection
ratio and sometimes a low bounding box accuracy. Let us now have a graphical

view of the table 4.4, which further simplifies decision-making in determining
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Table 4.4: Face Recognition Model Parameters

FR Model FD Model Total Rec- bbox Detection
Frames Accuracy Accuracy Ratio

ADA face Retina (Resnet) 255 99% 100% 53%
ADA face Retina (Slim) 255 96% 100% 49%
ADA face Retina (M.net) 255 93% 99% 65%
ADA face MTCNN(0.1,0.2,0.6) 255 95% 47% 28%
ARC face Retina (Resnet) 255 99% 100% 53%
ARC face Retina (Slim) 255 94% 100% 49%
ARC face Retina (M.net) 255 86% 99% 65%
ARC face MTCNN(0.1,0.2,0.6) 255 98% 40% 37%
M.facenet Retina (Resnet) 255 26% 100% 53%
M.facenet Retina (Slim) 255 11% 100% 49%
M.facenet Retina (M.net) 255 21% 100% 79%
M.facenet MTCNN(0.1,0.2,0.6) 255 53% 46% 28%

SLCD Retina (Resnet) 255 84% 100% 53%

SLCD Retina (Slim) 255 93% 100% 49%

SLCD Retina (M.net) 255 94% 99% 65%

SLCD MTCNN(0.1,0.2,0.6) 255 100% 43% 28%

which combination has overall good performance. It can be seen from the graph
4.8 that both recognition and bounding box accuracies are simultaneously high for
AdaFace, ArcFace, and, to some extent, for the Sub-center learning model as well.
However, when considering all three parameters, including the detection ratio, the
highest-performing combinations can be identified. Two combinations stand out,
where both recognition accuracy and bounding box accuracy are approximately
100 percent, and the detection ratio is also reasonable. These combinations are
the 1st and the Hth. A closer examination of the table reveals that the first
combination, which is AdaFace as the face recognition model with RetinaFace as

the detection model, provides the best performance.

4.3.2 Combined Comparison of Face Recognition Models

This subsection presents a combined evaluation of convolutional neural network

(CNN)-based and Vision Transformer (ViT)-based face recognition models. The
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comparison is carried out using multiple benchmark datasets and considers fac-
tors such as recognition accuracy, number of model parameters, computational
complexity, training cost, and inference speed. The objective is to provide a clear
assessment of the trade-offs between CNN and ViT architectures, highlighting
whether the higher complexity of transformer-based models results in significant
performance improvements over their CNN counterparts. Furthermore, this eval-
uation aims to identify the optimal balance between accuracy and efficiency for
real-world deployment scenarios. Additionally, the analysis explores how model de-
sign choices impact generalization across diverse datasets. The findings contribute
to understanding which architectures are better suited for practical face recogni-

tion applications. Table 4.5 presents the accuracy of both Vision Transformer

Table 4.5: Accuracy (%) of ViT and CNN-based face recognition models
on benchmark datasets.

Model Type Model + Loss LFW CFP-FP CPLFW CALFW CFP-FF VGG2-FP
ViT ViT (Base) + AdaFace 99.80  94.97 98.94 98.94 94.03 97.48
ViT ViT (KPRPE) + AdaFace 99.82  95.65 99.30 99.30 95.93 98.10
ViT ViT-S/16 + AdaFace 99.70  94.10 98.40 98.50 95.50 97.00
ViT ViT-S/16 + ArcFace 99.60  93.60 97.80 98.00 94.80 96.50
CNN ResNet-50 + ArcFace 99.77  98.57 93.30 95.87 99.60 95.44
CNN MobileNetV2 4 ArcFace 99.18  98.91 86.50 94.80 98.70 93.30
CNN ResNet-50 + AdaFace 99.78  98.97 94.15 96.00 99.78 95.68
CNN ResNet + SL&CD 99.68  97.30 92.40 95.50 99.20 95.00

Table 4.6: Compact comparison of ViT and CNN-based face recognition
models: complexity, resources, and latency.

Model Model + Loss Params (M) FLOPs (G) Train Cost Infer Time (ms) Size (MB)
Type

ViT ViT (Base) + AdaFace 86 17.6 High 15.2 345
ViT ViT (KPRPE) + AdaFace 88 18.1 High 15.6 350
ViT ViT-S/16 + AdaFace 22 4.6 Medium 10.3 90
ViT ViT-S/16 4+ ArcFace 22 4.6 Medium 10.5 88
CNN ResNet-50 + ArcFace 25.6 4.1 Medium 8.2 98
CNN MobileNetV2 + ArcFace 3.4 0.3 Low 2.1 14
CNN ResNet-50 + AdaFace 25.6 4.1 Medium 8.3 98

CNN ResNet + SL&CD 25.0 4.0 Medium 8.5 96
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(ViT) and Convolutional Neural Network (CNN) based face recognition models
across various benchmark datasets such as LFW, CFP-FP, CPLFW, CALFW,
CFP-FF, and AGE-DB30. ViT-based models such as ViT Base + AdaFace and
KPRPE + AdaFace demonstrate high accuracy levels, achieving up to 99.82% on
LFW and 95.65% on CFP-FP. While these accuracies marginally surpass those of
CNN-based models, the differences are largely negligible (generally below 0.5%).
On the other hand, CNN-based models like ResNet-50 + ArcFace and ResNet-
50 + AdaFace yield comparable performance, such as 98.57% on CFP-FP and
97.78% on AgeDB-30, despite having much lower model complexity. Further-
more, lightweight CNN architectures such as MobileFaceNet and MobileNetV2
still achieve competitive results and are more suitable for real-time or edge device
deployment. Key Insight: ViT-based models may slightly outperform CNN-based
models in certain datasets; however, the performance gain is often negligible for

most practical applications.

4.3.2.1 Computational and Efficiency Comparison

Table 4.6 compares the computational characteristics of the evaluated models, in-
cluding number of parameters, FLOPs, training cost, inference latency, and model
size. ViT-based models are significantly heavier in terms of computational cost.
For example, ViT Base + AdaFace has approximately 86 million parameters and
requires around 17.6 GFLOPs, leading to higher training complexity and slower
inference time (approximately 15.2 ms). Even relatively compact ViT variants like
ViT-S/16 + ArcFace carry computational costs similar to those of ResNet-50 but
deliver lower accuracy, making them less efficient in terms of performance per pa-
rameter. In contrast, CNN-based models such as ResNet-50 have only 25.6 million
parameters—almost one-third of ViT-Base, yet achieve comparable or even supe-
rior accuracy. Furthermore, lightweight models like MobileNetV2 (around 3.4M
parameters) show minimal inference latency (approximately 2.1 ms) and a small
memory footprint, making them ideal for deployment in resource-constrained en-
vironments. Key Insight: CNN-based models are far more efficient in terms of

training and inference cost while maintaining high recognition performance.
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4.3.2.2 Summary

Although Vision Transformer (ViT) models have shown promise in face recogni-
tion tasks, they are typically associated with significantly higher computational
cost, parameter count, and memory consumption compared to CNN-based mod-
els. For example, ViT Base with 86 M parameters offers only marginal accuracy
improvements over ResNet-50 with 25M parameters. Compact ViT models like
ViT-S/16 are closer to CNNs in terms of parameter count but still fail to match
their performance. Thus, despite the architectural advances offered by transform-
ers, CNN-based models remain the preferred choice for practical face recognition
applications, particularly when computational efficiency and deployment cost are

major considerations.

4.4 Evaluation on Benchmark Datasets

The details of the evaluation datasets, along with their specific purposes, have
been outlined in Table 1.1. Each dataset evaluates a model under distinct and
challenging conditions, such as variations in age, pose, or other factors, thereby
enabling the identification of models that perform well under particular scenarios.
This facilitates clearer comparison among competing approaches and highlights
strengths and weaknesses under diverse conditions. The performance of CNN-
and transformer-based face recognition models was evaluated on six widely used
benchmarks: LFW, CFP-FP, CFP-FF, CPLFW, CALFW, and AGE-DB30. Fig-
ures 4.9-4.13 present the individual ROC curves for all five models across these

datasets. As shown in Figure 4.9.

ArcFace achieved the highest accuracy on LFW and CFP-FF, confirming its
strength under controlled and frontal settings, though its performance decreased
on CFP-FP and CPLFW, where large pose and age variations were present. Fig-
ure 4.10 illustrates MobileFace, which, while lightweight and efficient, performed
strongly on LE'W but recorded the lowest accuracy on CPLFW and CFP-FP, in-

dicating reduced robustness to cross-pose and cross-age scenarios. In Figure 4.11,
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AdaFace demonstrated more stable performance across all datasets, achieving
high accuracies comparable to ArcFace on easy benchmarks (LFW, CFP-FF)
and maintaining competitive results on more challenging ones such as CALFW
and CPLFW. Figure 4.12 highlights SLDC, which showed consistent and reliable
results across datasets, particularly under conditions of pose and age variation,

where its performance was competitive with transformer-based models.

Finally, Figure 4.13 presents ViT-Base, which achieved the most stable and con-
sistent recognition across all benchmarks, with strong accuracies even in difficult
scenarios such as CFP-FP and CPLFW, though with minor declines in CALFW
compared to its peak performance. Overall, these findings indicate that while Ar-
cFace and MobileFace are strong CNN-based baselines, they are more sensitive to
challenging variations, whereas AdaFace and SLDC provide improved generaliza-
tion in cross-pose and cross-age conditions, and ViT-based architectures offer the
highest stability across all benchmarks. Overall, these findings indicate that while
ArcFace and MobileFace are strong CNN-based baselines, they are more sensitive
to challenging variations. AdaFace and SLDC provide improved generalization,
particularly in cross-pose and cross-age conditions, while ViT-based architectures
offer the highest stability across all benchmarks. These trends are clearly illus-
trated in Figures 4.9-4.13, where the ROC subfigures highlight dataset-specific

behavior of each model.

4.5 Evaluation Summary

Based on the experimental results of the custom dataset, AdaFace consistently
outperformed all other face recognition models in the pipeline pipeline, includ-
ing ArcFace, SLCDL, and MobileFace. Although ArcFace achieved performance
close to AdaFace, SLCDL lagged slightly behind, and MobileFace ranked lowest
among the four CNN-based models. When evaluated on benchmark datasets, a

similar trend was observed. AdaFace achieved the highest accuracy across almost
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all datasets, except for the Cross Pose Labeled Faces in the Wild (CPLFW), where
ArcFace obtained the best result with AdaFace showing only a marginally lower
accuracy. SLCD again remained close to ArcFace, while MobileFace consistently
showed relatively weaker performance. These findings confirm AdaFace’s supe-
rior ability to handle intra-class variations such as pose and illumination changes.
Overall, its robust feature representation makes it the most reliable choice for

diverse and challenging face recognition scenarios.

The inclusion of the Vision Transformer (ViT Base) combined with AdaFace re-
vealed that ViTs can slightly surpass CNN-based models in terms of raw accuracy.
However, this gain is marginal and comes at the cost of significantly higher com-
putational complexity, a larger number of parameters like weights, longer training
time, and slower inference speed. This makes ViT-based approaches less practical
for real-world deployment without further optimization. Therefore, while ViTs
demonstrate potential for future advancements, CNN-based approaches such as
AdaFace and ArcFace remain more efficient and reliable choices for current face

recognition systems.
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Figure 4.9: ROC curves across six face verification benchmarks using Ar-
cFace.
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Figure 4.10: Receiver Operating Characteristic curves for MobileFace
across six benchmark datasets.
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Figure 4.11: Receiver Operating Characteristic curves across six face ver-
ification benchmarks as mentioned in the dataset section and SOTA face
recognition model with adaptive loss function named as AdaFace.



Results and Implementation

TPR

TPR

TPR

TPR

ROC Curve

TPR

ROC Curve

(Acc.

TPR

04 o6
FPR

((d)) cplfw
0.92)

(Acc.

ROC Curve

a ds
FPR

((b)) cip-ff (Acc.

0.99)

ROC Curve

4 06
FPR

((e)) Ifw

(Acc.

ROC Curve

TPR

10
0s
as
04
02
00
) 2 o a5 s
FPR

((c)) cfp-fp (Acc.
0.97)

ROC Curve

TPR

10
08
06
04
0z
00
00 02 04 o6 [ To
FPR

((£) Veg2-fp
(Acc. 0.95)

Figure 4.12: ROC curves across six face verification benchmarks using

SLDC loss.
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Figure 4.13: Receiver Operating Characteristic (ROC) curves across six
face verification benchmark datasets, including LFW, Age-DB, etc, using
Vision Transformer base model (ViT-Base).



Chapter 5

Conclusion and

Recommendations

5.1 Conclusion

This thesis presented a comprehensive comparative study of face recognition mod-
els from both the Convolutional Neural Network (CNN) and Vision Transformer
(ViT) domains, with a particular focus on real-world applicability beyond raw ac-
curacy. The evaluation encompassed a diverse set of state-of-the-art face recogni-
tion models, including ArcFace, AdaFace, MobileFace, and the Sub-center Learn-
ing with Contrastive Distillation Loss (SL&CDL) model, alongside multiple vari-
ants of Vision Transformer (ViT)-based architectures. For CNN-based pipelines,
robust face detection was ensured using variants of RetinaFace and MTCNN, pro-
viding aligned and high-quality face crops essential for consistent performance

evaluation.

Experiments were conducted on a wide range of benchmark datasets, including
CPLW, CALFW, CFP-FP, CFP-PP, LFW, and VGG2, as well as custom datasets
to evaluate model robustness in practical, unconstrained environments. While
ViT-based models showed slightly higher accuracy in some cases, the observed

performance gain was negligible with accuracy differences remaining within the

87



Conclusion and Recommendations 88

same two decimal places. This indicates that although ViTs offer a novel and
effective approach to face recognition, they do not significantly outperform CNNs
in practical terms when complexity, size, and computational cost are taken into
account. The results confirm that CNN-based models, especially lightweight and
efficient ones like MobileFace and well-optimized ones like ArcFace, still offer a
strong balance between performance and deployment efficiency, particularly in
embedded and real-time systems. In summary, while Vision Transformers are
promising for future face recognition advancements, current evidence suggests that
their marginal performance improvements do not yet justify the increased resource
demands. Future directions may include the development of hybrid architectures,
model compression for ViTs, and expansion into multimodal biometric systems
under this research to further enhance the robustness and applicability of face

recognition technologies.

5.2 Recommendations

Based on the findings and observations from this research, the following recom-

mendations are proposed for future work and practical applications:

1. Future research should explore hybrid architectures that combine the strengths
of both CNNs and Vision Transformers (ViTs), aiming to balance accuracy

and computational efficiency.

2. ViT-based models need further optimization through pruning, quantization,
and knowledge distillation to reduce their size and computational cost, en-

abling deployment in real-time and embedded systems.

3. Evaluation should include more diverse datasets with variations in illumina-

tion, pose, and occlusion to improve robustness.

4. Lightweight models like MobileFace and AdaFace are preferable in limited-

resource settings due to their low latency and competitive accuracy.
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