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Abstract

By merging certificateless aggregate signcryption scheme and elliptic curve cryp-

tography, a certificateless elliptic curve aggregate signcryption scheme is reviewed

and presented in this thesis. In the context of 5G wireless networks, it provides

confidentiality and authenticity of transmission of data. Unlike traditional encryp-

tion schemes, it provides robust security and simultaneously enables an efficient

aggregation of multiple encrypted messages. To lower the computational cost and

communication overhead, a signcryption scheme is used that combine digital signa-

ture and encryption in a single logical step. In this thesis, an efficient certificateless

aggregate signcryption scheme based on hyperelliptic curve has been introduced.

Hyperelliptic curves are suitable for cryptographic purposes because of smaller key

size and fast communication, thus best to use in IoTs devices. Instead of using

160-bit ECC for security and performance, the extended approach make use of

80-bit HEC. It provides non-repudiation, confidentiality, mutual authentication,

integrity and resilience against various security threats. Security of the extended

scheme relies on the hardness of hyperelliptic curve discrete logarithm problem.
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Chapter 1

Introduction

From ancient time till today, the secure data transmission over the public network

is a big issue. Throughout history, a variety of strategies have been used to

conceal information from spies in order to maintain secure communication during

military operations, world wars etc. Many cryptographic techniques were used to

prevent the enemy from obtaining crucial military data when kings and generals

had conversations with their troops. In today’s digital age, the rapid growth

of communication networks and electronic transactions has created an essential

need for secure data transmission and protection. Cryptography is the science of

keeping data safe from unauthorized access.

Egyptians applied cryptography for the first time around 1900 BC [1]. In Egyptian

society, it was applied in a variety of ways. To hide the secret messages from

those who were unaware of them, Egyptian scribes used hieroglyphic symbols.

Hieroglyphic symbols are pictorial symbols written in an extremely complex script.

Certain symbols stand for things, ideas, sounds, or activities. These are the most

well-known Egyptian scripts that are used to protect military and governmental

data. Julius Caesar, the Roman ruler, later invented the cipher, which is called the

Caesar cipher because of his name [2]. For the purpose of conveying codes or secret

messages, later on many cryptographic ciphers were designed. These comprise the

Playfair cipher [3], the mono alphabetical cipher [3], the poly alphabetical cipher

[4], the Hill ciphers of various orders, etc.

1
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1.1 Cryptology

The art and science of secure communication across unreliable channels is known

as cryptology [5]. It is the skill of creating secure systems and breaking them. The

creation of secure systems is referred to as “cryptography” while the cracking of

such a cryptosystem is referred to as “cryptanalysis”.

1.2 Cryptography

Cryptography is the process of secret communication in the presence of third party.

The word “cryptography” comes from the Greek words “kryptos” and “graphein”,

kryptos means hidden and graphein means writing. The primary goal of early cryp-

tography was to secure the content of messages while they were being transported

from one location to another by turning them into an unintelligible series of num-

bers. From simple message confidentiality to message integrity, sender/receiver

identity authentication and digital signatures, cryptography has advanced in the

modern era. It includes encrypting and decrypting textual data. Mathematical

functions are used for encryption and decryption. In encryption plaintext (origi-

nal message) is converted into ciphertext (coded message) whereas, in decryption

ciphertext is converted back into the corresponding plaintext.

Cryptography is further divided into two main branches, the symmetric key cryp-

tography and asymmetric key cryptography. In symmetric key cryptography, both

the sender and receiver use a single key for encryption and decryption. This single

key is only accessible by the sender and receiver. The main drawback of symmetric

key cryptography is key distribution. To resolve this problem, in 1976 Diffie and

Hellman [6] proposed a public key cryptography or asymmetric key cryptography.

In public key cryptography, both the sender and receiver use two different keys,

one is known as public key that is known to everybody and the other is known

as private key that is kept secret. RSA [7], El-Gamal [8] and ECC [9] (elliptic

curve cryptography) are the public key cryptosystems. Public key cryptography
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involves encryption and digital signature that ensure the confidentiality and au-

thentication of communication. Public key cryptography operations are complex

as compared to private key cryptography but it provides highest level of security

as compared to others. Public key cryptography has great advantages over the pri-

vate key cryptosystem. Public key cryptosystem publish a directory of public keys

so that when somebody wants to send a message then he simply look the public

key of specific user and use the agreed algorithm for message sending. Then the

authentic receiver has the decrypting key and able to read the content of original

message.

Modern cryptography [10] provides security features such as confidentiality, au-

thentication, integrity, non-repudiation, unforgeability, forward secrecy of mes-

sages and public verification. Now a days, the modern science of cryptography is

not so limited, it has been used in many ways like random numbers, electronic sig-

nature, secure key exchange, electronic voting, electronic money and many more.

1.3 Cryptanalysis

By examining and taking advantage of flaws in cryptographic methods, a process

known as cryptanalysis can be used to study and decrypt ciphers, codes and

encrypted material. To put it briefly, cryptanalysis is the process of obtaining

the plaintext without decryption key [11].

Cryptanalysis methods are used to evaluate a scheme’s strength against known

attacks. Additionally, cryptanalysis is carried out to identify the scheme’s vulner-

abilities in order to break the system. The attacks will be successful if the scheme

is weak or open to several attacks. The primary objective of cryptanalysis is to

gather as much information as possible about the plaintext in order to break the

system, obtain the plaintext’s ciphertext and obtain the keys necessary to decrypt

more messages that share the same key [11]. The goal of cryptanalysis is to reveal

the secrets that are hidden in encrypted data. The categorization of cryptanalysis

attacks is based upon the nature of the information that the attacker possesses.

Numerous cryptanalysis attacks are employed to assess the weakness of various
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schemes. Known plaintext attacks (KPA), chosen plaintext attacks (CPA), cho-

sen ciphertext attacks (CCA), man in the middle attacks (MITM), man at the

end attacks (MATE) and brute force attacks are the different categories for these

cryptanalysis attacks. For detail on these attacks, the reader is referred to [12].

1.4 Signcryption Scheme

In 1997, Zheng [13] proposed a new cryptographic technique called Signcryption.

It combines the capabilities of an encryption algorithm with a digital signature

for confidentiality and authentication. Therefore, one can concurrently execute

the function of both digital signature and encryption in a single logical step. It

reduces the computational cost as compared to signature-then-encryption scheme.

In the signcryption design set up by Zheng, the sender uses the receiver’s public

key to make a secret key for symmetric encryption. After the receiver gets the

ciphertext and digital signature he uses his private key to make the same secret

key.

Over time, a number of signcryption methods [13–19] have been established, each

technique has advantages and disadvantages of its own, as well as varying levels

of computational costs and security services.

1.5 Literature Survey

Although fifth generation (5G) technology is still in its beginnings, there are a num-

ber of security concerns with it. The 5G network of the future will be extremely

diversified, open and adaptable. Since 5G communication’s Internet of Things

(IoTs) terminal access method mostly uses wireless access, in large-scale situations

it will result in excessive system resource consumption and signal congestion. The

IoTs framework makes use of cloud storage, user-facing apps, web-enabled smart

devices with embedded technologies and underlying internet structure [20]. The

benefits of IoTs have demonstrated potential in a number of industries, including
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supply chains, healthcare, banking, agriculture and many more [21]. There are

significant issues associated with the growing number of apps and the prediction

of more device connections [22]. One of the main issues for everyone is security

[23, 24]. It also inherits the security vulnerabilities associated with wireless net-

works [25]. Therefore, in order to solve the problem of terminal and network

authentication, aggregate signcryption scheme (ASC) [26] was introduced. This

approach eliminates the need for a reliable third party by combining the sign-

crypted ciphertexts produced by various terminals into a single ciphertext. Once

the aggregation scheme is adopted, numerous IoT devices have access to certified

communication in a 5G environment. A short signature is created by aggregating

the various signatures of η signers in some fashion, and aggregate signatures (AS)

[27] can guarantee non-repudiation for distinct messages. AS lowers the processing

costs and storage space needed for the verification process. Across 5G environ-

ments, cloud computing, wireless networks, IoTs, and electronic medical devices,

AS has many uses. By incorporating aggregate signatures in signcryption scheme,

ASC scheme can be established [28–32].

The certificateless ASC (CL-ASC) scheme was proposed by Lu and Xie [33] in

2011. For wireless sensor networks, Yu and Ren [34] developed a new certificate-

less elliptic curve aggregate signcryption scheme. Later, Zhang et al. [35] devel-

oped an effective and publicly verifiable CL-ASC scheme. Eslami and Pakniat [36]

developed a CL-ASC scheme that is provably secure through pairing work. With

inside security, Zhang et al. [37] developed an effective CL-ASC method. IoTs

can use the CL-ASC framework described in [38]. To create a reliable data trans-

mission model, Elhoseny and Shankar [39] combine aggregation with signcryption

approach.

There are several benefits to the ECC [9, 40–43], including high security, low

storage space needs and in-expensive bandwidth needs. ECC has several benefits,

including 5G communication, digital economies, smart medical care, embedded

systems and intelligent card systems. Most CL-ASC systems have been designed

so far using bilinear pairings. Therefore, developing a secure and effective ECC

based CL-ASC method is a crucial issue. As a result, IoTs must take into account
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the cost and effectiveness of communication secrecy and authentication. In [34],

the certificateless elliptic curve aggregate signcryption technique (CL-ECASC) for

IoTs is suggested to address the aforementioned issues and achieve data secrecy

while enhancing authentication efficiency. Because CL-ECASC scheme has a lower

communication cost and a faster calculation efficiency, it can be used for secure

information transmission.

In 1989, Koblitz [44] proposed that encryption systems based on the discrete loga-

rithm problem (DLP) be designed utilizing hyperelliptic curves rather than simple

elliptic curves. Extended versions of elliptic curves are called hyperelliptic curves.

Hyperelliptic curves [45] have one major advantage, that is, their key size is small.

In comparison to an elliptic curve, a hyperelliptic curve requires a smaller finite

field to get a certain security level. Hyperelliptic curves of genus 2 are presented

in Chapter 2.

1.6 Thesis Contribution

In this thesis, “Certificateless elliptic curve aggregate signcryption scheme (CL-

ECASC)” proposed by Yu and Ren [34] is reviewed. They proposed the scheme

by merging ECC and CL-ECASC scheme [23, 46, 47] in the context of 5G wireless

networks. For the transmission of secure and authenticated messages, the scheme

is based on ECC, which offers both digital signature and encryption with low

computational cost in comparison to signature-then-encryption schemes. This

method offers strong security because its security depends on the elliptic curve

discrete logarithm problem (ECDLP) and elliptic curve Diffie-Hellman problem

(ECDHP). Compared to other cryptosystems, this scheme offers integrity, forward

secrecy, message confidentiality, authenticity, unforgeability, verification and non-

repudiation. It offers quicker processing and shorter key lengths.

The reviewed scheme is further extended using hyperelliptic curves. It enhance

the security of existing scheme, making it more resistant to cryptographic attacks.

Using hyperelliptic curve in extended scheme, provides the same security level as

elliptic curves but with smaller key size which is more faster and provides low
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computational cost. Security of the extended scheme relies on the hardness of

hyperelliptic curve discrete logarithm problem.

1.7 Thesis Layout

The structure of the rest of the thesis is described as:

Chapter 2, presents mathematical background that is related to our scheme,

including basic definitions of cryptography, digital signatures and signcryption.

Additionally, the section includes various cryptanalysis attacks that are used in

our scheme.

Chapter 3, covers a detailed analysis of elliptic curve aggregate signcryption

scheme of Yu and Ren [34] based on certificateless elliptic curve cryptography. A

comprehensive analysis about security of the scheme is also presented.

Chapter 4, presents aggregate signcryption scheme which is based on certifi-

cateless hyperelliptic curve cryptography. The working of the proposed scheme is

covered in detail.

Chapter 5, covers the security analysis of proposed scheme and comparison with

other schemes. Also the comparison of communication analysis and computational

cost analysis with other schemes is provided.

Chapter 6, provides the overall conclusion.



Chapter 2

Preliminaries

Some fundamental definitions from the field of cryptography and related mathe-

matics are presented in this chapter. For the benefit of the reader, a few basic

definitions, notations, algebraic and cryptographic results are further included.

This chapter also covers several hard cryptographic problems and the mathemat-

ical framework.

2.1 Mathematical Background

Definition 2.1.1. Group

“A non empty set G is called a group under a binary operation ‘∗’, if for any three

elements a,b,c ∈ G, following axioms are satisfied:

1. Closure Law: a ∗ b ∈ G for all a, b ∈ G

2. Associativity: (a ∗ b) ∗ c = a ∗ (b ∗ c) for all a, b, c ∈ G

3. Identity element: There is an identity element e ∈ G such that

a ∗ e = e ∗ a = a

for all a ∈ G

8
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4. Inverse element: For all a ∈ G, there exists an element a′ ∈ G such that

a ∗ a′ = a′ ∗ a = e

Then a′ is called inverse of a

A group G is called abelian if it satisfies

a ∗ b = b ∗ a

for all a, b ∈ G [48].”

Definition 2.1.2. Field

“A non-empty set F together with two binary operations ‘+’ and ‘∗’ defined on F

is said to be field if it satisfies following axioms:

1. F is an abelian group under addition.

2. F\{0} is an abelian group under multiplication.

3. Left and right distributive laws are hold in F [49].”

Definition 2.1.3. Extension Field

If Fp and Fq are two fields and Fp ⊆ Fq, Fp is a subfield of Fq, then we say that Fq
is the extension field of Fp.

Example: The set of complex numbers C is the extension field of real numbers

R and real numbers is an extension field of rational field Q.

Definition 2.1.4. Algebraic over the field

If Fq is an extension field of Fp, an element α ∈ Fq is called algebraic over Fp if

there is a non zero polynomial f such that f(α) = 0, where f ∈ Fp.

Definition 2.1.5. Algebraically closed

A field Fp is algebraically closed if every polynomial with coefficient in Fp has roots

in Fp. For example, the field C is algebraically closed.
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Definition 2.1.6. Galois Field

“For every prime p and a positive integer n, there is exactly one finite field of order

pn. This field GF (pn) usually referred as Galois field of order pn [50].”

F2, F3, F5 are all finite fields and their Galois fields are F23 , F32 , F52 respectively.

2.1.1 One way Function

A function that is easy to compute in one direction, but computationally infeasible

to invert in the other direction. More specifically, for given x it is easy to compute

f(x) but for given f(x), it is highly challenging to get x. An essential component

of cryptography is one way function.

2.1.2 One way Trapdoor Function

A one way trapdoor function f is a function that satisfies the following properties.

1. Computing f(x) is simple for given x in the domain of f .

2. Unless particular information is given, it is computationally impossible to

determine x such that f(x) = y, for given y in the range of f .

Figure 2.1: One Way Trapdoor Function
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2.1.3 Integer Factorization Problem(IFP)

“An integer factorization problem is defined as, let m be a given number and

m ∈ Z, the problem of decomposition of m into the product of primes pa and qb

such that m = paqb [51].”

2.1.4 Discrete Logarithm Problem (DLP)

“Given x, y ∈ Z such that

xn = y mod p

then finding n is known as integer factorization problem [51].”

2.2 Cryptology

The word “cryptology” originates from the Greek terms kryptos and logos. Kryp-

tos means hidden, while logos refers to words. The science that studies encrypted

and secret communications is called cryptology. There are two main branches of

cryptology:

1. Cryptography

2. Cryptanalysis

2.2.1 Cryptography

The science of private communication through a public network is called cryptog-

raphy. It is the science of encrypting and decrypting messages using mathematical

functions. Plaintext or cleartext is the term used in cryptography to describe the

initial message. The term “encryption” refers to the process of hiding contents

of plaintext message from others. Decryption is the procedure that turns the ci-

phertext back into plaintext. A cryptosystem consists of plaintext, ciphertext,
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encryption algorithms, decryption algorithms and the key k, where the key is an

entity utilized by the communicating parties for the encryption and decryption

processes. Written communications had previously been made private through

the application of cryptography. It was just a set of encryption mechanism. It

had the same principles to apply equally for securing data flow between computers

or to encrypting television signals. The applications of the modern (mathematical)

science of cryptography are numerous and include random numbers, data integrity,

electronic signatures, electronic voting, electronic money, secure key exchange and

many more.

Figure 2.2: A Typical Cryptosystem

2.2.2 Security Attributes of Cryptography

The following security parameters are addressed by modern cryptography.

1. Confidentiality: It is the process of keeping information confidential so

that only the person who is supposed to get it can understand it. It refers to

securing the data against unauthorized or uninvited parties. Many impor-

tant pieces of information have become available in recent years, including

trade secrets, credit card numbers, bank account statements, government

and military paperwork, and many more from many aspects of daily life.

Everybody wants to protect their personal information so that secrets are

kept private and unknown to other parties.
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2. Authentication: It is the process of providing the recipient with confirma-

tion of the sender’s identification so they may be guaranteed the communi-

cation was sent by the actual recipient.

3. Integrity: It is a technique to guarantee that data is not read or altered

while being transmitted or stored.

4. Non-repudiation: Nobody can claim not to be the sender of information.

It is a way to make sure that data cannot be rejected.

5. Unforgeability: The signature verification algorithm makes it computa-

tionally impossible for an attacker to produce a signature.

6. Forward secrecy: When someone discovers the sender’s private key but the

ciphertext cannot be decrypted by anyone. By employing random numbers

in the ciphers, this feature can typically be preserved.

7. Public Verification: Any third party can confirm the signature without

knowing the sender’s or recipient’s secret key. Therefore, to verify the sig-

nature anyone can use the public key without having to read the contents of

the original message.

2.3 Types of Cryptography

Two main areas of cryptography are:

• Symmetric Key Cryptography

• Asymmetric Key Cryptography

2.3.1 Symmetric (Private) Key Cryptography

In symmetric key cryptography (which is also known as private key cryptography),

for encryption and decryption during transmission of a message both the sender

and the receiver use the same key known as secret key or private key. It is quick
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and very simple [52]. Advanced Encryption Standard (AES) [52], Data Encryption

Standard (DES), Blowfish [53], Double Data Encryption Standard (2DES) [48],

and Triple Data Encryption Standard (3DES) [48] are few examples of private key

cryptography. Key sharing in symmetric key cryptography, which requires that

the private key be sent to every communication partner, is the main drawback.

Symbolically, the encryption and decryption in symmetric key cryptography is

expressed as

c = Ek(m)

and

m = Dk(c)

where m, c and k are plaintext, ciphertext and private key respectively.

Figure 2.3: Symmetric Key Cryptography

2.3.2 Asymmetric (Public) Key Cryptography

In 1976, Diffie and Hellman developed public key cryptography [54] by introducing

the idea of using two keys, the public key and the private key. When sending a

plaintext, the sender encrypts it with the recipient’s public key. The recipient

then decrypt the ciphertext using his/her private key to recover the plaintext.

The public key is known to all and the private key is kept secret, but they are

mathematically related. The idea is based on one way trapdoor function. That
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is, the process of generating the public and private keys is quite simple, however

from the public key it is challenging to determine the private key.

Symbolically, the encryption and decryption in asymmetric key cryptography is

expressed as

c = Ek1(m)

and

m = Dk2(c)

where m, c, k1 and k2 are plaintext, ciphertext, public key and private key respec-

tively.

El-Gamal [8], ECC [9] and RSA [55] are few examples of public key cryptosystems.

Encryption and digital signatures are used in public key cryptography to guarantee

communication’s confidentiality and authenticity. While the processes of public

key cryptography are more complicated than those of private key cryptography. A

directory of public keys is published by public key cryptosystems, allowing users

to send messages by simply looking up the public key of a particular user and

using the pre-agreed messaging method. The original message’s content can then

be read by the authentic receiver who also has the decrypting key.

Figure 2.4: Asymmetric Key Cryptography
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2.4 Cryptanalysis

The study of techniques for deciphering encrypted data without possessing the

secret key is known as cryptanalysis. There are numerous methods for carrying

out cryptanalysis. An attack is the term for any such attempt. These include the

widely used methods of differential cryptanalysis, linear cryptanalysis, ciphertext

only analysis, man-in-the-middle attack and known plaintext analysis [56]. The

original plaintext and ciphertext are represented by m and c respectively in the

figure below. After observing the pattern of m and c, the cryptanalyst analyzes it

and finds another pair, m
′

and c
′
.

Figure 2.5: Cryptanalysis Model

2.4.1 Cryptographic Attacks

Following are some common attacks on cryptographic system.

2.4.1.1 Chosen Ciphertext Attack:

Cryptanalysts use the chosen ciphertext attack to select a ciphertext and then look

for the matching plaintext. Public key cryptosystems are typically vulnerable to

this kind of attack.
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Figure 2.6: Chosen Ciphertext Attack

2.4.1.2 Chosen Plaintext Attack:

An attack known as “chosen plaintext” occurs when an attacker selects any plain-

text and then obtains the corresponding ciphertext. The aim of this attack is to

obtain more data in order to crack the cryptosystem.

Figure 2.7: Chosen Plaintext Attack

2.4.1.3 Known Plaintext Attack:

A known plaintext attack is one in which the attacker has both the plaintext and

the corresponding ciphertext. By getting more information from the pair, the

attacker tries to break the cryptosystem.

Figure 2.8: Known Plaintext Attack
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2.4.1.4 Ciphertext Only Attack:

The attacker can only obtain further cryptosystem knowledge by utilizing the

ciphertext in this attack. In practical cryptography problems, this is the most

popular attack.

Figure 2.9: Ciphertext Only Attack

2.4.1.5 Man in the Middle Attack:

This attack involves the attacker interfering with the sender and receiver’s com-

munications in order to obtain information from the received data. Data will be

sent and received by the attacker without either party knowing about it. To carry

out this kind of attack, the attacker first chooses two fake keys, after which he

uses his single key to initiate communication with the first participant. The at-

tacker successfully establishes a link with the first person. Similarly, a connection

is successfully established with the second participant. The attacker then sends

a message of their choice to both participants. Both participants think they are

communicating with one another.

Figure 2.10: Man in the Middle Attack
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2.5 Elliptic Curve Cryptography

Elliptic curves serve as the foundation for elliptic curve cryptography (ECC).

Miller and Koblitz [9] used the elliptic curve group over the finite field in 1985. The

public key cryptosystem was primarily developed by constructing elliptic curves

over finite fields algebraically [57].

An elliptic curve E(a, b) is a cubic curve made up of the points (a, b) that satisfy

the following equation. Another name for this type of equation is a Weierstrass

equation [58].

y2 = x3 + ax+ b where a, b ∈ F (2.1)

The field can be a real field or finite field. If F = R, then the curve is called

real elliptic curve. Real numbers are utilized to better comprehend how the visual

representation of the curve works and how the geometry of their points functions.

An elliptic curve over R is defined by (2.1) where a and b are real numbers.

The elliptic curve needs to satisfy the following equation and require non-singularity

from a cryptography perspective.

4a3 + 27b2 6= 0 (2.2)

Consider

y2 = x3 + x+ 1 mod 19 (2.3)

Figure 2.11: Elliptic Curve Over R : y2 = x3 − 2x + 1
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In the above equation , a = 1, b = 1 and p = 19. We first verify that:

4a3 + 27b2 mod p = 4(1)3 + 27(1)2 mod 19

= 4 + 27× 1 mod 19

= 31 mod 19

= 12 mod 19 6= 0.

From reduced set of residues, we will find the quadratic residues Q19.

Z19 = {0, 1, 2, ..., 18}

Table 2.1: Quadratic Residues in Q19

x2 mod p (p− x)2 mod p

12 mod 19 182 mod 19 = 1

22 mod 19 172 mod 19 = 4

32 mod 19 162 mod 19 = 9

42 mod 19 152 mod 19 = 16

52 mod 19 142 mod 19 = 6

62 mod 19 132 mod 19 = 17

72 mod 19 122 mod 19 = 11

82 mod 19 112 mod 19 = 7

92 mod 19 102 mod 19 = 5

Therefore set of quadratic residues {p− 1

2
= 9} is

Q19 = {1, 4, 5, 6, 7, 9, 11, 16, 17}.

We will compute y2 = x3 + x + 1 mod 19 for 0 ≤ x < 19 to find the points on

elliptic curve and check whether y2 lies in quadratic residues set.

Table 2.2: Points of Elliptic Curve

x 0 1 2 3 4 5 6 7 8 9

y2 1 3 11 12 12 17 14 9 8 17

y2 ∈ Q19? Yes No Yes No No Yes No Yes No Yes

y1 1 - 7 - - 6 - 3 - 6

y2 18 - 12 - - 13 - 16 - 13
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x 10 11 12 13 14 15 16 17 18

y2 4 13 12 7 4 9 9 10 18

y2 ∈ Q19? Yes No No Yes Yes Yes Yes No No

y1 2 - - 8 2 3 3 - -

y2 17 - - 11 17 16 16 18 -

The points of elliptic curve E19(1, 1) are as follows:

E19(1, 1) = {(0, 1), (0, 18), (2, 7), (2, 12), (5, 6), (5, 13), (7, 3), (7, 16),

(9, 6) (9, 13), (10, 2), (10, 17), (13, 8), (13, 11), (14, 2),

(14, 17) (15, 3), (15, 16), (16, 3), (16, 16), O} .

ECC is a public key cryptography. Compared to RSA and Elgamal, ECC has

smaller key size and achieve the same level of security as other cryptosystems. In

contrast to 1024 bit RSA, it employs a 160 bit key size [59]. ECC reduces the

computational cost of the cryptosystem while maintaining its security. It is faster

than RSA because it requires less storage and has a smaller key size [60].

Table 2.3: Comparison of Standard Key Size in bits

Security Bit Level RSA ECC

80 1024 160

112 2048 224

128 3072 256

192 7680 384

256 15360 512

2.5.1 Computations on Elliptic Curves

Elliptic curves over prime numbers are used in cryptography. For the purpose of

the identity element, a unique point O is added to the elliptic curve. The elliptic
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curve group definition can therefore include identity element O (not lies on the

curve). Elliptic curve is symmetric with respect to the x-axis. So inverse of point

P = (x, y) is −P = (x, P − y) [9].

2.5.1.1 Point Addition

The generation of group points on elliptic curve is based upon point addition. Let

P (XP , YP ) and Q(XQ, YQ) be points on the elliptic curve. Then addition of P and

Q is calculated in following steps.

1. Draw the straight line passing through the points P and Q (secant line) if

P and Q are different points. If P and Q are same points then draw the

tangent line.

2. Find the third point of intersection between the line and the elliptic curve,

and then reflect that point across the x-axis.

The addition [9] of elliptic curve points is P +Q = (X3, Y3), where

X3 = m2 −XP −XQ mod p,

Y3 = m(XP −X3)− YP mod p,

m =
YQ − YP
XQ −XP

.

2.5.1.2 Point Doubling

If P and Q are same points then the addition is calculated as

1. Draw the tangent line passing through the point P .

2. Find the second point of intersection between the drawn line and the elliptic

curve, and then reflect that point across the x-axis.

The formula for point doubling on elliptic curve

X3 = m2 − 2XP mod p,
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Y3 = m(XP −X3)− YP mod p,

m =
3X2

P + a

2YP
.

Example: Points on Elliptic Curve

Consider an elliptic curve E : y2 = x3+2x+3 mod17 using base point P = (5, 11).

This elliptic curve has 22 points that are as follows:

2P = 2(5, 11) = (5, 11) + (5, 11) = (15, 5).

Similarly,

3P = (13, 4),

4P = (8, 15),

5P = (2, 10),

6P = (12, 15),

7P = (9, 11),

8P = (3, 6),

9P = (11, 8),

10P = (14, 2),

11P = (16, 0),

12P = (14, 15),

13P = (11, 9),

14P = (3, 11),

15P = (9, 6),

16P = (12, 2),

17P = (2, 7),

18P = (8, 2),

19P = (13, 13),

20P = (15, 12),

21P = (5, 6),

22P = O

So, P = (5, 11) is the generator of cyclic group.

2.6 Elliptic Curve Diffie-Hellman Key Exchange

Elliptic Curve Diffie-Hellman (ECDH) is a variation of Diffie-Hellman that enables

two parties to establish a shared secret key via an unsecured channel without

any prior knowledge of one another. It is utilized to protect a range of Internet

applications and was among the initial public key protocols.

Two parties, A and B, can establish a shared secret key via an unsecured channel

using the anonymous key agreement technique known as ECDH, provided that
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each party has an elliptic curve public-private key pair. The protocol is described

below for the production of the same secret key k [54].

Figure 2.12: Diffie-Hellman Key Exchange

For implementing ECC, the main step is converting a message into the points of

an elliptic curve Ep(a, b). Converting plaintext message into points of an elliptic

curve involves the following steps:

1. Select a curve which has N points.

2. Our alphabets consist of {0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A,B,C,D,E, F, ..., Z}.

3. The above step will encode our message into numbers between {0, 1, 2, ..., 35}.

4. Now select a number k which must be shared between both the parties.

5. For each number mk, calculate x = mk+1 and find the corresponding value

of y.

6. If we cannot find any value of y then try for x = mk + 2 and then for

x = mk + 3 uptil x = mk + (k − 1).

For encryption and decryption domain parameters of an elliptic curve Ep(a, b) are

required.

2.6.1 Domain Parameters

The domain parameters [9] are:
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1. The elliptic curve’s generator point G a very large of order n′. That is,

n′G = O.

2. The parameters a and b of curve.

3. The prime integer p.

2.6.2 Key Generation

For the elliptic curve Ep(a, b) with the domain parameters (p, a, b, G, n′) the key

pair [9] is computed as follows:

1. The sender of a message choose a random integer zA as his private key such

that zA < n′.

2. Public key of sender is then calculated by multiplying base point G with

private key zA as XA = zAG.

3. The receiver of a message choose a random integer zB as his private key such

that zB < n′.

4. Public key of receiver is then calculated by multiplying the base point G

with private key as XB = zBGmod p.

Here zA, zB are integers and XA, XB are points of elliptic curve.

2.6.3 Key Sharing

1. Sender first chooses a random number r ≤ n′.

2. Then multiply r with base point G to get T = rG.

3. Multiply the random number r with public key of receiver XB to get

S = rXB.

4. Send T to receiver through public channel.
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So the receiver will calculate S by using his private key zB as S = TzB. So sender

and receiver have same secret key S [19].

2.6.4 Elliptic Curve Cryptosystem

With the use of the recipient’s public key, the elliptic curve cryptography encryp-

tion algorithm encrypts the original message. The recipient will then receive this

message. For encryption we use

c
′
= [(rG), (m′ + rXB)].

The message is decrypted by multiplying the private key zB of the receiver with

first part of ciphertext c
′
.

c
′
= [(zB(rG), (m

′
+ rXB)].

c
′
= [(XBr), (m

′
+ rXB)].

Then the second part of ciphertext is subtracted from first part to get original

message m
′

[61].

[(m
′
+ rXB)− (XBr)] = m

′
.

2.6.5 Elliptic Curve Discrete Logarithm Problem (ECDLP)

For given points A and B in elliptic curve group Ep(a, b), elliptic curve discrete

logarithm problem is to find the integer Q such that QA = B. The number Q (if

it exist) is then called discrete logarithm of B to the base A.

2.7 Hyperelliptic Curves

A hyperelliptic curve H of genus g defined over Fq is of the form

H : y2 + h(x)y = f(x) (2.4)
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where Fq be a finite field and curve has rational points in its algebraic closure

Fq where f(x) ∈ Fq is a monic polynomial of degree 2g + 1 and h(x) ∈ Fq is a

polynomial whose degree is at most g.

The curve should be non singular i.e no point on H satisfies 2y + h(x) = 0 and

h
′
(x)y − f ′

(x) = 0.

If h(x) = 0 then (2.4) becomes y2 = f(x) and degree of f(x) is 2g + 1 with the

condition that f(x) has no repeated roots.

Genus of a curve:

The genus of a curve is the maximum number of non-intersecting, simple closed

curves (loops) that can be drawn on the surface without touching each other. In

simple words, it means the number of holes a curve has. It decides the polynomial

type and the processing time required for implementation.

For secure and efficient implementation, a genus two curve is known to be the best

whereas curves of genus greater than 2 are vulnerable to some known attacks like

index calculus attack, for more details see [62]. In this thesis we will only discuss

curves of genus 2.

In the figure below, the curve that intersects the hyperelliptic curve with genus

2 is known as Jacobian variety curve. This Jacobian variety curve meets the

hyperelliptic curve at 6 points P1, P2, Q1, Q2, R1, R2. Within the quotient group,

the combined sum of these points equals to zero. The points R
′
1 and R

′
2 are the

reflection of R1 and R2 respectively. The resulting group operation is

(P1 + P2) + (Q1 +Q2) = (R
′

1 +R
′

2)

Figure 2.13: Hyperelliptic Curve Over the Real Field: y2 = x5− 5x3 + 4x− 1
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Definition 2.7.1. (Opposite Point, Special and Ordinary Points)

If P = (x, y) is a point on the curve then opposite of P is P = (x,−y − h(x)). If

P = P then that point is called a special point and the rest are ordinary points.

Example 2.7.2. Consider the curve y2 = x5 + 3x4−7x3−27x2−18x mod 11

with g = 2, h(x) = 0 and then f(x) = x5+3x4−7x3−27x2−18x and deg f(x) = 5.

The multiplication table is given below.

Table 2.4: Multiplication Table

× 0 1 2 3 4 5 6 7 8 9 10

0 0 0 0 0 0 0 0 0 0 0 0

1 0 1 2 3 4 5 6 7 8 9 10

2 0 2 4 6 8 10 1 3 5 7 9

3 0 3 6 9 1 4 7 10 2 5 8

4 0 4 8 1 5 9 2 6 10 3 7

5 0 5 10 4 9 3 8 2 7 1 6

6 0 6 1 7 2 8 3 9 4 10 5

7 0 7 3 10 6 2 9 5 1 8 4

8 0 8 5 2 10 7 4 1 9 6 3

9 0 9 7 5 3 1 10 8 6 4 2

10 0 10 9 8 7 6 5 4 3 2 1

The rational points on the curve are the points (x, y) satisfy the above equation

and are given below

{(0, 0), (2, 1), (2, 10), (3, 0), (4, 2), (4, 9), (5, 4), (5, 7), (8, 0), (9, 0), (10, 0), (O)}.

The special and ordinary points are shown by the table:

Table 2.5: Opposite and Ordinary Points in Hyperelliptic Curve

P (x, y) Opposite point P (x,−y − h(x)) Special Point P = P
(2, 1) (2,−1) No
(2, 10) (2,−10) No
(3, 0) (3, 0) Yes
(4, 2) (4,−2) No
(4, 9) (4,−9) No
(5, 4) (5,−4) No
(5, 7) (5,−7) No
(8, 0) (8, 0) Yes
(9, 0) (9, 0) Yes
(10, 0) (10, 0) Yes
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2.7.1 Divisors

In the study of hyperelliptic curves, divisors play a central role in understanding

the curve’s geometry, arithmetic, and applications in cryptography. Divisors are

formal sums of points on the curve, and they provide a powerful tool for analyzing

the curve’s properties. Divisors are used to define the group law on the Jacobian.

Given two divisors, their sum is computed using the Mumford representation,

which provides a compact way to represent divisors on hyperelliptic curves.

Definition 2.7.3. Divisors, Degree, Order

Let H be a hyper elliptic curve of genus 2, then the divisor on the curve is a

linear combination r1P1 +r2P2 + ...+rnPn of distinct points P1, P2, ...Pn on H and

r1, r2, ...rn ∈ Z and n ∈ N i.e.

D =
∑
n∈N

rnP,

with only finitely many rn = 0. The degree deg(D) and order ordP (D) of the

divisor D at point P is defined as: deg(D) =
∑
n

rn and OrdP (D) = rn.

Example 2.7.4. Consider the curve H : y2 = x5 + 3 mod 7 with g = 2.

Let P1 = (1, 2), P2 = (1, 5), P3 = (3, 1), P4 = (3, 6), P5 = (6, 4).

D1 = P1 + P2 − 2P∞

= (1, 2) + (1, 5)− 2P∞

D2 = P3 + P4 + P5 − 3P∞

= (3, 1) + (3, 6) + (6, 4)− 3P∞

Here deg(D1) =
∑
n

rn = 1 + 1 = 2 and deg(D2) =
∑
n

rn = 1 + 1 + 1 = 3.

Representation of the divisors:

Cantor has employed the Mumford representation of the divisors, which is an

effective method of representing divisors and is also appropriate for computations,

because working with the divisors is difficult from an implementation point of

view.
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Mumford Representation: The divisors of hyper elliptic curve can be written in

the form of polynomials u(x) and v(x) where u(x), v(x) ∈ Fq[x]. As the polynomial

belongs to the polynomial field Fq[x] however, it must satisfy the following three

conditions [63]:

1. u(x) must be a monic polynomial

2. deg v(x) < deg u(x) ≤ g

3. u(x)|v(x)2 + v(x)h(x)− f

The polynomial expression of u(x) is represented as

u(x) =
r∏
i=1

(x− xi) (2.5)

Example 2.7.5. Consider a hyperelliptic curve y2 = x5+3x4−7x3−27x2−18x

with g = 2 over F11.

The rational points on the curve are

{(0, 0), (2, 1), (2, 10), (3, 0), (4, 2), (4, 9), (5, 4), (5, 7), (8, 0), (9, 0), (10, 0), (O)}.

Let P1 = (2, 1), P2 = (3, 0), P3 = (2, 1), P4 = (4, 2) be the points of hyperelliptic

curve. We defines the divisors D1 and D2 as follows

D1 = P1 + P2 = (2, 1) + (3, 0)

D2 = P3 + P4 = (2, 1) + (4, 2)

To express D1 in the polynomial form (Mumford representation), we use (2.5) i.e

u(x) = (x− x1)(x− x2) mod 11

= (x− 2)(x− 3) mod 11

= x2 + 6x+ 6 mod 11.

We find the number of all possible combinations of F11 = {0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10}

to find vx. For this purpose we fix the y-component as 0 and make all the combi-

nations then likewise fix y-component as 1 to make all possible combinations and
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so on.

{(0, 0), (1, 0), (2, 0), (3, 0), (4, 0), (5, 0), (6, 0), (7, 0), (8, 0), (9, 0), (10, 0), (0, 1),

(1, 1), (2, 1), (3, 1), (4, 1), (5, 1), (6, 1), (7, 1), (8, 1), (9, 1), (10, 1), (0, 2), (1, 2),

(2, 2), (3, 2), (4, 2), (5, 2), (6, 2), (7, 2), (8, 2), (9, 2), (10, 2), (0, 3), (1, 3), (2, 3),

(3, 3), (4, 3), (5, 3), (6, 3), (7, 3), (8, 3), (9, 3), (10, 3), (0, 4), (1, 4), (2, 4), (3, 4),

(4, 4), (5, 4), (6, 4), (7, 4), (8, 4), (9, 4), (10, 4), (0, 5), (1, 5), (2, 5), (3, 5), (4, 5),

(5, 5), (6, 5), (7, 5), (8, 5), (9, 5), (10, 5), (0, 6), (1, 6), (2, 6), (3, 6), (4, 6), (5, 6),

(6, 6), (7, 6), (8, 6), (9, 6), (10, 6), (0, 7), (1, 7), (2, 7), (3, 7), (4, 7), (5, 7), (6, 7),

(7, 7), (8, 7), (9, 7), (10, 7), (0, 8), (1, 8), (2, 8), (3, 8), (4, 8), (5, 8), (6, 8), (7, 8),

(8, 8), (9, 8), (10, 8), (0, 9), (1, 9), (2, 9), (3, 9), (4, 9), (5, 9), (6, 9), (7, 9), (8, 9),

(9, 9), (10, 9), (0, 10), (1, 10), (2, 10), (3, 10), (4, 10), (5, 10), (6, 10), (7, 10)

(8, 10), (9, 10), (10, 10)}.

From above combinations, we check which pair will satisfy the above mentioned

condition (3). The pair (10,3) will satisfy i.e

u(x)|v(x)2 + v(x)h(x)− f(x) mod 11

(x2 + 6x+ 6)|(10x+ 3)2 + 0− x5 − 3x4 + 7x3 + 27x2 + 18xmod 11

(x2 + 6x+ 6)|10x5 + 8x4 + 7x3 + 6x2 + 1x+ 9 mod 11.

Now we can write v(x) as

v(x) = v1(x) + v2 = 10x+ 3,

then

D1 = [x2 + 6x+ 6, 10x+ 3].

Similarly to express D2 = (2, 1) + (4, 2), we find u(x) and v(x) by same method.

u(x) = (x− 2)(x− 4) mod 11

= x2 − 6x+ 8 mod 11.

= x2 + 5x+ 8 mod 11.



Preliminaries 32

To find v(x) we will check which pair from the combinations of F11 satisfy the

condition (3). The only pair (6, 0) will satisfy, so v(x) will be

v(x) = v1(x) + v2

= 6x.

Hence D2 = [x2 + 5x+ 8, 6x]

2.7.2 Hyperelliptic Curve Discrete Logarithm Problem

Let D1 and D2 be two divisors of hyperelliptic curve H, the problem of finding the

integer n ∈ Z, such that nD1 = D2, is known as the hyperelliptic curve discrete

logarithm problem (HECDLP). Solving for n is computationally infeasible and the

security of hyperelliptic curve cryptography (HECC) relies entirely on the difficulty

of HECDLP [45].

2.7.3 Digital Signature

To confirm the sender’s identity on a message, an electronic signature is used [64].

It is a procedure to make sure data has not been altered. It has the same effect as

a written signature. Digital signatures are created using hash functions and digital

documents. Every entity in a proposed digital signature scheme has a private key

and a public key of their own. The sender’s private key is used to create the digital

signature and the sender’s public key is used to verify it [65]. Two algorithms are

used to generate a digital signature, one for signature generation and the other

for signature verification. The following security qualities are obtained because of

digital signatures.

1. Correctness: Without the public key of sender it is impossible to verify

the signatures.

2. Authenticity: This confirms that the right individual signed the message.
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3. Unforgeability: It indicates a message can only have one distinct, authentic

signature from an authorized signer.

4. Non-repudiation: The message’s signer can not deny their signature.

5. Integrity: This means that there was no change in the message during

transmission.

6. Non-reusability: It is not possible to sign several messages using the same

signature that was used on one.

The sender first computes a hash value from the original data using a hash function.

This hash value is then encrypted using the sender’s private key, creating the

digital signature. To verify the signature, the receiver decrypts it using the sender’s

public key, recovering the original hash value. The receiver then applies same hash

function to the received message to generate a new hash value. By comparing the

decrypted hash with the newly computed hash, the receiver can authenticate the

message. If the two hash values match, the message is confirmed as authentic.

Figure 2.14: Digital Signature

2.7.4 Signcryption

Signcryption is a new cryptographic technique that combines the security require-

ments of digital signature and encryption into a single logical step. In comparison
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to the traditionally applied signature-then-encryption technique, it is useful in min-

imizing the computational and communicational cost. The many security features

of public verifiability, authentication, non-repudiation, confidentiality, unforgeabil-

ity and forward secrecy are provided by signcryption techniques. Depending on the

need, a variety of signcryption methods with different levels of security and com-

putational cost were previously introduced, each with own challenges and flaws,

while offering different computing costs and security. Zheng [13] discovered a new

technique in 1997, called signcryption that at the same time performs both the

functions of encryption and digital signatures. A typical signcryption scheme con-

sists of three algorithms: Key generation, Signcryption (SC) and Unsigncryption

(USC).

2.7.4.1 Key Generation

1. Sender chooses a private key zA from the range {1, 2, ...p− 1} and compute

public key XA = xzAmod p.

2. Receiver chooses private key zB from the range {1, 2, ...p− 1} and compute

public key XB = xzBmod p.

2.7.4.2 Signcryption

1. Sender chooses an integer x ∈ {1, 2, ...p− 1}.

2. He use public key of receiver XB, the integer x and one way hash function

h to compute

u = h(XBx) mod p.

3. A 128 bit value is divided into two parts of 64 bits, numbered as u1 and u2.

4. Receiver use the public key encryption scheme E to encrypt the message m

with the key u1. It will give ciphertext

c = Eu1(m).
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5. He uses the key u2 message m and one way keyed hash Hk value to compute

r

r = Hku2(m).

6. The signature parameter s is computed by sender. By using x, the secret

key zA, the large prime number p and r to get

s =
x

r + zA
mod p.

7. The values c, r and s are now available to sender. In order to complete the

task, he send these values to receiver.

2.7.4.3 Unsigncryption

1. Receiver recieves the values c, r and s from sender. He uses the values r and

s, his secret key zB, sender’s public key XA, and u to calculate a hash value

of 128 bits

z = h(XA.x
r)szB mod p.

Figure 2.15: Signcryption Model (a)Signcryption (b)Unsigncryption
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The same key pair {u1, u2} is generated by dividing 128 bit hash value into

two 64 bit pieces.

2. For decryption of ciphertext c, receiver uses the key u1, which will give him

the message m.

m = Du1(c).

3. Receiver will verify the evaluation

r = Hku2(m).

If its match, the message m was sent and signed by the sender.

2.7.5 Public Key Generator (PKG)

It serves as a trusted third party responsible for generating public keys based

on the user’s identification. In identity-based public key cryptography, the user’s

public keys are created using the Public Key Generator (PKG).

2.7.6 Certificate Based Cryptography

Public key infrastructure is used by certificate-based public key systems, which

require less data for certificate distribution and validation. Only the decryption

process uses the certificates in certificate-based encryption schemes. Hence, digital

certificates or authentication are not required in order to encrypt a communication.

The encryption requires the user’s identity.

2.7.7 Certificateless Cryptography

Certificateless cryptography does not require certificates in order to confirm the

legitimacy of public keys. The Certificate Authority (CA), often referred to as a

trusted third party (TTP), is not necessary for CL cryptography [66]. CL-PKC
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combines the benefits of identity-based cryptography and traditional PKC. ID-

based encryption uses user identities, such as email addresses and IP addresses,

as the public key instead of digital certificates, with a trusted third party creating

the secret key. In contrast, the secret key in CL-PKC is generated jointly by the

PKG and the user.

2.8 Hash Function

A function that converts an arbitrary length of data to a fixed length of data is

called a hash function. Hashing values, or simply hashes, are the results of the

hash function. Hash functions in cryptography are fairly simple to compute but

challenging to reverse. There is a chance that two distinct messages will have the

same hash values since hash functions decrease the input size to a fixed length.

2.8.1 Properties of Cryptographic Hash Functions

Hash function has following properties.

1. Efficiency

For any given input it is easy to calculate hash value.

2. Pre-image resistance

For given any hash value it is infeasible to find corresponding input.

Figure 2.16: Cryptographic Hash Function
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3. Second pre-image resistance For any given message m1 it is infeasible

to find another message m2 such that both m1 and m2 have the same hash

value.

4. Collision resistance

With same hash value it is infeasible to find two different messages. In

general for n possibilities, it require n
1
2 trials to find collision.

5. Sensitivity

It means minor changes in data produce major changes in output.

2.8.2 Cryptographic Hash Algorithms

There are different versions of cryptographic hash functions each uses different

length of input and produces some fixed output. Most common hash functions are

message digest (MD4), MD5, Secure hash algorithm (SHA), SHA-1, SHA-2 and

SHA-3. SHA-2 has different versions SHA-224, SHA-256, SHA-384 and SHA-512

[67].

2.8.3 Characteristic of Hash Algorithms

SHA-1 uses 512 bit block size and gives 160 bit hash value with 80 rounds. SHA-

256/224 uses 512 bit block size and gives 256/224 bit hash value. They have total

64 rounds. SHA-512/384 uses 1024 block size and gives 512/384 bit hash value.

They have total 80 rounds.

Algorithm Output Size Block Size Message Size Rounds Collision

SHA-0 160 512 264 − 1 80 Yes

SHA-1 160 512 264 − 1 80 263 Attack

SHA-256 256 512 264 − 1 64 No

SHA-224 224 512 264 − 1 64 No

SHA-512 512 1024 2128 − 1 80 No

SHA-384 384 1024 2128 − 1 80 No

Table 2.6: Comparison of Cryptographic Hash Function



Chapter 3

Certificateless Elliptic Curve

Aggregate Signcryption Scheme

In this chapter, the work of Yu and Ren [34] on “Certificateless Elliptic Curve

Aggregate Signcryption Scheme(CL-ECASC)” is presented. The CL-ECASC rep-

resents a cryptographic protocol designed to address the challenges of secure data

transmission in modern communication systems. Unlike traditional encryption

schemes, it provides robust security while simultaneously enabling efficient aggre-

gation of multiple encrypted messages. This chapter will cover the mechanism and

security of CL-ECASC.

3.1 Introduction

In the Internet of Things (IoTs), where a variety of devices are linked to the

network, authentication threats assume a new dimension. As a result, the security

system needs to be strong enough to give the network enough power without

sacrificing efficiency.

A rational idea of being free from risks is security. The growing number of attacks

and their creative methods for obtaining access to network data are evident in to-

day’s world of internet technology. Furthermore, data centers frequently have to

39
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send various encrypted messages to various departments on time and with proper

encryption. In this case, conventional multi-receiver encryption techniques are un-

suitable. Using the conventional encryption method to encrypt separate messages

will result in significantly higher computing overhead. Consequently, the issue

of terminal and network authentication is addressed by aggregate signcryption

(ASC), which combines the signcrypted ciphertexts produced by several terminals

into a single ciphertext.

In public key cryptography, secure and authenticated communication is required.

The traditional approach to guarantee the message confidentiality and authenti-

cation is signature-then-encryption. That is first the sender of a message would

sign the message with some digital signature scheme and then encryption is per-

formed with the help of private key cryptography. By using recipient’s public key,

the message encryption key is then encrypted. This two step approach is called

sign-then-encryption. The generation of signature and encryption requires more

machine cycles and then extra bits are added to the original message. Similarly

same amount of computational cost is required for decryption and verification

of signature. The attacks on the cryptographic scheme based upon sign-then-

encryption are increasing very fast.

3.2 Aggregate Signcryption

Compared to the conventional signature-then-encryption techniques, signcryption

is used to lower the computational cost and communication overhead. It combines

digital signature and encryption in a single step. Some most important charac-

teristics of signcryption include accuracy, security in terms of forward secrecy,

efficiency and unforgeability [68]. In recent years, several signcryption methods

have been created. It is also important to note a few other noteworthy applica-

tions of signcryption in various IoT-based infrastructures [69–76]. Short signature

is created by aggregating the various signatures of n signers in some fashion. An

aggregate signature (AS) can guarantee non-repudiation for distinct messages.

The amount of storage space needed for signatures and the processing cost of
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the verification process is decreased using aggregate signatures. Application areas

for AS include cloud computing, wireless networks, IoTs, 5G environments, and

electronic medical devices.

Figure 3.1: Aggregate Signcryption Model

3.3 Certificateless Aggregate Signcryption Sche-

me (CL-ECASC)

A new certificateless elliptic curve aggregate signcryption scheme (CL-ECASC) of

Yu and Ren [34] is developed in the context of 5G wireless networks by fusing ECC

with CL-ASC. The confidentiality and authenticity of transmission data can be

guaranteed by CL-ECASC, and it simplifies several verifications of various signa-

tures into a single verification. Under the difficulties of the elliptic curve discrete

logarithm problem (ECDLP) and elliptic curve computation Diffie-Hellman (EC-

CDH), CL-ECASC is able to achieve strong security. Its advantages over other

cryptosystems with the same level of security include lower key lengths and faster

processing. The conflict between the sender and the recipient can be settled by

any third party. Without access to the sender or recipient’s private key, a third
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party can confirm the authenticity of information conveyed using signcryption.

The proposed scheme, includes key generation centre (KGC), an aggregate set of

η users with identity Iξi=1, a receiver with identity IR and an aggregate generator.

In this scheme the elements of Z∗ρ are denoted by lowercase letters and elliptic

curve points in Eρ(a, b) are denoted by uppercase letters.

3.3.1 Global Parameters

Following are the global parameters for this scheme.

ρ : A prime number

G : A generator of an elliptic curve Eρ(a, b) with large order α such that

αG = O,

where

α : Order of base point G

O : Point at infinity

~∗1, ~∗2, ~∗3 : Hash functions

3.3.2 Notations

The scheme includes the following symbols.

ρ : A prime number

x : The master key

T : Identity length

` : The message length

Gρ : Additive cyclic group

Fρ : Finite field of order ρ

ai : Private key
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Ii : User’s identity

c : Aggregate ciphertext

γ : The system parameter

Below are the algorithms used in our proposed scheme.

1. Setup

2. Key generation

3. Extract

4. Signcrypt

5. Aggregate

6. Unsigncrypt

Algorithm 3.3.1. (Setup) It contains four steps which are given below.

Step 1: KGC selects an elliptic curve Eρ(a, b) over a finite field Fρ, a large prime

ρ of k bits and elliptic curve base point G of prime order α.

Step 2: To calculate the system public key, a master secret key x is chosen by

KGC from Z∗α.

Ppub = xG mod p

Step 3: KGC selects cryptographic hash functions as

1. ~∗1 : {0, 1}T ×Gρ −→ Z∗ρ

2. ~∗2 : {0, 1}T ×Gρ −→ Z∗ρ

3. ~∗3 : Gρ ×Gρ −→ {0, 1}`

Step 4: The following system parameters are published.

γ = (Fρ, Eρ(a, b), ρ, Gρ, G, P, `, ~∗1, ~∗2, ~∗3)
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Algorithm 3.3.2. (Key Generation)

It consists of two steps.

Step 1: A random value ai ∈ (1, α) is chosen which act as user’s private key with

identity Ii.

Step 2: The user’s public key is calculated as

℘i = aiG.

Algorithm 3.3.3. (Extract)

Extraction of partial public and private key is performed in two steps.

Step 1: To get partial public key and partial private key respectively, KGC chooses

a random value bi ∈ (1, α).

Wi = biG.

δi = bi + x.~∗1(Ii, ℘i) mod α

Step 2: KGC determines

Ri = δiG+ bi℘i mod α,

and transmits (δi, Ri,Wi) to the user with identity Ii. The authenticity of (Wi, δi)

can be verified by

δiG = (bi + x.~∗1(Ii, ℘i) mod α).G

= biG+ xG.~∗1(Ii, ℘i) mod α

= Wi + ~∗1(Ii, ℘i)Ppub

and

Ri = δiG+ bi℘i

= δiG+ bi(aiG)

= δiG+ ai(biG)

= δiG+ aiWi
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Algorithm 3.3.4. (Signcrypt)

Signcryption is performed through the following three steps.

Step 1: The user with identity Ii chooses a random value ti ∈ (1, α) to find

Ti = tiG.

Step 2: The user then calculates

Bi = ti(WR + ~∗1(IR, ℘R)Ppub + ℘R) mod α,

ri = Mi ⊕ ~∗3(Bi,Ti).

Step 3: The user calculates σi, φi and produce ciphertext c as

σi = ~∗2(Mi,Ti),

φi = σi(ai + δi) + ti.

c = (Ti, ri, φi).

Algorithm 3.3.5. (Aggregate)

Aggregation is performed by two steps.

Step 1: The users with identity Iαi=1 generate a collection of distinct ciphertexts.

{ci = (Ti, ri, φi)}αi=1.

Step 2: The aggregator then calculates

φ = Σα
i=1φi,

and outputs an aggregate ciphertext

c = (Ti, ...,Tξ, ri, ..., rα, φ).
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Algorithm 3.3.6. (Unsigncrypt) Unsigncryption is performed by the fol-

lowing step.

Step 1: The recipient of the public key (℘i,Wi) of users with identity Iαi=1 and

calculates

Bi = (δR + aR)Ti,

and recovers

Mi = ri ⊕ ~∗3(Bi,Ti).

The receiver accept the message Mα
i=1 if

φG = Σα
i=1~∗2(Mi,Ti).(Wi + ~∗1(Ii, σi)Ppub + σi) + Σα

i=1Ti

holds.

Figure 3.2: Flow Process of Signcryption and Aggregation

3.4 Computational Cost

CL-ECASC has a significantly reduced computational cost. Compared to other

existing schemes, this scheme ensures both high computation efficiency and a high

level security. The comparison between computational cost of CL-ECASC and the
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existing schemes [77–80] (by making several experiments on a Windows 10 system

with an Inter(R) Core(TM) i7− 9750H CPU at 2.60 GHz and 16.00 GB RAM) is

given below.

Schemes [77] [78] [79] [80] ECC-CLASC

Signcryption cost n(4OM +OP ) 2nOM + nOP 7nOM 6nOM 5nOM

Unsigncryption cost nOM + 3OP nOM + (n+ 2)OP 5nOM 8nOM 2nOM

Execution time 5nOM+3OP+nOP

49608.13ms
3nOM+2nOP+2OP

75565.42ms
12nOM

40320ms
14nOM

47040ms
7nOM

23520ms

Confidentiality Yes Yes Yes Yes Yes

Unforgeability Yes Yes Yes Yes Yes

Table 3.1: Computational Cost Analysis

where OM is the number of a multiplication operation (one multiplication oper-

ation OM takes 3.36 ms) and OP is the number of a bilinear pairing operations

(one multiplication operation OP takes 32.71 ms)



Chapter 4

Certificateless Hyperelliptic

Curve Aggregate Signcryption

Scheme

In order to maintain same level of security while reducing computational cost, the

hyperelliptic curve is proposed to replace the elliptic curve for the development of

a certificateless signcryption system. By extending the concepts of elliptic curve

cryptography to curves of larger genus, it provides a vast mathematical landscape.

Hyperelliptic curve is a field for research and exploration because of its expansion,

which presents new difficulties and opportunities for cryptographic applications.

4.1 Introduction

Reliable and efficient cryptographic foundations are a constant quest in the field of

modern cryptography, where safeguarding sensitive data is of utmost importance.

Of them, elliptic curve cryptography (ECC) has become an essential, providing

safe and economical solutions for a range of cryptographic applications. As cryp-

tographic requirements change and threats grow increasingly complex, the need

for alternative mathematical approaches that ensure equivalent security with im-

proved efficiency becomes more evident. An IoT certificateless signcryption scheme

48
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(IoT-CS) using hyperelliptic curve cryptography, is designed to enhance security

while reducing computational and communication cost in IoT environments.

4.2 Proposed Scheme

This proposed scheme focuses on building safe and efficient methods to use IoT

devices. One way to guarantee security criteria like integrity, confidentiality, non-

repudiation and authenticity is to use a signature-then-encryption process. How-

ever, because this method generates the message’s encryption and signature in

two different processes, it is not suitable for low-processing IoT platforms. In or-

der to increase efficiency, sincryption techniques were introduced by Zheng [13],

which involve encryption and signature in a single logical step. However, public

key cryptography (PKC) is the base of Zheng’s method. The idea of public key

infrastructure (PKI), that uses a certificate authority (CA) to connect the public

key with certificates, was established to overcome the shortcomings in PKC-based

schemes [81]. Nevertheless, there are issues with certificate distribution, storage,

and manufacture with this approach [82]. Identity-based cryptography (IBC), a

solution to these drawbacks, was proposed in [83]. Without the use of a CA,

IBC allows participants to generate public keys straight from their identities, in-

cluding phone numbers and email addresses. The reliable server that serves as

the key generation center (KGC) generates each participating entity’s private key.

To combine the functions of encryption and signing in one step, the signcryption

principle was implemented [84]. Nevertheless, IBC-based schemes face the issue of

key escrow, whereby the KGC possesses complete knowledge of all participants’

private keys. A solution to this issue was proposed in [85] with the concept of Cer-

tificateless Public Key Infrastructure (CPKI). Within CPKI, a private key of the

participant consists of two components: the private key supplied by the KGC and

a value created by the participant that is secret. In order to combine the functions

of encryption and signature in one step, the idea of certificateless signcryption was

presented [86]. A 160-bit key size is the foundation for the ECC’s efficiency and

security [87]. The concept of hyperelliptic curve cryptography was used in order to
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improve the efficiency of ECC based schemes [88]. By using 80-bit tiny key sizes,

the HECC provides an equivalent level of security to that of the ECC [89–91].

4.2.1 Global Parameters

Following are the global parameters for this scheme:

H : Hyperelliptic curve

D : A divisor of hyperelliptic curve

αD = P∞,

where

α : Order of divisor

P∞ : Point at infinity

~∗1, ~∗2, ~∗3 : Hash functions

4.2.2 Notations

The scheme includes following symbols:

ρ : A prime number

x : The master key

T : Identity length

` : The message length

Dρ : Additive cyclic group of divisors

Fρ : Finite field of order ρ

ai : Private key

Ii : User’s identity

c : Aggregate ciphertext

γ : The system parameter

D : Divisor of hyoperelliptic curve

Below are the algorithms that are used in the proposed scheme.
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1. Setup

2. Key generation

3. Extract

4. Signcrypt

5. Aggregate

6. Unsigncrypt

Algorithm 4.2.1. (Setup)

It consists of four steps given below.

Step 1: KGC selects an hyperelliptic curve Hρ(a, b) over a finite field Fρ with a

large prime ρ of k bits and a divisor D on hyperelliptic curve Hρ with α as prime

order of hyperelliptic curve.

Step 2: KGC selects a master key x from Z∗α to calculate the public key.

P = xD mod p

Step 3: KGC selects cryptography hash functions as

~∗1 : {0, 1}T ×Dρ −→ Z∗ρ

~∗2 : {0, 1}l ×Dp −→ Z∗ρ

~∗3 : Dρ ×Dρ −→ {0, 1}l

Step 4: The following set of system parameter is published.

γ = (Fρ, H, ρ,Dρ, D, P, `, ~∗1, ~∗2, ~∗3) (4.1)

Algorithm 4.2.2. (Key Generation)

It consists of two steps as stated below:

Step 1: A random value ai ∈ (1, α) is chosen which act as user’s private key.
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Step 2: User calculate his public key as

δi = aiDi mod α.

Algorithm 4.2.3. (Extract:)

It contains the following two steps.

Step 1: KGC selects a random value bi ∈ (1, α) to get partial public key and

partial private key respectively.

Wi = biDi

pi = bi + x~∗1(Ii, δi) mod α

Step 2: KGC computes

Ri = piDi + biδi,

to transmits (pi, Ri,Wi) to the user. The authenticity of (Wi, pi) can be verified by

piD = Wi + ~∗1(Ii, δi)Ppub mod α (4.2)

Ri = piDi + aiWi.

Algorithm 4.2.4. (Signcrypt:)

Signcryption is performed through the following three steps.

Step 1: The user chooses a random value ti ∈ (1, α) with identity Ii and finds

Ti = tiDi.

Step 2: The user then calculates

Bi = ti(WR + ~∗1(IR, δR)Ppub + δR) mod α

ri = Mi ⊕ ~∗3(Bi,Ti).
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Step 3: Using the hash function ~∗2, the user calculates the ciphertext c
′
i as :

σi = ~∗2(Mi,Ti)

φi = σi(ai + pi) + ti mod α

c
′

i = (Ti, ri, φi).

Algorithm 4.2.5. (Aggregate:)

Aggregation is performed through the following two steps:

Step 1: The user with the identity Iαi=1 produce a set of different ciphertexts.

{σi = (Ti, ri, φi)}αi=1

Step 2: The aggregator then calculates φ and outputs an aggregate ciphertext c

φ = Σα
i=1φi

c = (Ti, ...,Tα, ri, ..., rα, φ)

Algorithm 4.2.6. (Unsigncrypt:)

It consists of one step.

Step 1: The public key (δi,Wi) of users with identity Iαi=1 is received by the recip-

ient and recipient then calculates

Bi = (pR + aR)Ti mod α

and recovers

Mi = ri ⊕ ~∗3(Bi,Ti)

The receiver accept the message Mα
i=1 if

φD = Σα
i=1~∗2(Mi,Ti).(Wi + ~∗1(Ii, δi)Ppub + δi) + Σα

i=1Ti mod α
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holds.

Correctness: The correctness is obtained by using the following method.

φD = Σα
i=1φiD

= Σα
i=1[σi(ai + pi) + ti]D

= Σα
i=1[σi(aiD + piD) + tiD]

= Σα
i=1[h

∗
2(Mi, Ti)(aiD + piD) + tiD]

= Σα
i=1[h

∗
2(Mi, Ti)(aiD + (Wi + h∗1(Ii, δi)Ppub)) + tiD]

= Σα
i=1h

∗
2(Mi, Ti).(δi +Wi + h∗1(Ii, δi)Ppub) + Σα

i=1tiD

= Σα
i=1h

∗
2(Mi, Ti).(δi +Wi + h∗1(Ii, δi)Ppub) + Σα

i=1Ti

CL-HECASC provides an efficient and secure solution for combining the function-

alities of encryption, authentication and signature aggregation in a single crypto-

graphic framework. By utilizing the mathematical characteristics of hyperelliptic

curves, this proposed scheme achieves high security with relatively small key sizes,

making it suitable for resource-constrained environments such as IoT devices and

mobile networks.



Chapter 5

Analysis of the Proposed Scheme

The security analysis of the aggregate signcryption technique based on hyperel-

liptic curves, which was proposed in Chapter 4, is covered in this chapter. The

hyperelliptic curve discrete logarithm problem (HECDLP) is the foundation for the

scheme’s security. Subsequently, an analysis of communication and computational

cost is shown and compared with other existing schemes.

5.1 Security Analysis

The security features will be covered in this section. The security is dependent

upon the HECDLP. The security analysis was conducted with consideration for the

following assumptions. The private key and secret values of the mth and nth nodes

are unknown to the attacker, only the relevant participating entity (KGC and IoT

nodes) is known to them. An attacker is unable to break c and authenticated

message since the encryption scheme is sufficiently secure.

5.1.1 Confidentiality

An assurance that sensitive data would remain hidden while being sent is known as

confidentiality. The mth node and nth node initially exchange plaintext versions of

their public keys and identities with each other since secrecy is not necessary. The
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message {Tm, c, c
′
,Wm} is then sent to the nth node via the mth node. Because the

ciphertext c is dependent on the secret random number α, the adversary is unable

to decipher it. An attacker cannot compute α given P and D (4.2.1), because

finding α from D is equivalent to HECDLP. Since adversary is dependent on the

private values (ai and b) of mth node, it is unable to extract any knowledge from

signature. Additionally, nothing is revealed in the messages that the nth node

sends to the mth node. An attacker cannot deduce any information from time

stamp and hash messages. Consequently, confidentiality aspects are successfully

provided by the existing protocol.

5.1.2 Authentication

IoT nodes must authenticate one another at the beginning of every session and

vice versa to provide safe communication.

mth node authentication: Once the mth node has sent the message {c, c′ ,W},

the nth node computes the session key, the nth node verifies the signature of the

mth node. The nth node properly authenticates the mth node if step 2 (4.2) holds

true. In the scenario that an adversary serves as a genuine node, it would have

to produce a valid signature. An adversary could not, however, obtain the correct

value of signature since it is dependent on mth private node values.

nth node authentication: It is computed by the mth node upon obtaining the

authenticated message. If messages of both nodes are same, nth node has authen-

ticated by the mth node successfully. An attacker must convey the correct message

if it poses as a genuine node. But since authenticated message is based upon the

nth node private key, an adversary finds it difficult to transmit the right message.

5.1.3 Non-repudiation

The mth node private key determines the value of signature that it transfers to

the nth node. The nth node private key is also the basis for the message that mth

node receives from the nth node. The transmission of the message to the nth node

will not be denied by the mth node if the nth node verified mth node signature in
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step 2 (4.2), and similarly the transmission of the message to the mth node will

not be denied by the nth node if mth node verified nth node signature.

5.1.4 Integrity

Equation (4.2) can be used in the proposed scheme to check whether or not a cipher

text c was altered throughout the transmission. This equation is true unless an

adversary changes c; in that case, it is false. Similar to this, if an enemy alters

the message, it can be immediately discovered. The authentication will fail in

both cases and the session will end. Therefore, the proposed method guarantees

integrity.

5.1.5 Unforgeability

In the proposed IoT-CS method, adversary attempts to generate a valid signature.

The private key pair {am, δm} of the mth node would be required for adversary

to accomplish this. Adversary must solve the unfeasible HECDLP in order to

compute the private keys. Thus, protection against unforgeability is provided by

the proposed IoT-CS methods.

5.1.6 Security against Eavesdropping Attacks

The messages are sent in hashed text, plaintext and ciphertext formats in the

proposed IoT-CS protocol. The plaintext messages give the enemy no advantages

and do not contain any sensitive information. Additionally, HECDLP, a one-way

hash function and encryption techniques are used to safeguard any message con-

taining secret information, making it computationally impossible for an attacker

to retrieve the information. Thus, eavesdropping attacks are prevented by the

proposed IoT-CS method.
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5.1.7 Security against Denial of Service (DoS) Attack

The participating nodes in the proposed IoT-CS system first confirm the validity

of the time stamps they received. The messages are rejected if the time stamps

are invalid. Additionally, the encrypted message always includes the most recent

time stamp, and integrity checks (in the form of signatures) are added to the sent

data. Thus, by effectively ending the session, the proposed approach may detect

erroneous messages and prevent denial of service attacks.

5.1.8 Security against Man in the Middle (MITM) Attack

In Man in the Middle attack, an attacker tries to alter messages from the mth

node to the nth node and vice versa. By pretending as an authorized participating

entity, the adversary delivers the modified messages to either node. The scheme

uses messages {c, c′ ,W} and authentication tags to perform mutual authentication.

Adversary can only accurately display any of these messages in order to pretend

to be a valid participant. HECDLP, however, states that it is not computationally

possible to retrieve the private key. Therefore, the proposed scheme is easily

resistant to MITM attacks.

5.2 Comparative Analysis

The comparative analysis of security features, communication overhead and com-

putational cost is presented in this section.

5.2.1 Computational Cost

The rate at which various cryptographic procedures in an authentication scheme

are executed, determines the computing overhead. According to Garg et al. [92],

utilizing MIRACL (Multiprecision Integer and Rational Arithmetic C/C++ Li-

brary) [93], the time needed to complete hash-to-point (HtP) and elliptic curve
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scalar multiplication (ECSM) operations is 14.293 ms and 0.986 ms, respectively.

Hyperelliptic curve divisor multiplication (HECDM) has an estimated execution

time of 0.48 ms [94]. When compared against the time requirements of ECSM

and HECDM, cryptographic activities have a very tiny time consumption and can

be neglected.

Each sender and receiver node in the proposed scheme carry out two HECDM

operations. As a result, 4 × 0.48 = 1.92 ms is the total amount of time that the

sender and recipient nodes consumed. To verify each other’s identities, the KGC

carries out three HECDM procedures for a minimum of two IoT nodes within the

system. As a result, the KGC took 2×0.48 = 0.96 ms to complete. The KGC and

nodes need a total of 0.96 ms + 1.92 ms, or 2.88 ms, to complete the mutual au-

thentication process. Table 5.1 compare the IoT-CS scheme’s computational cost

to that of the existing schemes [92, 95] and [96]. The findings demonstrate that,

in comparison to other existing schemes, the IoT-CS scheme has lower computing

costs.

Table 5.1: Computational Cost Analysis

Schemes KGC IoT nodes Total

[95] 1ECSM= 0.086ms 3ECSM=2.958ms 4ECSM=3.944ms

[92] 6ECSM= 5.916ms 3ECSM=2.958ms 9ECSM=8.874ms

[96] 4HtP= 57.172ms 2ECSM+1HtP=16.265ms 2ECSM+5HtP=73.437ms

Proposed 2HCDM= 0.96ms 4HCDM=1.92ms 6HCDM=2.88ms

5.2.2 Communication Overhead

The number of sent and received bits during authentication process by the par-

ticipating IoT nodes can be used to compute communication overhead. The hash

function, SHA-256, produced an output of 256 bits. The encryption technique

uses 128-bit AES and produced a ciphertext of 128 bits. An IoT node must trans-

mit two messages {an, δn} and {Tm, c, c
′
, δ} and receive two messages {an, δn}
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and {Tn, Auth} in the proposed IoT-CS scheme. Communication overhead of IoT

nodes to convey the messages {an, δn} and {c′ , δ} is 160+80+80+128+256+80 =

784 bits. On the other hand, 160 + 80 + 80 + 128 = 448 bits are required for an

IoT node to receive the messages {an, δn} and {Tj, Auth}. An IoT node’s total

communication overhead is 784 + 448 = 1232 bits. In Table 5.2 the comparison

of the IoT-CS communication overhead with the current techniques [92, 95, 96] is

given.

Table 5.2: Communication Overhead Analysis

Schemes Sent (bits) Received (bits) Total (bits)

[95] 832 1536 2344

[92] 864 928 1792

[96] 1120 800 1920

Proposed 784 448 1232

5.3 Comparison of Security Attributes

The security of the proposed approach is compared to the current state-of-the-art

schemes [92, 95, 96]. As indicated in Table 5.3, the proposed technique provides au-

thentication, non-repudiation, unforgeability and security against eavesdropping,

DoS and MITM attacks.

Table 5.3: Comparison of the Security Features

Schemes [95] [92] [96] Proposed

Authentication Yes Yes Yes Yes

Non-repudiation - - - Yes

Unforgeability No No No Yes

Eavesdropping attack - Yes - Yes

DoS attack Yes Yes No Yes

MITM attack Yes Yes No Yes



Chapter 6

Conclusion

In this thesis, the certificateless aggregate signcryption scheme based on ECC was

reviewed, as proposed by Yu and Ren [34]. This very efficient technique satisfies

various security features including availability, unforgeability, confidentiality, in-

tegrity and forward secrecy. The ECC based certificateless aggregate signcryption

scheme (Section 3.1) is expanded to a HEC based scheme in this thesis. Instead of

using 160-bit ECC for security and performance, the proposed approach makes

use of 80-bit HEC. According to the analysis, the proposed method provides

non-repudiation, confidentiality, mutual authentication, integrity, and resilience

against various security threats like eavesdropping, DoS, impersonation, replay,

MITM and key compromise attacks, among others.

Our proposed scheme as compared to the state-of-the-art is comparatively less

costly. In terms of communication overhead and computing cost, our suggested

approach is better than the most recent approaches by 31.25% and 51.31%, re-

spectively. By using hyperelliptic curves, this new approach not only increases

security but also improves efficiency by being faster and requiring lower key sizes.

The approach is suitable for IoT devices with limited resources since it lowers the

computational and communication complexity.

Our approach also incorporates formal security validation, which lowers the se-

curity hurdles and gives confidence in its practical execution. IoTs security and
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efficiency is guaranteed by the well-balanced solution offered by the suggested

methodology, which satisfies security and efficiency requirements.

Future work on the certificateless hyperelliptic curve aggregate signcryption scheme

could explore several promising directions to enhance its applicability and security.

Investigating the scheme’s resilience against advanced cryptographic attacks, in-

cluding quantum computing threats, could be a valuable area of research, ensuring

its long-term viability in a post-quantum era. The scheme can also be extended

to an identity-based signcryption framework within the setting of elliptic or hy-

perelliptic curves, simplifying key management while maintaining efficiency. Fur-

thermore, the proposed scheme may be adapted into a blind signcryption scheme,

which could be implemented in privacy-preserving applications such as electronic

voting systems and electronic cash payment systems. Additionally, optimizing

the scheme for resource-constrained IoT devices and evaluating its performance in

real-world IoT deployments, such as smart cities and industrial automation, would

provide practical insights and strengthen its potential for widespread adoption.
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